Canon

<Windows Firewall>

This document describes how to setup the printer when you are using an operating system equipped with
Windows Firewall such as Windows XP Service Pack 2. Make sure that you read the information in this
document thoroughly before using the printer.

Windows Firewall is a feature of Windows XP Service Pack 2 and other operating systems that protects your computer by
blocking unauthorized access over the network. Because of this, you need to configure Windows Firewall to unblock
access when you are using the printer on an operating system that is equipped with Windows Firewall. The procedures and
settings that you need to perform depend on your system environment.
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H If you are not using a network environment (i.e. USB connection only)

If you are using the printer by connecting it directly to the computer using a USB cable, there are no particular steps that
you need to take. If the following screen is displayed while you are installing the printer driver, click [No].

Warning

Ta display the status of the shared prinkers, you must remove the Windows Firewall biock sst against ‘Canon LBRXXXY
! RPC Server Process’,

Do you want to change the Windows Firewal ssttings so that the block will be removed?

H If you are using the printer in a network environment
You will need to perform the following tasks depending on your network environment and installation method.
- If the printer and computer are connected by a LAN cable (requires the optional network board)

. . . . . - If the following dialog box appears during the installation, click [Yes] to configure Windows
Ifyou are installingthe | _ | If you are installing using a » Firewall to unblock communication with Canon CAPT Print Monitor.
printer driver now downloaded installer

0 To use 'Canon CAPT Port', you must remove the Windows Firewall block sek against its port rumber.
Do you want to changs the Windors Firewall ssttings so that the black wil be removed?

- If the following dialog box appears during the installation, click [Yes] to configure Windows
Firewall to unblock communication with the client computers only when you want to use the
computer as a print server.

Warning

' Ta display the status of the shared printers, you must remove the Windows Firewall block set against 'Canan LBPREK
! APC Server Process.
Do you wank to change the Windows Firewall settings so that the black wil be remaved?

If you are installing If you are using the computer as a print server, use the [CAPT Windows Firewall Utility] to
manually » clear the block on communication with the client computers from Windows Firewall. (See p. 5)

- If you are using Windows XP Service Pack 2 or later or Windows Server 2003 Service Pack
If the current version of the printer driver is already installed 1 or later, configure Windows Firewall to unblock communication with Canon CAPT Print
* If the current version of the printer driver is not installed, uninstall » Monitor. (See p. 3)
the printer driver that is currently installed on your system, then . . . . -
inst‘,fn o T varem 6 theyprinter driver_y v - If you are using the computler asa p_rlnt server, use the [CAPT W|n(?|ows Flre_wall Utility] to
clear the block on communication with the client computers from Windows Firewall. (See p. 5

- If the printer is connected to a computer by a USB cable, and you are using the printer sharing function

Ifyou areinstallingthe | _ | If you are installing using a * If the following dialog box appears during the installation, click [Yes] to configure Windows
printer driver now downloaded installer Firewall to unblock communication with the client computers.

Warning

' To display the status of the shared printers, you must remove the Windaws Firewall block set against 'Canan LEPKi:
! RPC Server Process.,
Do you wank ko change the Windows Firewall settings so that the block wil be removed?

If you are installing using
*Plug and Play" or from the » Use the [CAPT Windows Firewall Utility] to clear the block on communication with the client

[Printers and Faxes] folder computers from Windows Firewall. (See p. 5)
or the [Printers] folder

If the current version of the printer driver is already installed
* If the current version of the printer driver is not installed, uninstall » Use the [CAPT Windows Firewall Utility] to clear the block on communication with the client
the printer driver system, then install the current version of the computers from Windows Firewall. (See p. 5)
printer driver.
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* About the Client-Side Settings for Using the Printer Sharing Function

If you are using the printer sharing function, perform the following configuration on the client computer. If you do not
configure the following settings on the client side, the printer status may not display properly in the Printer Status
Window and you may not be able to access some of the printer functions.

(1) Display the [Windows Firewall] ((Windows Firewall Settings] for Windows Vista) dialog box.

- For Windows XP: From the [Start] menu, select [Control Panel], and then click [Network and Internet
Connections] — [Windows Firewall].

- For Windows Server 2003: From the [Start] menu, select [Control Panel] - [Windows Firewall].

- For Windows Vista: From the [Start] menu, select [Control Panel], and then click [Allow a program through
Windows Firewall]. (If the [User Account Control] dialog box appears, click [Continue].)

(2) Inthe [Exceptions] sheet in the [Windows Firewall] ([Windows Firewall Settings] for Windows Vista) dialog box,
select the [File and Printer Sharing] check box, and then click [OK].

* Windows Firewall X

General | Exceptions | Advanced

[addPiogam.. | [ AddPor. | [ Ed

Display 2 notification when Windows Firevall blocks a program

‘what are the risks of allowing exceptions?
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What To Do If the Printer Driver Is Already Installed

If this printer driver is already installed and you have updated your operating system to Windows XP Service Pack 2 or
later or Windows Server 2003 Service Pack 1 or later, be sure to configure Windows Firewall to unblock communication
with Canon CAPT Print Monitor using either of the following methods, <Method 1> or <Method 2>.

To perform <Method 1>, you will need to download the [Canon CAPT Print Monitor] from the Canon website.

@ If the current version of the printer driver is not already installed (when an older version of the printer
driver is installed)

Uninstall the printer driver that is currently installed on your computer then install the new version of the printer driver.

@ If the you are using the computer you installed as a print server

After clearing the block on the [Canon CAPT Print Monitor], use the [CAPT Windows Firewall Utility] to clear the Windows
Firewall block on communication with client computers.

Refer to "Using the CAPT Window Firewall Utility" (See on p. 5) for instructions on installing the [CAPT Windows Firewall
Utility].

<Method 1>  Reinstalling the Canon CAPT Print Monitor

When you unzip the downloaded file (the file for installing the Canon CAPT Print Monitor), a folder is
created. Double-click on the [Setup.exe] file in this folder to start the installer.
Install Canon CAPT Print Monitor following the instructions on the screen.

&NOTE
* When the following screen appears, select [Yes] and then click * To check if the Windows Firewall block has been properly
[Next]. cleared, use the following procedure.

1. Display the [Windows Firewall] dialog box.

< Canon CAPT Print Monitor - Setup Wizard X
Windows Firewall Block Setting HEr] - For Windows XP: From the [Start] menu, select [Control
{@ Panel], and then click [Network and Internet Connections]
— [Windows Firewall].

Ta use Canon CAPT Print Monitor, the block against this program provided by the

Windows Fiewal must be removed - For Windows Server 2003: From the [Start] menu, select
[Control Panel] - [Windows Firewall].

2. Verify that [CANON CAPT Port] has been added to the
[Programs and Services] list in the [Exceptions] sheet in the
[Windows Firewall] dialog box.

Do you want ta change the Windaws Firewall settings o that the black will be
- ]

* Windows Firewall X

General | Excaplions | Advanced

“windows Firewallis blocking incoming network connections. except for the
programs and services selected below. Adding exceptions allows some programs

towork better but might increase your security risk.
< Back l Nest > I I Cancel

Programs and Services,

Narme

[ Remote Desktop
[ UPnP Framework:

[ Add Frogram... | [_addPor. | [ Edt ][ Delete

Dizplay a hotification when Windows Firewall blocks a pragram

‘wfhat are the risks of sllowing exceptions?

This clears the block from Windows Firewall.




<Method 2> Configuring Windows Firewall

Perform the following procedure.

1 Display the [Windows Firewall] dialog box.

For Windows XP: From the [Start] menu, select [Control Panel],
and then click [Network and Internet Connections] — [Windows
Firewall].

For Windows Server 2003: From the [Start] menu, select
[Control Panel] - [Windows Firewall].

Open the [Exceptions] sheet, then click [Add
Port].

%= Windows Firewall X

General | Exceptions | Advanced

“windaowes Firewall is blacking incoming network connections, except for the
pragrams and services selected below. Adding exceptions allovs some programs
to wark, better but might increase pour security risk,

Progiams and Services:

Mame
File and Printer Sharing
Femate Assistance

[ Riemote Desktop
[} LIF P Framework

[(AddPiogram... | [ AddPort.. || Edi

Display a natification when Windows Firewal blocks 5 program

‘wihat are the risks of allowing exceptions?
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3 Enter "CANON CAPT Port" in the [Name] field,

"3756" in the [Port humber] field, select [UDP],
and then click [OK].

Add a Port ®

Use these settings ta open a port through Windows Firewall. To find the: part
number and pratocal, sansult the, documentation for the program or service you
want to use.

Hame: | CANON CAPT Part

Port number: | 3758

w/hat are the risks of opening a port?

Verify that [CANON CAPT Port] has been added
to the [Programs and Services] list, then click
[OK].

*: Windows Firewall X

General| Exceptions | Advanced

windows Firewall is blocking incoming netwaork, connections, except for the
programs and services selected belaw. Adding sxceptions sllaws some progiams
to work better but might increase your security risk,

Programs and Services:

harma

I T ITRE STy
Fiemate Assistance

O Remate Desktop

O UPnF Framewark

[(AddFogam. | [ addPor. ][ Ed | [ Delete

Display a notification when ‘windows Firewal blocks a program

“what are the risks of sllowing exceptions?

Cancel

This clears the block from Windows Firewall.
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Using the CAPT Window Firewall Utility

If your print server is installed with an operating system equipped with Windows Firewall, such as Windows XP Service
Pack 2, you need to configure Windows Firewall to unblock communication between the print server and client
computers.

This section explains how to use the [CAPT Windows Firewall Utility] to configure Windows Firewall to unblock
communication with client computers.

Use the [CAPT Windows Firewall Utility] in the following circumstances.

* The printer driver was installed using "Plug and Play" or from the [Printers and Faxes] folder or the [Printers]
folder.

» The printer driver was already installed and you upgraded your operating system to Windows XP Service Pack 2
or another operating system equipped with Windows Firewall

1 When you unzip the downloaded file (the file for 4 Click [OK].
installing the printer driver), a folder is created.

2 Double-click the created folder [WF_UTIL] — L) e o cancl
[xxxxFW.EXE]. (where xxxx varies depending on
your printer model.)

The [CAPT Windows Firewall Utility] starts. @NOTE

To check if the Windows Firewall block has been properly
cleared, use the following procedure.

File Edt Yiew Favorites Tools  Help

Qesck - () (T Dseencn [ o [T~ 1. Display the [Windows Firewall] ([Windows Firewall Settings]

Size | Type for Windows Vista) dialog box.

ern - For Windows XP: From the [Start] menu, select [Control
0 LKE Configuration Set Panel], and then click [Network and Internet Connections]

— [Windows Firewall].

- For Windows Server 2003: From the [Start] menu, select
[Control Panel] - [Windows Firewall].

- For Windows Vista: From the [Start] menu, select [Control
Panel], and then click [Allow a program through Windows

| 5 Firewall]. (If the [User Account Control] dialog box

appears, click [Continue].)
2. Make sure that the [Canon LBPxxxx RPC Server Process]
3 Click [Unblock]. check box is selected in the [Exceptions] sheet in the
[Windows Firewall] ((Windows Firewall Settings] for
Windows Vista) dialog box. (xxxx varies depending on the

printer.)
Use this program to set or cancel the Windows Firewall block against communications between a server

and clients
If you want to use 'Canon LEFXXXX as a shared printer. make sure to cancel the block. *= Windows Firewall E]

General | Exceptions | Advanced

File and Folder Tasks

9 Make a new falder
& Publish this folder to the
weh

|2 share this Folder

Other Places

Details

% CAPT Windows Firewall Utility

Windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work bistter but might increase your sscuriy fisk

P This setting alloves you to cancel the Windows Firewall blog
\o{ﬂ To use 'Canon LBPXXEA' as a shared printer, click [UnblocH
/ * This button is not active if the block has alieady been

canceled.

Programs and Services:

o

TR |F you na longer need to keep the ‘Windows Firewasll block. (
\w deactivated such as when the printer is not set az a shared —
prifter, click [Block],
* This buttor iz not active if the block has already been set

O FRemote Desktop
I UPHP Framewark

Close

You cannot click [Unblock] if the firewall is already configured to
unblock communication with client computers.

[ addPogam.. | [ addPot. ][ Ede. | [ Dekle

Display a notification when Wwindaws Firewal blocks a program

‘what are the risks of allowing exceptions?

Windows Firewall is now configured to unblock communi-
cation with client computers.




Canon, the Canon logo, and LBP are trademarks of Canon Inc.

Microsoft and Windows are registered trademarks of Microsoft Corporation in the United States and/or other countries.

Windows Server and Windows Vista are trademarks of Microsoft Corporation.

Other product and company names herein may be the trademarks of their respective owners.

In this manual, product names and model names are abbreviated as follows:

Microsoft® Windows® XP operating system: Windows XP
Microsoft® Windows Server™ 2003 operating system: Windows Server 2003
Microsoft® Windows Vista™ operating system: Windows Vista
Microsoft® Windows® operating system: Windows
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