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*® Manuals for the Machine

The manuals for this machine are organized as shown below. Please refer to them for detailed
information. Some manuals may not be needed for certain system configurations and products

purchased.

m Guides with this symbol are printed manuals.

e Installation of the Machine

¢ Legal Notices

¢ Setup Instructions

* Quick Reference for Basic Operations
¢ Basic Operations

¢ Troubleshooting

¢ Copying Instructions

¢ Sending and Fax Instructions

¢ Remote User Interface Instructions

¢ Network Connectivity
¢ Security Management

e Color Network ScanGear Instructions

¢ USB Memory Media Printing Instructions
¢ PS/PCL/UFRII LT Printer Instructions

e Windows Printer Driver Instructions

¢ Windows Fax Driver Instructions

e Macintosh Printer Driver Instructions

A Guides with this symbol are PDF manuals included on the
CO-ROM  accompanying CD-ROM.

Starter Guide

User’s Guide
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Easy Operation Guide

Reference Guide

Copying Guide

Sending and Facsimile Guide

Remote Ul Guide
(This Document)

System Settings Guide

Network ScanGear Guide

Printer Guide

Windows Printer Driver Guide

Windows Fax Driver Guide

Mac Printer Driver Guide
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To view the manual in PDF format, Adobe Reader/Adobe Acrobat Reader is required. If Adobe Reader/Adobe Acrobat Reader is not installed on your

system, please download it from the Adobe Systems Incorporated website.



“d How This Manual Is Organized

Introduction to the Remote Ul
(o, =T I8 Managing Jobs and Machine Data

Specifying Department ID and User Management

(o E1 -1 8 Customizing Settings

Includes the glossary and index.

Considerable effort has been made to ensure that this manual is free of inaccuracies and omissions. However, as we are constantly improving our
products, if you need an exact specification, please contact Canon.
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Preface

Thank you for purchasing the Canon imageRUNNER 1750i/1740i/1730i/1730. Please read
this manual thoroughly before operating the machine to familiarize yourself with its
capabilities, and to make the most of its many functions. After reading this manual, store it in
a safe place for future reference.

How to Use This Manual

Symbols Used in This Manual

The following symbols are used in this manual to explain procedures, restrictions,
handling precautions, and instructions that should be observed for safety.

@ IMPORTANT Indicates operational requirements and restrictions. Be sure to read
these items carefully to operate the machine correctly, and avoid
damage to the machine or property.

z@ NOTE Indicates a clarification of an operation, or contains additional

explanations for a procedure. Reading these notes is highly
recommended.

Keys and Buttons Used in This Manual

The following tables provide a few examples of how keys, buttons, and other user
interfaces such as icons displayed on the screen are expressed in this manual:

e Keys on the machine’s control panel and touch panel display:

Keys Example
Control Panel Key icon + (Key Name) @ (Additional Functions)
. [Key Name] [OK], [Cancel], etc.
Touch Panel Display
[Key Icon] (W] [A] etc.

e Buttons, icons and other user interfaces on computer operation screens:

Buttons and Other Objects Example
[Button Name] [OK]
[Name] + icon, menu, etc. [CD-ROM] icon, [Start] menu, etc.
[lcon] + (Icon Name). [Z2]] (New)




Displays Used in This Manual

Unless otherwise noted, the screen shots used in this manual are taken from the
imageRUNNER 1740i with the following optional equipment: Staple Finisher-H1,
Cassette Module-Y1 (triple-tiered), Super G3 Fax Board-AJ1, PCL Printer Kit-AL1,
and PS Printer Kit-AL1.

Functions that are unavailable due to a particular combination of accessories and
optional equipment are not displayed in the web browser. Therefore, the screen
shots of the Remote Ul used in this manual may differ from the ones you actually
see on your web browser, depending on the model or options you have installed or
activated.

The IP addresses shown in the screen shots and text in this manual are for
illustrative purposes only.

The buttons and other objects that are related to operations during the procedure
are marked with a (C_), as shown in the example below.

(€ Remote Ul<Top Pages: : imageRUNNERLT40i - Windows Internet Explorer | =8N =)
@Q v (2] hitp:/192:168.222.81 /errlogin. bt v‘ =) ‘ ¢y| % ||l 8ing £~

File Edit View Favorites Tools Help
o Favorites {3 v - [ @@ v Pagev Safetyv Toolsv @~

Remote UI
Copyright CANON INC. 2011
AllRights Reserved

Device Nams:
Beoduce Name: imageRUNNER1740i
Location:

Ready to print.

Ready to scan.

Printer:

Scanner:

<3< I -]

Fax: Ready to send or receive fax.

Language: English -

Select a logon mode
© System Manager Mode
Enables administrative control for the device and print jobs.

System Manager ID:

Password:

2 End-User Mode
Enables to browse device and job information.
Enter Document User Name to control print jobs of the owner.

User Name:

Canon

& Internet | Protected Mede: On fg v H100% -

vii



Abbreviations Used in This Manual

In this manual, product names are abbreviated as follows:

Microsoft Windows 2000 operating system: Windows 2000
Microsoft Windows XP operating system: Windows XP
Microsoft Windows Vista operating system: Windows Vista
Microsoft Windows 7 operating system: Windows 7
Microsoft Windows operating system: Windows

Macintosh and Mac OS are trademarks of Apple Inc., registered in the U.S. and
other countries.

Microsoft, Windows, Windows Vista, and Internet Explorer are either registered
trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

Other product and company names herein may be the trademarks of their
respective owners.

Availability of the Optional Equipment

Of the optional equipment described in the manuals, the Copy Card Reader-F1
may not be available depending on the country or region of purchase. For more
information on the optional equipment, see Chapter 4, “Optional Equipment,” in the
Reference Guide.
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Legal Notices

Copyright 2012 by Canon Inc. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying and recording, or by any
information storage or retrieval system without the prior written permission of
Canon Inc.

Disclaimers

The information in this document is subject to change without notice.

CANON INC. MAKES NO WARRANTY OF ANY KIND WITH REGARD TO THIS
MATERIAL, EITHER EXPRESS OR IMPLIED, EXCEPT AS PROVIDED HEREIN,
INCLUDING WITHOUT LIMITATION, THEREOF, WARRANTIES AS TO
MARKETABILITY, MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR USE OR NON-INFRINGEMENT. CANON INC. SHALL NOT BE
LIABLE FOR ANY DIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF
ANY NATURE, OR LOSSES OR EXPENSES RESULTING FROM THE USE OF
THIS MATERIAL.
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CHAPTER
This chapter describes the functionality of the Remote Ul and how to start it.

Overview of the Remote Ul . .. ... . .. . e 1-2
Functions of the Remote Ul . . ... ... 1-3
The Top Page of the Remote Ul . . .. ... 1-4
Logon Modes of the Remote Ul . . .. ... 1-5
Buttons onthe Remote Ul . ... . . 1-6

System Requirements . .. ... ... 1-7

Before Usingthe Remote Ul. . ... .. .. 1-8

Startingthe Remote Ul. . .. ... .. 1-9

Viewing the Machine Status and Information. .. ............ ... ... ... .. .. ... 1-14

11



Introduction to the Remote Ul H

Ovﬂew of the Remote Ul

The Remote Ul (Remote User Interface) software comes preinstalled in the
machine and enables you to access the machine’s functions by using a web
browser. For example, the Remote Ul enables you to check the job status, delete
jobs, and edit various settings. To use the Remote Ul, all you need is a web browser
and a network connection between your computer and the machine.

First set the IP (Internet Protocol) address for the machine from the machine’s
control panel and set up the necessary network connection. Then start your web
browser and enter the IP address of the machine. The Remote Ul top page is
displayed on your computer screen and is ready for you to log in.

® O
[olole]
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o
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O

You can operate the machine both with the control panel and from the Remote UI.

1-2 Overview of the Remote Ul



Functions of the Remote Ul

The major functions available on the Remote Ul are as follows:

B Viewing the machine status

You can view the current status of the machine, such as the remaining paper or
toner amount, on your computer screen.

(See “Viewing the Machine Status and Information,” on p. 1-14.)

B Managing jobs and job logs

You can view the current status of the jobs and the job logs processed by the
machine on your computer screen. You can also delete the jobs when you log in
to the Remote Ul as the System Manager or can delete your own jobs when you
log in as an End User.

(See “Managing Jobs,” on p. 2-2.)

&> NOTE

For the End Users to delete their own jobs, the Permit End-user’s Job Operation
setting must be enabled. (See “To specify the System Manager ID and System
Password:,” on p. 4-9.)

B Importing and exporting the machine data

You can save and load the machine data such as Address Book data or the
Additional Functions setting data.

(See “Importing and Exporting Data,” on p. 2-11.)

B Managing key pairs and digital certificates
You can install and register key pairs and digital certificates.

(See “Managing Key Pairs and Digital Certificates from a Web Browser,” on
p. 2-25.)

B Specifying the Department ID Management and User Management

You can manage the Department IDs and User IDs. User IDs can be registered,
edited, or deleted only on the Remote Ul, while the Department IDs can be
managed both on the machine’s control panel and on the Remote UI.

(See “Managing the Department IDs and User IDs,” on p. 3-2.)

B Specifying the Authorized Send settings
You can specify the Authorized Send settings only on the Remote UL.
(See “Specifying the Authorized Send Settings,” on p. 4-17.)

Overview of the Remote Ul 1-3
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Introduction to the Remote Ul H

B Customizing the Additional Functions settings

You can edit the Additional Functions settings on the Remote Ul as you can by
pressing @) (Additional Functions) on the machine’s control panel.

(See “Customizing Settings,” on p. 4-1.)

The Top Page of the Remote Ul

When you enter the IP address of the machine on your web browser and press the
[ENTER] key on your computer keyboard, the Remote Ul top page is displayed.

/& Remote Ul<Top Page>: : imageRUNNER1740i - Windows Internet Explorer (=8 [EER =
@Q = (&) htip:/19216822281 /en_login.htmi -[& 4] x ][ sing £ |

File Edit View Favorites Tools Help
p Favorites ) - ~ [ dm v Pagev Safetyv Tools+ (@~

Remote U
Copyright CANON INC. 2011
AllRights Reserved

Device Name:

Brodue Name: jmageRUNNER 1740i

Locaion:
Printer: ©  Ready to print.
Scanner: © Readytoscan.
Fax: ©  Ready to send or receive fax.
Language: English - =

Select a logon mode.
© System Manager Mode
Enables administrative control for the device and print jobs.

System Manager ID:

Password:

© End-User Mode
Enables to browse device and job information.
Enter Document User Name to control print jobs of the owner.

User Name:

Canon

€ Internet | Protected Mode: On 45 v B10% ~
|

> NOTE

e The appearance of the Remote Ul top page depends on the management mode
applied to the machine. For more information, see “Enabling Department ID
Management and User Management,” on p. 3-2.

e For instructions on how to log in to the Remote UI, see “Starting the Remote Ul,” on
p. 1-9.

Overview of the Remote Ul



Logon Modes of the Remote Ul

When you log in to the Remote Ul by entering the System Manager ID and System
Password or the User ID registered as the System Manager and its password, the
authority of the System Manager is applied to the Remote Ul, and other users (End
Users) cannot edit the System Settings and other settings restricted to the System
Manager.

B System Manager Mode
You can access the Remote Ul functions with no restrictions.

H End-User Mode

You can access all Remote Ul functions except those restricted to the System
Manager. Major functions open to End Users and the System Manager are:

¢ Checking the machine status such as paper or toner amount
¢ Checking the job status and deleting their own jobs

&> NOTE

For the End Users to delete their own jobs, the Permit End-user’s Job Operation
setting must be enabled. (See “To specify the System Manager ID and System
Password:,” on p. 4-9.)

e Registering or editing the addresses for the Send/Fax functions

&> NOTE

The Address Book can be protected by setting a password in the Restrict Send
Function page. (See “To specify the Restrict the Send Function settings:,” on p. 4-8.)

¢ Customizing the Additional Functions settings except those restricted to the
System Manager, such as the System Settings.

Overview of the Remote Ul 1-5
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Introduction to the Remote Ul H

Buttons on the Remote Ul

After you have logged in to the Remote UI, the Device Status page is displayed.
The left frame of the page displays the buttons listed below, which allow you to
access and perform operations on other Remote Ul pages.

/& Remote Ul<Device Status>: : imageRUNNERI740i - Windows Internet Explorer (=8 [EER =

@U = (&) htip://19216822281/_devmarhtmi -[& 4] x ][ sing £ |
File Edit View Faverites Tools Help
p Favorites ) - ~ [ dm v Pagev Safetyv Tools+ (@~

ﬁ imageRUNNER1740i E F

ToToppage. | Device Status

Basic Functions Status

Error Information

Printer: @ Ready to print.
Scanner: @ Ready to scan.

Fax: © Ready to send or receive fux.

Paper Information

Job Status Stack Bypass

< L
& m -
Add, Func, Drawer2 B A Plain
—_—
Drawer 3 £ as Plain
'H;il to System
Manazes Draver 4 B as Plain

Click to return to the Remote Ul top page.

Click to display the machine status and various setting information.

Click to display the status of the jobs and the logs of the jobs
processed by the machine.

Click to manage the Address Book of the machine.

Click to specify or change various settings on the machine. This

button works similarly as the @ (Additional Functions) key on the
machine’s control panel.

Click to update or refresh the current page with the latest information.
2 Click to display the online help for the Remote UlI.
= Click to return to the top of the page.

Click to return to the previous page.

1-6 Overview of the Remote Ul



Sy Requirements

The Remote Ul has been confirmed to work in the following system environments. n

B Windows

¢ OS (Operating Systems)
- Windows 2000
- Windows XP
- Windows Vista
- Windows 7

e Web Browser
- Microsoft Internet Explorer 6.0 or later

Introduction to the Remote Ul

B Macintosh
¢0OS (Operating System)
- Mac OS X 10.3 or later, except Classic Environment
e Web Browser
- Safari 2.0.3 or later
- Safari 1.3.2 on Mac OS X 10.3.x is also supported.

&> NOTE

Other than the software listed above, no other software, such as a web server, is
necessary. (There is already a web server inside the machine.)

System Requirements 1-7



Introduction to the Remote Ul H

BeLm Using the Remote Ul

Before you start using the Remote Ul, specify or check the following settings.

B Specifying the Network Settings on the machine

» Specify or check the Network Settings to obtain or find out the IP address of the
machine.

¢ Confirm that the Use HTTP setting is set to ‘On’.

&> NOTE

« You can find the Network Settings including the Use HTTP setting by pressing @
(Additional Functions) — [System Settings].

« If you cannot find out the IP address of the machine, consult your network
administrator or see the System Settings Guide.

B Enabling the Remote Ul and specifying the device hame

¢ Confirm that the Remote Ul On/Off setting is set to ‘On’. If you want to establish
a more secure communication by using SSL, set the Use SSL setting to ‘On’.
Make sure to generate and specify the default SSL key pair. (See Chapter 3,
“Setting up the Machine for Your Network Environment,” in the System Settings
Guide.)

¢ Specify the name of the device in the Device Info Settings to identify the
machine you operate from the Remote Ul by the specified name.

(M mPORTANT

¢ Connection via a proxy server is not possible. If your system environment has a proxy
server, specify the IP address of the machine as an proxy exception on your web
browser. (Set your web browser not to access the IP address of the machine through a
proxy server.) Setting procedures vary depending on the system environment. Consult
your network administrator.

¢ Enable all cookies and use Java Script on your web browser. Otherwise, you will not
be able to change the machine’s settings using the Remote UI.

o If multiple Remote Uls are running simultaneously, the latest setting is enabled.

&> NOTE

You can find the Remote Ul On/Off setting and Device Info Settings by pressing @
(Additional Functions) — [System Settings]. For more information on the Remote Ul
On/Off setting, see Chapter 6, “Protecting the Machine from Unauthorized Access,” in
the System Settings Guide. For more information on the Device Info Settings, see
Chapter 7, “Other System Settings,” in the System Settings Guide.

Before Using the Remote Ul



Stﬂ' g the Remote Ul

To start the Remote Ul, follow the procedure below.

(M mPORTANT

o The IP addresses shown in the screen shots and text in this manual are for illustrative
purposes only.

« If the Language Switch setting is set to ‘On’, some characters are restricted and
cannot be entered. To enter all characters, set the Language Switch setting to ‘Off’.
(See Chapter 3, “Configuring the Machine’s Basic Settings,” in the Reference Guide.)

« If you change the language on the Remote Ul, the characters of the displayed
language can be entered. However, if the displayed language is different from the
language used on the touch panel display of the machine, the language may not be
displayed correctly.

« To enter characters from a web browser, use the characters that you can enter from
the machine’s control panel. If you use other characters, they may not be displayed or
recognized properly on the machine.

1 Start your web browser.

2 Enter the appropriate URL into [Address] or [Location] bar in the
web browser — press the [ENTER] key on your computer
keyboard.

http://<the IP address of the machine>/

If you do not know the appropriate URL, consult your network administrator.

The Remote Ul top page is displayed.

(™ mMPORTANT
If the machine’s SSL communication is enabled, a security alert may be displayed
regarding the security certificate. In this case, check that the correct URL is entered,
and then proceed to display the Remote Ul top page. For more information on the SSL
communication, see Chapter 3, “Setting up the Machine for Your Network
Environment,” in the System Settings Guide.

&> NOTE

You can change the language displayed on the Remote Ul top page by clicking the
[Language] drop-down list box and selecting the desired language, regardless of the
language used on the touch panel display of the machine.

Starting the Remote Ul 1-9
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Introduction to the Remote Ul H

3 Enter your ID and password depending on the management mode

applied to the machine.

The required ID and password vary depending on the management mode
(Department ID/User Management) applied to the machine. For more information, see
“Enabling Department ID Management and User Management,” on p. 3-2.

® When Department ID Management and User Management are disabled:

U Select the logon mode and enter the System Manager ID and System Password, or
user name.

e To log in to the Remote Ul in the System Manager Mode, select the option button
for [System Manager Mode] — enter the System Manager ID and System
Password.

(M mPORTANT
The System Manager ID and System Password are both set to ‘7654321’ at
purchase. Change them before using the machine. (See “To specify the System
Manager ID and System Password:,” on p. 4-9.)

¢ To log in to the Remote Ul in the End-User Mode, select the option button for
[End-User Mode] — enter the user name or leave the [User Name] text box blank.
(See the note below.)

&> NOTE

If you are logging in to the Remote Ul in the End-User Mode and want to delete
your own print job, enter your user name with which you sent the print job (it is
usually the user name for your computer). Otherwise, click [OK] to log in to the
Remote Ul with the [User Name] text box left blank. (See the note on p. 1-5.)

1-10
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/& Remote Ul<Top Pages: : imageRUNNERI740i - Windows Intemet Explorer =N =R 5|

@\/' [ nitp://192168.222.81/ top.htmi v‘ R ‘t,‘ x | 8ing o

File Edit View Favorites Tools Help
o Favorites {1 v - [ @@ v Pagev Safetyv Toolsv @~

32,: Remote Ul

Remote UL
Copyright CANON INC. 2011
All Rights Reserved
Do eme:
Bt imageRUNNER1740i
— Lacion
Printer: ©  Ready to print.
Scanner: © Ready to scan.
Fax: ©  Ready to send or receive fax.
Language: English . B
( '
Select a logon mode.
® System Manager Mode
Enables administrative control for the device and print jobs.
System Manager ID:
Password:
) End-User Mode
Enables to browse device and job information.
Enter Document User Name to control print jobs of the owner.
User Name:
\ v
Dene € Internet | Protected Mode: On ¥ v ®100% v

&> NOTE

« If the page is not shown correctly, check the following settings:
- Cache settings on your web browser
- HTTP port number (default is ‘80°)

e For information on other network connection problems and remedies, see
Chapter 8, “Troubleshooting,” in the System Settings Guide or consult your
network administrator.

Starting the Remote Ul 1-11
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Introduction to the Remote Ul H

® When Department ID Management is enabled:

U Enter the Department ID and password.

You can log in as the System Manager by entering the System Manager ID in the
[Department ID] text box and the System Password in the [Password] text box.

(& Remote Ul<Top Page>: : imageRUNNERI740i - Windows Internet Explorer (==
@\J v (@] hitp://19216822281/ top hitml v‘ §|‘7‘ % | [l ing -]

File Edit View Favorites Tools Help
¢ Favorites M v [ v [ 4 v Pagev Safetyv Toolsv @+

‘2: Remote Ul

Remote Ul
Copyright CANON INC. 2011
AllRights Reserved

Device s
FroduceNeme: imageRUNNER 1740
fr

Printer: ©  Ready to priat.
Scamner: © Ready foscan.

Fax: ©  Ready to send or receive fax.

Language: English -

Enter Department ID and Password
Department ID:

Password:

Canon

Done @ Internet | Protected Mode: On fy v ®100% ~

1-12 Starting the Remote Ul



® When User Management is enabled:
U Enter the User ID and password.

You can log in as the System Manager by entering the User ID registered as the
System Manager in the [User ID] text box and its password in the [Password] text

box.
/€ Remote Ul<Top Page>: : imageRUNNERLT40i - Windows Internet Explorer [felf® ==
@\/ ® \g hittp://192.168.222.81/_top.html v‘ = \‘y\ X | \b Bing o~
File Edit View Favorites Tools Help
I Favorites  fiy v E] v [ & v Pagev Safety~ Toolsv @~
= Remote UL
Sy { Copyright CANON INC. 2011
i Al Rights Reserved
Davica Nems:
- Product Name: imageRUNNER 17401
Lozation:
Printer: ©  Ready toprint.
Scanner: © Ready to scan.
Fax: © Ready to send or receive fax.
Language: English -
Enter User ID and Password.
User ID:
Password:
Canon
Done @ Intemet | Protected Mode: On v ®100% -

® When both Department ID Management and User Management are
enabled:

&> NOTE

The same Remote Ul top page as shown in “When User Management is
enabled:,” on p. 1-13 appears.

U Enter the User ID and password.

You can log in as the System Manager by entering the User ID registered as the
System Manager in the [User ID] text box and its password in the [Password] text
box.

4 ciick [OK].

The Device Status page appears. (See “Viewing the Machine Status and Information,” on
p. 1-14)

Starting the Remote Ul 1-13
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Vi g the Machine Status and Information

When you successfully log in to the Remote Ul, the Device Status page in the
[Device] menu is displayed. From the [Device] menu, you can view the current
status of the machine, information about the consumables such as paper, and other
information about the machine.

1 Click [Device] — click the hyperlink to the page you want to
display in the [Device] menu.

(& Remote Ul<Device Status>: : imageRUNNER1740i - Windows Internet Explorer [fo)ia =
@K/ v [E] hitp://192.16822281/_devmgrhtml - @[ 4] x ][t sing rEd
File Edit View Favorites Tooks Help
r Favorites ) = E] ~ [ @ v Pagev Safetyv Toolsv @@~
ﬁ imageRUNNER1740i E
To Top page Device Status
- = - Basic Functions Status
Device I Error Information
= Device Status Printer: @ Ready to print.
L Scanner: @ Ready to scan.
Information

H Device Fearures Fax: © Ready to send or receive fax

o Network Settings
& Counter Check Paper Information

Job Status Stack Bypass

A4 Plain

<
Add, Func, Drawer 2 £ as Plain
3 5 i
= Draver3 £ as Plain
Manager Draver 4 B as Plain
Consumables Information
Remaining Toner ~MENSNSN OK
Waste Toner o 0K
Remaining Staples @ OK
Memory Information
Available Memory 100%
@ -
Done € Internet | Protected Mode: On fa v H100% -

The information page you selected is displayed.

1-14 Viewing the Machine Status and Information



The pages in the [Device] menu are as follows:

Device Status
page:

Device Information
page:

Device Features
page:

Network Settings
page:

Counter Check
page:

Displays the machine status such as available memory,
availability of consumables, and error information if any. To check
the details of the error, click [Error Information].

Displays the information about the machine, such as the system
manager’s information and the location where the machine is
installed.

Displays the information about the machine, such as the
maximum print speed, the total RAM size, and the number of the
drawers attached to the machine.

Displays the information about the machine’s network settings.

Displays page counts such as the total counts and copy counts.
The number and types of counters displayed may vary
depending on the machine configuration.
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This chapter describes how to manage jobs, import/export data, and install key pairs and
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Mgﬂing Jobs

You can manage the print jobs and view the logs of the jobs processed by the
machine. The [Job Status] menu has the following sections:
*Print Job
- Status
-Log
*Send/Receive Fax Job
-Log
* Send/Store/Receive Job
-Log

Managing the Print Jobs

You can manage the print jobs that are being processed or waiting to be processed
by the machine.

&> NOTE

End Users can delete their own print jobs, when the Permit End-user’s Job Operation
setting is enabled. (See “To specify the System Manager ID and System Password:,”
onp. 4-9.)
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1 Click [Job Status] — [Status] in the [Job Status] menu.

{€ Remote Ul<Print Job Status>: : imageRUNNERLT40i - Windows Internet Explorer e a==
@\/” [&] hetp:/7192168.22281/ job_tbp.html ~[ B[4 ] x ][ 8ing 2 |
File Edit View Favorites Tools Help

i Favorites I ~ B ~ 4 v Page~ Safety~ Tooks~ @+

ﬁ imageRUNNER17400 E‘

To Top page Print Job

Print Job Status

System Manager Mode

Select Document Name Status User Name Pages x Copies Started At
Job Status | @ Text_01 tst - Notepad Printing ~ User01 1x1 30/09 2011 13:32
Print Job O Text_02.tst - Notepad Waiting ~ User0L 1x1 30/09 2011 1332
" Sams @ Text 03 txt - Notepad Waiting ~~ User01 1x1 30/09 2011 1332
o Log O Text_04.txt - Notepad Waiting ~ User0L 1x1 30/09 2011 1332
4 Log =
Send/ Store/ Receive L
Job b
o Log

The list of print jobs being processed or waiting to be processed by the machine is
displayed.

2 To delete a print job, click [[_]] (Select) next to the job you want to
delete — [[%]] (Delete).
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/€ Remote Ul<Print Job Status>: : imageRUNNER1740i - Windows Interet Explorer =0 EER |
@w-= [&] hitp:/719216822281/ job Ibp.html ~[&[4]x][© 8ing o |
File Edit View Favorites Tools Help
Uy Favorites  fiy v ] v [ d® v Page~ Safetyv Took~w @~
t % imageRUNNER1740i E‘
To Top page Print Job
— = Print Job Status
ystem Manager
= :
Sewect Document Name Status User Name Pages x Copies Started At
Job Status | @ Text_01 tst - Notepad Printing ~ User01 1x1 30/09 2011 13:32
Print Job O Text 02.txt - Notepad Waiting ~ User01 1x1 30/09 2011 1332
* Sums [ Text_03.txt - Notepad Waiting ~ User01 1x1 30/09 2011 13:32
® Log [E» Jext 04.txt - Notepad Waiting ~ User0D1 1x1 30/09 2011 13:32
Send/Receive Fax Job
o Log =
Send/ Store/ Receive L
Job =
% Log

The selected job is deleted.
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Viewing the Job Logs

You can view the logs of the jobs processed by the machine. The maximum
numbers of the logs displayed are as follows:

¢ Print Job Log: the last 128 jobs

*Send/Receive Fax Job Log: the last 45 jobs

o Send/Store/Receive Job Log: the last 128 jobs

@ mMPORTANT

The Job Logs are displayed only when the Job Log Display setting in the Edit System
Settings page is enabled. (See “Customizing the System Settings,” on p. 4-2.)

1 Click [Job Status] — [Log] you want to view in the [Job Status]

menu.
(& Remote Ul<Print Job Log>: : imageRUNNERL740i - Windows Internet Explorer [l o |EE]
@Q - |¢_ http://192168.222.81/_pnt_log.html v‘ 2] ‘ ‘,| x Hb Bing P~
File Edit View Fovorites Tools Help
S Favorites i+ - [ @ v Pagev Safetyv Tools~ @~
= % imageRUNNER 1740 E I
To Top page | Print Job
Print Job Log
JobNo.  Document Name UserName  PagesxCopies  Time Print Results
0004  Text_04.txt - Notepad User01 0x0 30/09/2011 13:29:59 NG(#099)
0003 Text_03 txt - Notepad User01 1x1 30/09/2011 13:29:49 OK
0002 Text_02.txt - Notepad User01 Ix1 30/09/2011 13:29:39 OK
0001 Text_01 txt - Notepad User01 1x1 30/09/2011 132925 OK
=
I

The screen shot above shows the screen displayed when you select the [Log] of the
<Print Job>.

The Print Job page shows a list of the jobs that have already been processed by the
machine.
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Mgﬂing the Address Book

You can manage the Address Book data on the Remote Ul as well as on the
machine’s control panel. The types of addresses are as follows:

B E-mail Address
You can manage e-mail addresses.

Ml I-fax Address
You can manage I|-fax addresses.

M File Server Address

You can manage file server addresses with the information to save scanned
documents in a file server, such as the protocol and path name of the destination
folder.

B Fax Number
You can manage fax numbers.

B Group Address

You can manage group addresses, which enable you to include multiple
addresses in a single group.

&> NOTE

For instructions on how to manage the Address Book on the machine’s control panel,
see Chapter 4, “Specifying Destinations Easily and Quickly,” in the Sending and
Facsimile Guide.
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Editing the Destinations

You can register, edit, or delete the destinations in the Address Book.

&> NOTE

The screen shots and procedures in this section are for the Address Book. The
Address Book and One-touch Speed Dial use a similar procedure for editing
destinations.

1 Click [Address] — [One-touch Speed Dial] or [Address Book] from
the menu displayed under [Address].

©
—
a
GC) (& Remote Ul<Address>: : imageRUNNER1740i - Windows Internet Explorer | =N =)
= @Qv &) nitpy/19216822281/ _sdrsntmizdn=201 - @[ 4] x ][t sing £~
o File Edit View Favorites Tools Help
g o Favorites £ ~ ~ [ dm v Pagev Safety~ Toolsv @@
© %
% -J imageRUNNER1740i E
_8 Address Book
o x] Select Range 000-011 ~+
- ‘System Manager Mode
o — — f
D 000 @  Canon (e-mail E-mail john@example com
© Address |
001 @ G I-fax) I-F jane(@: l
% = o — 001 anon (I fax] ax jane@example.com
E 5 ;"“ 002 @ Canon (Fax) Fax 0300000000
003 O Canon (group) Group 2
004 @  Canon (FIP) File starfish organization company._com
3 Mail to System
Manager 005 @ None
006 @  Nome
007 @  Nome
008 @  Nome
009 @  None
010 @  None
011 @  None
" 3
@ Internet | Protected Mode: On & v~ ®R100% -

If the address book is protected by a password, the Enter password page appears.

Enter the password = click [OK].

The Address Book page is displayed.

&> NOTE

You can select the address numbers to display from the [Select Range] drop-down list

box.
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2 Edit the destinations.

® To register a new destination:
O Click [None] or any number for which [None] is displayed.

(€ Remote Ul<Addresss: : imageRUNNERL740i - Windows Internet Explorer [fol®- )]
@Uv [ hitp://192168.222.81/_adlrs htmizdn=201 v‘ R ‘c,‘ x | 8ing » |
File Edit View Favorites Tools Help
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System Manager

— o
EEie 000 @  Canon (e-mail Emal  john@example.com
Address I
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i 001 anon (I-fax ax jane @example.com
Dial
e 002 @  Canon (Fax) F 0300000000
¥ Address Book - anonitax =
Add, Func, 003 O Canon (group) Group 2
004 O Canon (TP File starfish.organization. company.com
» Mail to System
Manager 005 O None
| 006 O  Nome 3

The Register New Address page is displayed.

U Select the type of the address from the [Type] drop-down list box = specify the
necessary settings depending on the type of address you selected — click [OK].

/€ Remote Ul<Address>: : imageRUNNERL740i - Windows Internet Explorer o o]
@Uv [ hitp://192:168.22281/ edit_adrshtmizdn=206 v‘ 5] ‘&,‘ X | sing o -
File Edit View Favorites Tools Help

i Favorites & v [E] v [ o v Pagev Safety~v Toolsv @+

r New Address

System Manager Mode
Job Status [Name- ]

Address I

® One touch Speed
Dial

® Address Book

=

Mail to System
Manager

The new address is registered in the machine, and the page returns to the Address
Book page.

&> NOTE

For more information on the address types, see Chapter 4, “Specifying
Destinations Easily and Quickly,” in the Sending and Facsimile Guide.
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® To register a new group address:

U Click [None] or any number for which [None] is displayed on the page shown in step 1.
The Register New Address page is displayed.

0 Select <Group> from the [Type] drop-down list box.

U Enter the name for the group in the [Group Name] text box.

Q1 Click [Address Book].
The list of addresses registered in the machine is displayed in the new window.

U Specify the type of address from the drop-down list box.

U1 Select the check boxes next to the addresses you want to include to the group —
click [OK].

/€ Remote Ul=Address>: : imageRUNNERI740i - Windows Internet Explorer o a2 ==
[&) hetp://192.168.222.8/_sdrs01._child.htmi7dn=206 &

A Address Book
Select the destination and click [OK]. Address Book -

]

Wy

Numberhm: Type Destination.

000 Canon (e-mail) E-mail john@example com

001 Canon (I-fax) I-Fax jane@example.com

002 Canon (Fax) Fax 0300000000

003 Canon (group) Growp 2

004| [ |Canon (FTP) File starfish. organization. company com
005 None

006 None

0

[ |None
008 | [ |Nome

]

None <

Done @ Intemet | Protected Mode: On v ®100% -

The selected addresses are displayed in the [Members List].

/& Remote Ul<Address>: : imageRUNNERL740i - Windows Internet Explorer el E ==
@\J o (] http://192.168.222:81/ edit_adrs.htmi7dn=206 -[&]4] x| sing o ~|

File Edit View Favorites Tools Help
¢ Favoites {3y ~ ) * [ @ v Pagev Safetyv Tools~ @
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=

Job Status Group Name: Group02

Address l
O e et Members List
Dial

Address Book

= Address Book

Add. Func, *001. Ganon (Hax)[Fax] =
*002. Ganon (Fax)[Fax]
Mail to System
»
Manager

U Make sure that the addresses you want to add to the group are displayed in the
Members List field = click [OK].

The new group address is registered and the page returns to the Address Book page.
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® To edit the details of the destination:

U Click the name or any number next to the name on the Address Book page shown in

step 1.
The Destination Details page appears.
Q Click [Edit].

(€ Remote U< Address>: : imageRUNNERL740i - Windows Intemet Explorer

[E=mEeE

@vv [&] http:/1192168.22281/_prop_sdrs hemizdn=201
File Edit View Favorites Tools Help
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imageRUNNER1740i

To Top page
Destination Details
System Manager Mode
Device
Job Status Rirmiee 000
Address I Type: E-mail
Lo Name: Canon (2-mail)
Dial E-mail Address: john@example com
" Address Book
Add, Func,
=]

Mail to System
L3
Manager

The Edit Destination page is displayed.
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U Edit the settings as necessary = click [OK].

(& Remote Ul Address>: : imageRUNNERT740i - Windows Internet Explorer (=5 5
@\J v (@] hitp://192168 22281/ _edit_sdrs htmi?dn=201 - &[4[ x ][ sing R

File Edit View Favorites Tools Help
¢ Favorites M v [ v [ 4 v Pagev Safetyv Toolsv @+

ﬁ o Edit Destination

| ToToppage, Type: E-mail

System Manager Mode
Job Status [Name Canon (e-mail) ]

E-mail

Address I

® One touch Speed
Dial

E-mail Address: john@example.com

H Address Book

.

» Mail fo System
Manager

The page returns to the Address Book page.

@ To delete the destination:

U On the Address Book page shown in step 1, click [[] ] (Select) next to the address
you want to delete — [[¢] ] (Delete).

The selected destination is deleted.
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Im[u;ﬂmg and Exporting Data

You can save (export) setting information such as the Address Book and Additional
Functions setting data as a file. You can store the exported file as a backup and
load (import) the data into the machine when necessary.

(M mPORTANT

* The importing/exporting operation may take a few minutes to complete. Do not turn
the machine’s main power OFF until the operation is complete. Otherwise, the
machine may malfunction.

* During an exporting operation, the page does not change until the operation is
complete. Do not click [Start Export] while the computer indicates that the operation is
still being processed.

¢ The Import/Export function is available only when the Remote Ul is in the System
Manager Mode.

* The importing/exporting operation is performed based on the language displayed on
the touch panel display of the machine. For example, if the language displayed on the
touch panel display and the language of the Address Book data to import do not
match, the importing operation cannot be properly performed.
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Exporting Address Book Data

You can save (export) the Address Book data stored in the machine as a file.

1 Click [Add.Func.] = [Import/Export] in the [Add.Func.] menu.

(& Remote Ul=Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer [l o |EE]
@Ov |g hittp://192.168.222.81/_impexp htm! v‘ B ‘ ‘9| X Hb Bing » '\
File Edit View Fovorites Tools Help

S Favorites i+ - [ @ v Pagev Safetyv Tools~ @~
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To Top page
* Address Book
Device © User Management Data
Job Status
* Additional Functions
Address

Done @ Internet | Protected Mode: On v R10% -

The Import/Export page is displayed.

2 Click [Address Book] on the page shown in step 1.
The Import/Export Address Book page is displayed.
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3 Click [Start Export].

System Manager Mode
Add. Func. I

4 Follow the instructions on the computer screen to specify the

(€ Remote U< Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer (=N Eew =
@U' \g_ http://192.168.222.81/_impexp.html v| =) \‘9\ X \ \b Bing 5 ~|
File Edit View Favorites Tools Help
o Favorites  fijj v [ v [0 & v Page~ Safety~ Tools~ @+

| imageRUNNER1740i E

Import/Export Address Book

Click [Import...] to add data o the Address Book.

Click [Start Export] to save Address Book data in a file.

]

location to save the file.

The file is saved in the specified location.

Importing Address Book Data

You can load (import) the Address Book data into the machine from a saved

(exported) file.

(M mPORTANT

o When you load (import) the Address Book data, the addresses registered in the

machine are overwritten by the new data.
¢ The machine imports/exports the Address Book data based on the index numbers

displayed on the address list on the Address Book page on the Remote Ul. An

address entry is overwritten if the imported Address Book data contains an address
entry with the same index number.
¢ Do not load the Address Book when the machine has Delayed Send jobs.
o If the machine is in the Sleep mode, press the machine’s control panel power switch to
clear the Sleep mode before performing an Import operation.

1 Click [Add.Func.] = [Import/Export] in the [Add.Func.] menu.

For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export page is displayed.

Importing and Exporting Data
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2 Click [Address Book].
For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export Address Book page is displayed.

3 click import].
For help, see the screen shot in step 3 in “Exporting Address Book Data,” on p. 2-12.

The Import Address Book page is displayed.

4 Click [Browse] — select the file to import — click [OK].

(& Remote Ul=Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer [l o |EE]

@U' |¢_ hittp://192.168.222.81/_adrs03_inp.htmiZdn=1 v‘ B ‘ ‘?l X Hb Bing o~
File Edit View Favorites Tools Help
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Import Address Book
Click EBm]WEe] t0 select the fils of the Address Book data to import
Click [0K] to overwrite the new addrasses to the Address Book data stored
To Tap page Overwriting is performed on jobs and settings referring to the address to be overwritten Cancel

System Manager
File Path:
BEUREE TS * If the machine is in Sleep mode, make sure to take the
machine ot of Sleep mode by pressing the Power key on the
centrol pansl

Add. Func. I

H Syctem Settings
F =
Server

:

The Remote Ul starts importing the data and when it is complete, the page returns to
the Import/Export Address Book page.

(M wPORTANT
Do not import any files while the machine is processing other jobs.

Exporting User Management Data

You can save (export) the User Management data stored in the machine as a file.

@ mPORTANT
All the User IDs are exported as ‘User’ (End User).

1 Click [Add.Func.] = [Import/Export] in the [Add.Func.] menu.

For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export page is displayed.
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2 Click [User Management Data].

For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export User Management Data page is displayed.

3 click [Start Export].

4 Follow the instructions on the computer screen to specify the

location to save the file.

The file is saved in the specified location.

{€ Remote Ul<Additional Functions>: : imageRUNNERI740i - Windows Internet Explorer e a==
@Q- [&] hetp:/7192168.22281/ impesp.himl ~[ B[4 ] x ][ 8ing p ~|
File Edit View Favorites Tools Help
 Favorites 75y v [ v ) @ v Pagev Safety~ Took~ @~
-J imageRUNNER1740i E
]
To Top page
Import/Export User Management Data
System Manager Mode Import.
Job Status Click [Import...] to import the data in User Management.
Add. Func. I . R
Click [Start Export] to export the data in User Management.
# System Settings
o Register LDAP
Server
o Forvarding =
Settings

Importing User Management Data

You can load (import) the User Management data into the machine from a saved

(exported) file.

(M vPORTANT

¢ Be sure to disable the Department ID Management and User Management before
importing the User Management data. (See “Enabling Department ID Management

and User Management,” on p. 3-2.)

¢ All the User IDs are registered or overwritten as ‘User’ (End User) when the machine

imports the User ID data and their passwords are cleared. You must reset the

passwords for the User IDs and for Department IDs each User ID belongs to after
importing. (See “Resetting Imported User Management Data,” on p. 2-17.)
o If the machine is in the Sleep mode, press the machine’s control panel power switch to

clear the Sleep mode before importing the data.

Importing and Exporting Data
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Click [Add.Func.] = [Import/Export] in the [Add.Func.] menu.
For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export page is displayed.

Click [User Management Datal].
For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export User Management Data page is displayed.

Click [Import].

For help, see the screen shot in step 3 in “Exporting User Management Data,” on
p. 2-14.

The Import User Management Data page is displayed.

Click [Browse] — select the file to import — click [OK].

(& Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer = a ==
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c‘! Import User Management Data
Click [Browsel 1o select the file of the User Management data to import — N
Click [0K] to overnrite the data in User Maragement [oK] | Cancel
[ Tofoppage |

System Manager Mode

* If the machine is in Sleen mode, make sure to take the
Settiid e e 6ff S fmste (p el (e BawEr bey o e
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Add, Func. I
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The Remote Ul starts importing the data and when it is complete, the page returns to
the Import/Export User Management Data page.

@ wPORTANT

Do not import any files while the machine is processing jobs.
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Resetting Imported User Management Data

For security reasons, the loaded (imported) User Management data does not
contain the passwords for User IDs and for Department IDs each User ID belongs
to. You must follow the procedure below to reset the passwords after loading
(importing) the User Management data.

(M mMPORTANT

o Before you enable Department ID Management and User Management, be sure to
reset the passwords for User IDs as directed in the procedure below.

¢ To reset the passwords, log in to the Remote Ul in the System Manger mode. (See
“When Department ID Management and User Management are disabled:,” on

p. 1-10.)

1 Click [Add.Func.] — [Department ID/User Management] in the

[Add.Func.] menu.
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The [Department ID/User Management] page is displayed.
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2 Click [Settings].

(& Remote Ul<Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer
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The [Department ID/User Management Settings] page is displayed.

3 Click [User Management Settings].

=] x] 0001-0100 =

‘& Remote Ul<Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer
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The [Register New User] page is displayed.
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Tojfop page and ctick [OK]
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4 Click [Cancel] on the [Register New User] page.
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User Type: @ User

Specifying the new user information is not required in this step.

The User IDs registered in the machine are displayed.

5 Click the User ID to reset the passwords.
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The [Edit User] page is displayed.
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6 Reset the passwords — click [OK].
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« Mail to System

Change Password: Select this check box and enter the password for the User ID in
(for the User ID) the [Password] and [Confirm] text box.

&> NOTE

You can enter the new password for the User ID instead of entering the old
(before importing) password.

Change Password: Select this check box and enter the password for the
(for the Department Department ID the User ID belongs to in the [Password] and
ID) [Confirm] text box.

User Type: Specify the User Type by selecting the [User] (End User) or
[System Manager] option button.

(M vPORTANT
All the User IDs are registered or overwritten as ‘User’ (End User) when the
machine imports User Management data, so you may need to reset the User
Types. If the User Types of all the User IDs are set to ‘User’ (End User), every
user is regarded as the System Manager and will be able to log in to the machine
and the Remote Ul in the System Manager Mode.
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7 Repeat steps 5 and 6 to reset the passwords of the other User IDs.

8 Enable Department ID Management and/or User Management as
necessary after resetting the passwords for all the User IDs.

For more information, see “Enabling Department ID Management and User
Management,” on p. 3-2.

&> NOTE

To switch from the User ID list to the Department ID list, click [Department ID
Management Settings] on the [Department ID/User Management Settings] page
shown in step 3, and click [Cancel] on the [Register New Department] page. To display
the list of the User IDs again, follow steps 1 to 4.

Exporting Additional Functions Setting Data

You can save (export) the Additional Functions setting data stored in the machine
as a file.

> NOTE

The Additional Functions settings you can export are displayed on the page shown in
step 3.

1 Click [Add.Func.] — [Import/Export] in the [Add.Func.] menu.
For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export page is displayed.

2 Click [Additional Functions].

For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export Additional Functions page including the list of the Additional
Functions settings to be exported is displayed.
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3 Click [Start Export].
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4 Follow the instructions on the computer screen to specify the
location to save the file.

The file is saved in the specified location.
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Importing Additional Functions Setting Data

You can load (import) the Additional Functions setting data into the machine from a
saved (exported) file.

(M mPORTANT
If the machine is in the Sleep mode, press the machine’s control panel power switch to
clear the Sleep mode before performing an Import operation.

&> NOTE

The Additional Functions settings you can import are displayed on the page shown in
step 3 in “Exporting Additional Functions Setting Data,” on p. 2-21.

1 Click [Add.Func.] — [Import/Export] in the [Add.Func.] menu.

For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export page is displayed.

2 Click [Additional Functions].

For help, see the screen shot in step 1 in “Exporting Address Book Data,” on p. 2-12.

The Import/Export Additional Functions page including the list of the Additional
Functions settings to be imported is displayed.

3 click import].

For help, see the screen shot in step 3 in “Exporting Additional Functions Setting Data,”
onp. 2-21.

The Import Additional Functions page is displayed.
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4 Click [Browse] — select the file to import — click [OK].
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The Remote Ul starts importing the data and when it is complete, the page returns to
the Import/Export Additional Functions page.

(M mPORTANT
Do not import any files while the machine is processing other jobs.

5 Restart the machine to enable the imported settings.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Managing Jobs and Machine Data H

@ wPORTANT
¢ When Additional Functions settings data is imported, the System Manager ID,
Department IDs, Address Book password, and network settings are automatically
overwritten.
¢ The Remote Ul cannot be used to perform other operations until the machine is
restarted.
¢ Do not import any files while the machine is processing other jobs.
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Managing Key Pairs and Digital Certificates

froE Webh Browser

Key pairs and digital certificates can be used for security purposes, such as
IEEE802.1X port-based authentication and SSL communication.

You can manage key pairs and digital certificates from the Remote Ul by dividing
them into the following types:

B Key and Certificate

In IEEE802.1X port-based authentication, a key pair (or a private key and
certificate) in PKCS#12 format is required for enabling the EAP-TLS method on
the client device. If you want to access the machine securely from a web browser
(Remote Ul), generate a key pair and set it for SSL communications. Up to three
key pairs can be registered.

H CA Certificate

CA certificates are used for verifying the digital certificates sent from other
devices, such as servers, client computers, etc. Up to 10 CA certificates
(including the pre-installed CA certificates) can be registered.

This section focuses on how to install and register key pairs and digital certificates
from a computer on the network. For instructions on how to generate a key pair for
SSL communications, see Chapter 3, “Setting up the Machine for Your Network
Environment,” in the System Settings Guide.

(M vPORTANT
o Certificates must meet the following requirements:
- Format: X.509 version 1 or version 3 (DER encoded binary)
- Signature algorithm: SHA1-RSA, SHA256-RSA, SHA384-RSA*, SHA512-RSA*,
MD5-RSA, or MD2-RSA (For CA certificates, SHA1-DSA is also allowed.)
- Key length: 512, 1024, 2048, or 4096 bits (RSA)/2048 or 3072 bits (DSA)
- File extension: “.p12’ or “.pfx’ (for key pair files)/".cer’ or ‘.der’ (for CA certificate files)
* SHA384-RSA and SHA512-RSA are supported only when the key length is 1024 bits or more.
¢ The machine does not use certificate revocation list (CRL) for verifying digital
certificates.
o The Certificate Settings are available only when the Remote Ul is in the System
Manager Mode.
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Installing and Registering a Key and Certificate

Install a key pair (or a private key and certificate) in the machine as described
below. You can also register the key pair or delete unnecessary key pair files.

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.
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The Settings page is displayed.

2 Click [TCP/IP Settings] on the page shown in step 1.
The TCP/IP Settings page is displayed.
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3 Scroll the page until [Certificate Settings] appears — click [Key
and Certificate Settings].
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The Key and Certificate Settings page is displayed.

4 Click [Register Key and Certificate].
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The Register Key and Certificate page is displayed.
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&> NOTE

If you want to generate an SSL key pair with the machine, click [Generate Key] —

enter the required information on the page that appears —

click [OK]. For more

information, see Chapter 3, “Setting up the Machine for Your Network Environment,” in

the System Settings Guide.

5 Select the function.

® To install a new key and certificate:
U Click [Install].

oC
imageRUNNER1740i
To Top page

Register Key and Certj

Salact Fils Nams

System Manager Mode

Add.Func. | | &

o System Settings

® Register LDAP
Server

The Install Key and Certificate page is displayed.
U Click [Browse] = select the key pair file to install = click
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[Start Installation].
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OC Install Key and Certificate

StartInstallation Cancel
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The Remote Ul starts installing the key and certificate and when it is complete, the

page returns to the Register Key and Certificate page.

(M vPORTANT

The maximum number of characters that you can enter for the file name is 24

(including the file extension “.p12’ or ‘.pfx’).
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® To register the key and certificate:

U Click [ ] (Select) next to the key pair file you want to register — [Register].
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The Remote Ul starts registering the key and certificate and when it is complete, the

page returns to the Register Key and Certificate page.
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® To delete the installed (but not registered) key and certificate:
Q Click [[J ] (Select) next to the file you want to delete — [Delete].
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The selected file is deleted.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Deleting a Key and Certificate

Key pairs become invalid when the certificate expires or when the file becomes
corrupted. If this happens, delete unnecessary key pair files as described below.

6 Restart the machine.

2zl

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.

For help, see the screen shot in step 1 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The Settings page is displayed.

Click [TCP/IP Settings] on the page shown in step 1.

For help, see the screen shot in step 1 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The TCP/IP Settings page is displayed.

Managing Key Pairs and Digital Certificates from a Web Browser



3 Scroll the page until [Certificate Settings] appears — click [Key
and Certificate Settings].

For help, see the screen shot in step 3 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The Key and Certificate Settings page is displayed.

4 Click [[_]] (Select) next to the key pair you want to delete —
[Delete].
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The selected key pair is deleted.

&> NOTE

o If you want to display the details of a certificate, click [[(=] ] (Certificate).
« You may not be able to delete a key pair. In this case, check what the key pair is being
used for (indicated under <Key Usage>) and perform the following:

- If the key pair is used for SSL, disable the SSL settings for e-mails/I-faxes and the
Remote Ul. (See Chapter 3, “Setting up the Machine for Your Network Environment,”
and Chapter 6, “Protecting the Machine from Unauthorized Access,” in the System
Settings Guide.)

- If the key pair is used for IEEE802.1X authentication, register a new key pair and set
it as the default key. (See Chapter 2, “Connecting the Machine to a TCP/IP Network,”
in the System Settings Guide.) The key pair reset to ‘Off’ can be deleted.

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Installing and Registering a CA Certificate

Install a CA certificate in the machine as described below. You can also register the
CA certificate or delete unnecessary certificate files.

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.

For help, see the screen shot in step 1 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The Settings page is displayed.

2 Click [TCP/IP Settings] on the page shown in step 1.

For help, see the screen shot in step 1 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The TCP/IP Settings page is displayed.

3 Scroll the page until [Certificate Settings] appears — click [CA
Certificate Settings].

For help, see the screen shot in step 3 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The CA Certificate Settings page is displayed.

4 Click [Register CA Certificate].
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The Register CA Certificate page is displayed.

2-32 Managing Key Pairs and Digital Certificates from a Web Browser



5 Select the function.

® To install a new CA certificate:
Q Click [Install].
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U Click [Browse] — select the CA certificate file to install = click [Start Installation].
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The Remote Ul starts installing the CA certificate and when it is complete, the page

returns to the Register CA Certificate page.

(M MPORTANT

The maximum number of characters that you can enter for the file name is 24
(including the file extension ‘.cer’ or ‘.der’).
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@ To register the CA certificate:

Q Click [[ ] (Select) next to the CA certificate file you want to register — [Register].
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The Remote Ul starts registering the CA certificate and when it is complete, the

page returns to the CA Certificate Settings page.

@ To delete the installed (but not registered) CA certificate:
U Click [[] ] (Select) next to the file you want to delete — [Delete].
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The selected file is deleted.

6 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

=@
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Deleting a CA Certificate

CA certificates become invalid when the certificate expires or when the file
becomes corrupted. If this happens, delete unnecessary files as described below.

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.

For help, see the screen shot in step 1 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The Settings page is displayed.

2 Click [TCP/IP Settings] on the page shown in step 1.

For help, see the screen shot in step 1 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The TCP/IP Settings page is displayed.

3 Scroll the page until [Certificate Settings] appears — click [CA
Certificate Settings].

For help, see the screen shot in step 3 in “Installing and Registering a Key and
Certificate,” on p. 2-26.

The CA Certificate Settings page is displayed.
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4 Click [[C]] (Select) next to the CA certificate you want to delete —
[Delete].
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The selected CA certificate is deleted.

&> NOTE

If you want to display the details of a certificate, click [[=] ] (Certificate).

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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CHAPTER

This chapter describes how to specify the Department ID Management and User Management
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Mgﬂing the Department IDs and User IDs

You can specify the Department ID Management and User Management settings
on the Remote UlI.

(M MPORTANT
¢ Be sure to disable User Management when the optional Copy Card Reader-F1 is
attached to the machine.
¢ Specifying the Department ID Management and User Management settings are
available only when the Remote Ul is in the System Manager Mode.

Enabling Department ID Management and User
Management

You can enable either or both the Department ID management and User
Management, depending on your needs.

(M vPORTANT

¢ Be sure to confirm the System Manager ID and System Password are properly set to
log in to the Remote Ul in the System Manager Mode before enabling Department ID
Management. (See “To specify the System Manager ID and System Password:,” on
p. 4-9.)

« Before enabling Department ID/User Management, register at least one Department
ID/User ID beforehand. (See “Managing the Department IDs,” on p. 3-6 and
“Managing the User IDs,” on p. 3-10.)

o First register a User ID as the System Manager, and then register other User IDs as
the End Users before enabling User Management. (See “To register a new User ID:,”
on p. 3-10.)

1 Click [Add.Func.] — [Department ID/User Management] in the
[Add.Func.] menu.

&> NOTE

The list of the Department IDs switches to the list of the User IDs by clicking [Change
List View]. The [Change List View] button appears when both Department ID
Management and User Management are enabled and at least one ID is registered for
each mode.

3-2 Managing the Department IDs and User IDs



/€ Remote Ul< Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer =0 EER |
@u= [&] hitp://192168.222.81/ depthtm! v| ) ‘4,‘ x|l
File Edit View Favorites Tools Help

iy Favorites & ~ [ v [ dm v Page~ Safety~ Toolsv @~

2 % imageRUNNER17401 @

To Top page

Department ID/User Management Chiange ListView _J]_Setings.._]

Clxl 0001-0100 ~
System Manager Mode

— —
Job Status ‘Total Prints Copy Black and White S Color Scan Print
7654321 0 0 0 0 0

0 0 0 0 0
Add. Func. I O e 0000001 0 0 0 0 0
o System Seftings O e 0000002 . o 5 5 )
o Register LDAP
e O e 0000003 o ’ . . ’
o Forvarding
0 0 0 0 0
|
Settings
The page above displays the list of the Department IDs.
(€ Remote U< Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer (=N Eew =
@\,’° [&] netp:/192168.202.81/ _user.htmi v| = ‘*9‘ x| [ sing 2 -

File Edit View Favorites Tools Help
7 Favorites {5y v FJ) ~ [ @ - Page~ Safety~ Took~ @~

z y % imageRUNNER1740i @

BT Department ID/User Management Change ListView ]| Sefings... |
0001-0100 ~
System Manager Mode

- - —
Job Status O User0l user01 @example.com
O User02 user02 @example com
Add. Func. _| O User03 user03 @sxample.com

H System Settings
® Register LDAP

Server ]

The page above displays the list of the User IDs.

Specifying Department ID and User Management

2 Click [Settings] on the page shown in step 1.

The Department ID/User Management Settings page appears.
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3 Select the [

Enable Department ID Management] and/or [Enable

User Management] check box, and specify the necessary settings
— click [OK].

1€ Remote UlsAdditional Functior

ns>: : imageRUNNERLT40i - Windows Intemet Explorer [l o |EE]

File Edit View Favorites
i Favortes ) v B <

@K/ v [&] ntpir192168.222.81/_edit dept.hmi -[&[4[x][osng L |

Tools Help
| o v Pagev Safetyv Tools~ @~

Job Status
Add. Func. I

3 Svystem Settings

® Register LDAP
Server

d Forvarding
Settings

To manage the Department ID, select the [Enable Department [D Management]
To manage users, select [Enable User Management], —
and click [OK] [oK] | Cance
/] Enable Dx D)
[ D D Seftings
/] Enable User N

User Management Setings
/| Allow Printer Jobs with Unknown IDs
/| Allow Remote Scan Jobs with Unknowa IDs
/| Add Userame to Document Name

Clear All Counts
a

The settings are as follows:

Enable Department Select this check box to enable Department ID Management.
ID Management: When it is enabled, the users must enter their Department ID and

password (when it is set) to log in to the machine and the
Remote Ul.

(™ MPORTANT

Before s

electing this check box, make sure that at least one Department ID is

registered.

Department ID
Management
Settings:

Enable User
Management:

Click this button to register a Department ID. (See “Managing the
Department IDs,” on p. 3-6.)

Select this check box to enable User Management. When it is
enabled, the users must enter their User ID and password (when
it is set) to log in to the machine and the Remote Ul.

(M mPORTANT

Before s

electing this check box, make sure that at least one User ID is

registered.
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User Management  Click this button to register a User ID. (See “Managing the User
Settings: IDs,” on p. 3-10.)

Allow Printer Jobs  Select this check box to allow the machine to accept print jobs
with Unknown IDs:  from unknown IDs.

Allow Remote Scan Select this check box to allow the machine to accept remote
Jobs with Unknown scan jobs from unknown IDs.
IDs:

Add Username to  Select this check box to add the User ID to the name of the sent
Document Name: document.

Clear All Counts: Click this button to reset the counters to zero for all Department
IDs.

&> NOTE

For instructions on how to specify the settings above on the machine’s control panel,
see Chapter 6, “Protecting the Machine from Unauthorized Access,” in the System
Settings Guide.

Managing the Department IDs and User IDs 3-5
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Managing the Department IDs

You can register, edit, or delete the Department IDs.

1 Click [Add.Func.] — [Department ID/User Management] in the
[Add.Func.] menu.

> NOTE

The list of the Department IDs switches to the list of the User IDs by clicking [Change
List View]. The [Change List View] button appears when both the Department ID
Management and the User Management are enabled and at least one ID is registered
for each mode.

/& Remote Ul<Additional Functions>: : imageRUNNER1740i - Windows Intemet Explorer | =N =)

@Ov |(g http://192.168.22281/_dept.html " 2] ‘ ‘fl X Hb Bing £ -]

File Edit View Favorites Tools Help
o Favorites £ ~ ~ [ dm v Pagev Safety~ Toolsv @@

E imageRUNNER 17401 E

Change List View I Seftings... |

To Tap page

0001-0100 ~

— m—

Job Status looE Cony Blsck and White San  Color Sean Brint
7654321

Add. Func. l O e 0000001

o e 0000002

O e 0000003

o 5o 3o So o
o 50 3o 5o o
e S8e Se Se o
s e S Se o
o 50 30 5o o

The page above displays the list of the Department IDs.
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(€ Remote U< Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer (=N Eew =

@\/-v [] htpi/7192168.22281/ _user it -[ B[] x][o8ing
File Edit View Favorites Tools Help
o Favorites  fijj v [ v [0 & v Page~ Safety~ Tools~ @+

o v

2 % imageRUNNER1740i

ElE

o s e
Job Status O User0l user01 @example.com
@ User02 user02@example com
Add. Func._| O User03 user03 @sxample.com

3 Svysiem Settings
® Register LDAP

Server ]
d Forwarding

o

= Department
D/User
Management

Authentication
Seitings

The page above displays the list of the User IDs.

2 Edit the Department IDs.

@ To register a new Department ID:

&> NOTE

You can register up to 1,000 Department IDs.
Q Click [Settings] on the page shown in step 1.

BT Department ID/User Management Change ListView ]| Sefings... |
0001-0100 ~
System Manager Mode

The Department ID/User Management Settings page is displayed.

U Click [Department ID Management Settings].

/& Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Internet Explorer

=E =

@u= (&) hitp://192:168.222.81/_edit_depthtml - [B]4] x| sing
File Edit View Favorites Tools Help
o Favorites  f3 v B v ) mh v Page~ Ssfey~ Toolsv @~

£ -

ﬁ To manage the Department ID, select the [Enable Department ID Management],

To manage users, select [Enable User Management]

System Manager Mode

|Enable D: DA

[ Depariment ID Management Settings

User Management Settings
YT ] Allow Printer Jobs with Unknown IDs

_I ] Allow Remote Scan Jobs with Unknown IDs

® System Seitings /| Add Usemame to Document Name

® Register LDAP
Soni

® Forvarding
Settings =

The Register New Department page is displayed.

To Top page and click [OK]. [oK] [cancel

Specifying Department ID and User Management H

You can also display the Register New Department page by clicking [[&] ] (New) on

the list of the Department IDs shown in step 1.
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1 Specify the necessary settings on the Register New Department page — click [OK].

(& Remote UL Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer (==
@\/ v (] hitp://192168 22281/ edit_deptnew. htmi?dn=ne - &[4[ x ][ sing R
File Edit View Faverites Tools Help
e Favorites iy + () v [ @ v Pagev Safetyv Tooks~ @+
Register New Department
[oK] | cancel
To Top page
Department ID: 0000004 (Max 7 digits)
System Manager Mode /) Set Password
Password: essssee (Max 7 digits)
Job Status Confirm: =~ |eesssse (Max 7 digits)
Add. Func, | Page Limits
® System Settings Print Total: (0-999999)
o Register LDAP
s Copy: (0-999999)
® Eorwarding Black and White Scan: (0-999999)
Seftings
r Print: (0-999999)
ID/User
Mo Color Scan: (0-999999)
= Send Function
Authentication
Seftings =

The settings are as follows:

Department ID:
Set Password:
Password:
Confirm:

Page Limits:

(M vPORTANT

Enter a numeric ID (seven digits maximum).

Select this check box to set the password.

Enter a numeric password (seven digits maximum).
Enter the password again to confirm it.

Select each check box to enter the maximum number of
prints, copies, or scans that the department is allowed to
make (0 - 999999).

When the optional Copy Card Reader-F1 is attached to the machine, do not
register a new Department ID.

&> NOTE

o For instructions on how to specify the settings above on the machine’s control
panel, see Chapter 6, “Protecting the Machine from Unauthorized Access,” in the
System Settings Guide.

e The maximum number of digits you can register for the Department ID is seven.
If you enter fewer than seven digits, the machine automatically adds zeros to the

beginning.

Example: If <321> is entered, the Department ID will be displayed as

<0000321>.

o <Print Total> is the sum of <Copy> and <Print>.
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@ To edit the Department ID:

U On the Department ID list shown in step 1, click [ ] (Edit) next to the Department
ID you want to edit.

The Edit Department ID page is displayed.
Q Edit the settings as necessary — click [OK].

(& Remote Ul<Additions| Functions>: : imageRUNNER1740i - Windows Intemet Explorer =3 cn ==
@k/ v @] nitp//182168.222 81/ it deptnew himi7dn=2 -1 &[4 ] x ][ sing R
File Edit View Favorites Tools Help
¢ Favorites ) = E] ~ [ @ v Pagev Safetyv Toolsv @@~
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_ [oK] | cancel
To Top page
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System Manager Mode Password: Password is set.
S —
Job Status Password: (Max 7 digits)
Corte e
Add. Func, l
o System Settings Bl
o Register LDAP | Print Total: 6000 (0-999999)
Semer
4 Forwarding /| Copy: 2000 (0-999999)
e Black and White Scan: (0-999999)
® Department
ID/User ! Print- 4000 (0-999999)
Management
e Color Scan: (0-999999)
Authenication
Settings
o Import/Export =

@ To delete the Department ID:

U On the Department ID list shown in step 1, click [[] ] (Select) next to the Department
ID you want to delete — [[] ] (Delete).

/€ Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Internet Explorer o o]
@Uv (] hitp://192168.222.81/_dept himl v‘ 5] ‘&,‘ X | Bing o -
File Edit View Favorites Tools Help
U Favorites iy v ] v [ dh v Page~v Safetyv Toolsv @+
: z -] imageRUNNER1740 El
T Tor Depagtment ID/User Management Change ListVien _J]|_Setings.__|
. 0001-0100 ~
System Manager Mode

— r——

Job Status ‘Total Prints Copy. Black and White San Color Scan. Print
7654321

Add. Func. I [ ] 0000001

® System Settings E @ 0000002
& Register LDAP
e O e 0000003
# Forwarding
Settings
4 Department
DUser
Management
3 Send Function
Authentication
Settings
rt/Export a

600 2001 4001

O e 0000004

e 5o 5o s 5o o

] 0
] 0
0 0
] 0
0 0
] 0
0 0
] 0
0 0
] 0

E

The selected Department ID is deleted.

(M mPORTANT
When the optional Copy Card Reader-F1 is attached to the machine, do not
delete a Department ID.
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Managing the User IDs

You can register, edit, or delete the User IDs.

@ mPORTANT

o First register a User ID as the System Manager, and then register other User IDs as
the End Users before enabling User Management.

o If the User Types of all the User IDs are set to ‘User’ (End User), every user is
regarded as the System Manager and will be able to log in to the machine and the
Remote Ul in the System Manager Mode.

« If you enable both Department ID Management and User Management, be sure to
assign a Department ID (and the password for the Department ID) to each User ID.
Users can log in to the machine and the Remote Ul by entering the User ID that
belongs to a Department ID.

¢ User IDs can be registered, edited, or deleted only on the Remote Ul, while User
Management can be enabled and disabled both on the machine’s control panel and on
the Remote UL.

1 Click [Add.Func.] — [Department ID/User Management] in the
[Add.Func.] menu.

For help, see the screen shot in step 1 in “Managing the Department IDs,” on p. 3-6.

2 Edit the User IDs.

® To register a new User ID:

> NOTE

You can register up to 1,000 User IDs.
U Click [Settings] on the page shown in step 1 in “Managing the Department IDs,” on
p. 3-6.
The Department ID/User Management Settings page is displayed.
Q4 Click [User Management Settings].
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/€ Remote Ul<Additional Functions=: : imageRUNNERLT40i - Windows Internet Explorer [felf® ==

@\/‘° [&] httpi/7192168.22281/_edit_dept.html -[B[%][x][o s Ll

File Edit View Favorites Tools Help

¢ Favorites  fy v E) v (1 @ ~ Pagev Safety~ Toolsv @~
Department ID/User Management Settings
To manage the Department ID, select the [Enable Department ID Management].
To manage users, select [Enable User Management], —
To Top page and click [OK]. [oK] [ Cancel

System Manager Mode

/| Enable D DA
[ D D Seflings

Job Status @) Eaabie Usee
[ UserManagemeniSetings |

Add. Func. I | Allow Printer Jobs with Unlnown L7
- | Allow Remote Scan Jobs with Unknown IDs
H System Settings /| Add Usemname to Document Name
d Register LDAP
Server Clear All Counts
4 Forwarding
Semings =

The Register New User page is displayed.
You can also display the Register New User page by clicking [[&]] (New) on the list
of the User IDs shown in step 1 in “Managing the Department IDs,” on p. 3-6.

U Specify the necessary settings on the Register New User page — click [OK].

/& Remote Ul<Additional Functions>: : imageRUNNERL740 - Windows Intemet Explorer e ===
&)= [2) rip/n92168.22281 cait usemen htmitdn=ne &[4[ x| sing o -]
File Edit View Favorites Tools Help
¢ Favorites {5 v ) v [ @ v Pagev Safetyv Toolsv @~
Register New User
- (0K] JGancel |
To Top page’
User ID- User04 (Max 32 digits)
System Manager Mode V]Set Password.
Bassword  [oavaver (Max32 dighs)

Job Statu
Cotn e s )
Department ID: 0000001 (Max 7 digits)
Add. Func, I
| Set Password

Euien e g Password  [eeseses »
Register LDAP escscee Mo i)

Server Confirm: [sonsess  (Vax 7 digits)
® Forwarding
Settings
S System Manager
Diser Display Name:

Management

Send Function E-mail Address:  yserl4@example.com
Authentication

Settings

Import/Export I§|

Settings

User Type: © User
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The settings are as follows:

User ID:

Set Password:
Password:
Confirm:
Department ID:

Set Password:

Password:
Confirm:

(M mPORTANT

Enter a User ID (a log-in name) (32 characters maximum).
Select this check box to set a password for the User ID.
Enter the password (32 characters maximum).

Enter the password again to confirm it.

Enter the Department ID the User ID belongs to (seven digits
maximum).

Select this check box to set a password for the Department
ID.

Enter the password (seven digits maximum).
Enter the password again to confirm it.

If you enable both Department ID Management and User Management, be sure
to assign a Department ID (and the password for the Department ID) to each
User ID. Users can log in to the machine and the Remote Ul by entering their
User ID that belongs to a Department ID.

User Type:

Display Name:
E-mail Address:

(M mMPORTANT

Specify the User Type by selecting the [User] (End User) or
[System Manager] option button.

Enter the user name to display (32 characters maximum).

Enter the e-mail address of the user (120 characters
maximum).

o When the optional Copy Card Reader-F1 is attached to the machine, do not
register a new User ID.
» The settings above can be specified only on the Remote UI.
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® To edit the User ID:

U Click the User ID you want to edit on the list of the User IDs shown in step 1 in
“Managing the Department IDs,” on p. 3-6.

The Edit User page is displayed.
Q Edit the settings as necessary — click [OK].

/€ Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Internet Explorer o o]
@U= [&] http://192168.22281/_edit_usemew htmi?dn=0 &[4 x|[to sing £ |
File Edit View Favorites Tools Help
U Favorites iy v ] v [ dh v Page~v Safetyv Toolsv @+
ol Edit User
\ (0K | Cancel
Ta Top page
User ID: User01
System Manager Mode Password: The password is set.
PR—
Job Status Password: (Max 32 digits)

Cotm [ am 2450
Add. Func, I Department ID: 0000001 (Max 7 digits)

® System Seftings Password: Password is set

d Register LDAP Change Password
Server

o Forwarding Password: (Max 7 digits)
Settin;
— Comfim: [ (Max 7 digis)
IDAlser User Type: © User

System Manager

3 Send Function X
Authentication Display Name:
Senings

= Import/Export

d Settings

E-mail Address:  userl1@example.com

5|

« Mail to Svstem
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@® To delete the User ID:

Q Click [[J ] (Select) next to the User ID you want to delete — [[3%] ] (Delete).
For help, see the screen shot in step 1 in “Managing the Department IDs,” on

(& Remote UL Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer (==
G () v (&) ntip/n9216822081) user il - &[4[ x ][ sing R

File Edit View Favorites Tools Help
¢ Favorites M v [ v [ 4 v Pagev Safetyv Toolsv @+

B cronnzming 22l
T Depal ut ID/User Management Changs ListView _J]_Setings.. |

0001-0100 ~

System

—_— i I
Job Status O User0l user01 @example com
02 user02/@example com
Add, Func, I

user03 @example.com

user04/@cxample.com

The selected User ID is deleted.

(™ mMPORTANT
When the optional Copy Card Reader-F1 is attached to the machine, do not
delete a User ID.
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Cu

izing the System Settings

In the System Settings page in the [Add.Func.] (Additional Functions) menu, you
can specify the System Settings of the machine. Although many of the settings can
be specified both on the Remote Ul and on the machine’s control panel, some
settings can be specified only on the machine.

You can find the System Settings on the machine’s control panel by pressing &)
(Additional Functions). For more information, see the System Settings Guide.

@ mPORTANT

You can edit the System Settings on the Remote Ul only when it is in the System

Manager Mode.

System Settings on the
Machine

Menus or Buttons on the Remote Ul to access the
settings listed left

System Manager Settings
(System Manager's name and
other information)

[Add.Func.] = [System Settings] — [Edit]
(See p. 4-5)

System Manager Settings
(System Manager ID and System

[Add.Func.] = [System Settings] — [Edit]
— [Register ID and Password]

Password) (See p. 4-9)
Device Info Settings [Add.Func.] = [System Settings] — [Edit]
Department ID Management [Add.Func.]
— [Department ID/User Management]
(See p. 3-6)
User ID Management [Add.Func.]
— [Department ID/User Management]
(See p. 3-10)

Network Settings

[Add.Func.] = [Settings] = [Network Settings]

Communications Settings

[Add.Func.] = [System Settings] — [Edit]

Forwarding Settings

[Add.Func.] = [Forwarding Settings]
(See p. 4-14)

Store/Print When Forwarding

[Add.Func.] = [System Settings] — [Edit]

Use SSL
(under the Remote Ul On/Off
setting)

[Add.Func.] = [System Settings] — [Edit]
(The Remote Ul On/Off setting is available only on the
machine’s control panel.)

Restrict the Send Function

[Add.Func.] = [System Settings] — [Edit]
— [Restrict the Send Function]
(See p. 4-8)
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System Settings on the
Machine

Menus or Buttons on the Remote Ul to access the
settings listed left

Register LDAP Server

Add.Func.] = [Register LDAP Server]
See p. 4-10)

Job Log Display

Add.Func.] System Settings Edit

Memory Media Send Log*

Add.Func. System Settings Edit

Use USB Device

System Settings Edit

PDL Selection (Plug-n-Play)

Memory Media Settings

Add.Func. System Settings Edit

Secure Print Settings

Add.Func. System Settings Edit

Mem. Used When Warning
Displayed

Add.Func. Edit

[
(
[
[
[Add.Func.
[
[
[
[

mdl ] = [Edit]
1= ] = [Edit]
=1 ] = [Edit]

Add.Func.] = [System Settings] = [Edit]
=1 ] = [Edit]
1=1 1= [Edit]
=1 ] = [Edit]

System Settings

Other Settings

Available only on the machine’s control panel.

* [Memory Media Send Log] is displayed only when the Use Scan to Memory Media setting in Memory Media Settings

is set to ‘On’.

1 Click [Add.Func.] — [System Settings] in the [Add.Func.] menu.

{€ Remote Ul<Additional Functionss: : imageRUNNER1740i - Windows Internet Explorer =0 NN =
@\Jv [] http:/7192168.22281/ system himl v|@‘t,‘be5m; p |
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System Manager Settings
T Top page b
Device Information Settings
System Manager Mode
7 Device Name:
Device
Location:
Job Status
Add.Func. | Job Log Display On
M System Settings -
Memory Media Send Log
Server Memory Media Send Log: Do Not Retain
o Forwarding
. mm System Manager Information
ID/User System Manager:
Management
Phone:
o Send Function
Authentication E-mail Address:
Setin, L4
= System Manager Comment-
® Import/Export
=
=
» Mail o System URL:
Manages
r
USB Settings
USB Device: On
Send Start Speed: 33600bps

Done

@ Intemnet | Protected Mode: On

The System Manager Settings

page is displayed.
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2 Click [Edit].

/& Remote Ul<Additional Functions> : imageRUNNERL740i - Windows Intemet Explorer
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System Manager Settings

Device Information Settings

Location:
Job Status
Add. Func._| Job Log Display: On

I

M System Settings —
. LDAP Memory Media Send Log
Sener Memory Media Send Log: Do Not Retain
3 Forwarding
=t o Wrre e
H Department
ID/User System Manager:
Management Phone:
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System Manager Comment W

==
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» Mail o Svstem URL:
Manager
USB Settings
USB Device: On
Send Start Speed: 33600bps
Done @ Internet | Protected Mode: On v R10% -

The Edit System Settings page is displayed.
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® To specify the System Settings:
U Specify the necessary settings = click [OK].

/& Remote Ul<Additional Functions>: : imageRUNNERL740 - Windows Intemet Explorer e ===
@u- [&) nupi//192168.222.81/_edit_system.himl - [B]4] x| sing £ |
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Top page
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i
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N
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-
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UFRILT ~
=
Dene € Internet | Protected Mode: On ¥ v H100% v
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The settings are as follows:
<System Manager Information Settings>

System Manager:  Enter the name of the System Manager (32 characters

maximum).

Phone: Enter the contact information of the System Manager (64
characters maximum).

E-mail Address: Enter the e-mail address of the System Manager (64

characters maximum).

System Manager Enter the comments from the System Manager (64 characters
Comment: maximum).

(™ MPORTANT
<Phone>, <E-mail Address>, and <System Manager Comment> can be
specified only on the Remote Ul.

&> NOTE

For instructions on how to specify the System Manager ID and System
Password, see “To specify the System Manager ID and System Password:,” on
p. 4-9.

<Support>

URL: Enter the URL for supporting the users as necessary.

@ mPORTANT
<Support> can be specified only on the Remote UI.
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&> NOTE

For information on the settings except described above, see the following
chapters in the System Settings Guide:

Device Information Chapter 7, “Other System Settings”
Settings:

Job Log Display: Chapter 6, “Protecting the Machine from Unauthorized
Access”

Memory Media Chapter 7, “Other System Settings”
Send Log:

System Manager Chapter 1, “Before You Start”
Information Settings:

USB Settings: Chapter 7, “Other System Settings”

Communications Chapter 4, “Setting the Send Function”
Settings:

E-Mail/I-Fax Chapter 4, “Setting the Send Function”
Settings:
Fax Settings: Chapter 4, “Setting the Send Function”

Store/Print When Chapter 4, “Setting the Send Function”
Forwarding:

Remote Ul Settings: Chapter 6, “Protecting the Machine from Unauthorized

Access”
PDL Selection (PnP): Chapter 7, “Other System Settings”
Memory Media Chapter 4, “Setting the Send Function” and
Settings: Chapter 7, “Other System Settings”
Secured Print Chapter 7, “Other System Settings”

Settings:

Memory Used When Chapter 7, “Other System Settings”
Warning Message is
Displayed:

Customizing the System Settings
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@ To specify the Restrict the Send Function settings:
U Click [Restrict the Send Function] displayed on the Edit System Settings page.
For help, see the screen shot in “To specify the System Settings:,” on p. 4-5.
The Restrict Send Function page is displayed.
U Specify the necessary settings — click [OK].

£ Remote Ul Additional Functions>: : imageRUNNERI740i - Windows Internet Explorer &
€ 9 ol
@\) * \g http://192.168.222.81/_edit_sysres.html v‘ ‘&’l*}‘ x \ \b Bing p ~|
File Edit View Favorites Tools Help
T Favorites v [ v [ d= v Pagev Safetyv Tools~ @~
B Restrict Send Function
Change the following settings. OK| |Cancel
Ta Top page
Set Address Book Password
System Manager Mode Address Book Password: (Max 7 digits)
Device no
[ oovee | oo -

BEUEIAS Restrict New Addresses
| Allow Fax Driver Sending
Add. Func. I Resrict Recall

B System Settings Confirm Entered Fax Numbers
® Register LDAP Restrict Sequential Broadcast: ° Off
Server Confirm Before Sequential Broadcast

# Forwarding p 5
Settings Prohibit Sequential Broadcast
= Department
D/User &
Management

> NOTE

For information on the settings, see Chapter 4, “Setting the Send Function,” in
the System Settings Guide.
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@ To specify the System Manager ID and System Password:
U Click [Register ID and Password] on the Edit System Settings page.
For help, see the screen shot in “To specify the System Settings:,” on p. 4-5.
The Register ID and Password page is displayed.
QO Specify the necessary settings — click [OK].

/€ Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Internet Explorer o o]
@L/ v (2] http://192168.222.81/ edit sysreg htm v‘ 5] ‘&,‘ X | Bing o -

File Edit View Favorites Tools Help

Jp Favorites 4 v ) v [ d® v Pagev Safety> Toolsv @~

EY Register ID and Password
b Change the following settings. [oK] Jcancel

Ta Top page

9] Set ID and Password
System Manager Mode System Manager ID: [7684321  (Max 7 digits)

— ——

Set/ Change Password

T
Add. Func, | Confirmr (Max 7 digits)

5 System Sertings
H Register LDAP Permit End-user's Job Operation

ser
Management

The settings are as follows:

Set ID and Select this check box to set the System Manager ID and
Password: System Password.

System Manager ID: Enter the System Manager ID (seven digits maximum).
Set/Change Select this check box to set or change the System Password.
Password:

System Manager Enter the System Password (seven digits maximum).
Password:

Confirm: Enter again the password to confirm it.

(M MPORTANT
The System Manager ID and System Password are both set to ‘7654321’ at
purchase. Change them before using the machine.

Permit End-user's  When this check box is selected, print jobs can be deleted in
Job Operation: the End-User Mode under the user name entered when
logging in.

(M MPORTANT
<Permit End-user’s Job Operation> can be specified only on the Remote Ul.
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Editing the LDAP Server Settings

You can manage the LDAP server settings.

(M mPORTANT

Specifying the LDAP server settings is available only when the Remote Ul is in the

System Manager Mode.

&> NOTE

For instructions on how to edit the LDAP server settings on the machine’s control
panel, see Chapter 3, “Setting up the Machine for Your Network Environment,” in the

System Settings Guide.

1 Click [Add.Func.] — [Register LDAP Server] in the [Add.Func.]

menu.

‘& Remote Ul<Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer

==

@ (G [ &) ep://102.168.222.81/ Idap el

File Edit View Favorites Tools Help

frFavoites ) v B * 1 @ v Pagev Safetyv Toolsv @+

&% [x|[@ aig Pl

ﬁ imageRUNNER 1740i

System Manager Mode

Address
| Acaress R
Add. Func. I

Register LDAP Server

|

Sefect Server Noms:

® Register LDAP
Server

‘ Settings

The Register LDAP Server page is displayed.

Server Address

]k

[ Register/Edit LDAP Search Atiibutes |
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2 Edit the LDAP server settings.

® To register a new LDAP server:
Q Click [ ] (Register) on the page shown in step 1.

The Register LDAP Server (or Register LDAP Search Server) page is displayed.

QO Specify the necessary settings — click [OK].

&> NOTE

o For information on the settings, see Chapter 3, “Setting up the Machine for Your

Network Environment,” in the System Settings Guide.

o If Authorized Send is activated, <Authentication Method> appears on this page.

1€ Remote Ul<Additional Functionss: : imageRUNNERL740i - Windows Internet Explorer [fol®- )]
@\/ - \e_ hittp://192.168.222.81/_Idap.htm| v‘ & “r‘ x| Bing i
File Edit View Favorites Tools Help
i Favorites  fip v [ v () & v Pagev Saofetyv Toolsv @~
oC [0K] | Cancel
To Top page S starfish
- Server Address: 11121314
Device Location to Start Search:
Job Status Port Number: 389 (1-65535)
DR A e S 100 (1-1000)
Add, Func, "
_I Search Timeout: 60 seconds (30-300)
= =
v g: 5 o
System Sertings Logﬂlﬂf{]l’ﬂﬂal on Do notuse h
 Register LDAP
Server User Name:
# Forvarding
Sentings Password:
® Department .
DfUser Domain Name:
Management | P o
F Display Certification Dialog when Searching
Authentication Server LDAP Version and Character Code: Version 3 (UTF-8)  ~
Settings
5 Imporv/Export
o Settings =

Specify whether to carry over the login information (user name and password) from
Authorized Send to the authentication information used when users search for e-mail
addresses and fax numbers via the LDAP server. To use the same user name and
password for LDAP search authentication, select [Assume the same authentication
information as when operation to send was started)]. If not, select [Use device-specific
authentication information].

Editing the LDAP Server Settings
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® To edit the LDAP server:

U Click the LDAP server name you want to edit on the page shown in step 1.
The Edit LDAP Server (or Edit LDAP Search Server) page is displayed.
U Edit the settings as necessary — click [OK].

(& Remote UL<Additional Functions>: : imageRUNNERL740i - Windows Internet Explorer

=R

i Favorites  fj ~ B ~

@\/° (&) nitp//19268.22281/ 1ddap. htemi
File Edit View Faverites Tools Help
| o= v Pagev Safety~ Tools~ @~

-[ &[4[ x ][ g0y o -|

System Manager Mode

Add. Func. I

H System Settings
H Register LDAP

® Send Function
Authentication
Settings

o Import/Export

H Seftings

Server Name:
Server Address:
Location to Start Search:
Port Number:
Max Number of Addresses to Search:
Search Timeout:
Login Information:
User Name:
Password:
Domain Name:
Display Certification Dialog when Searching
Server LDAP Version and Character Code:

@ To delete the LDAP server:

U On the page shown in step 1, click [[J ] (Select) next to the LDAP server you want to

delete — [[] ] (Delete).
The selected LDAP server is deleted.

[oK] | Cancel

starfish

11121314

389 (1-65535)
100 (1-1000)
60 seconds (30-300)

Do notuse v

[
—
—

Version3 (UTF-8) =
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® To register or edit the LDAP search attributes:
U Click [Register/Edit LDAP Search Attributes] on the page shown in step 1.
The Register/Edit LDAP Search Attributes page is displayed.
Q Specify or edit the necessary settings — click [OK].

1€ Remote Ul<Additional Functionss: : imageRUNNERL740i - Windows Internet Explorer [fol®- )]

@\/ - \e_ http://192.168.222.81/_edit_|dap_attr.htm| " & “r‘ X | ‘b Bing Ll

File Edit View Favorites Tools Help
i Favorites  fip v [ v () & v Pagev Saofetyv Toolsv @~

z —

Ta Top page; Additional Attribute 1 Settings Display Name:

Attribute Name:
System Manager Mode

Additional Attribute 2 Settings Display Name:
Job Status Attribute Name:
.
Add, Func, I

® System Settings

5 Register LDAP
Server

&> NOTE

For information on the settings, see Chapter 3, “Setting up the Machine for Your
Network Environment,” in the System Settings Guide.
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Editing the Forwarding Settings

You can register, edit, or delete the conditions for forwarding received documents.

(M mMPORTANT
Specifying the Forwarding Settings is available only when the Remote Ul is in the
System Manager Mode.

&> NOTE

For instructions on how to edit the forwarding settings on the machine’s control panel,
see Chapter 4, “Setting the Send Function,” in the System Settings Guide.

1 Click [Add.Func.] — [Forwarding Settings] in the [Add.Func.]
menu.

(& Remote Ul<Additional Functionss: : imageRUNNERL740i - Windows Intemet Explorer =)ok

@vv | hitp://192.168.222.81/_ftp htmi2dn=new " = ‘ ‘7| x || sing £

File Edit View Favorites Tools Help
¢ Favol £ v B - 2 @ v Pagev Sofetyv Toolsv @+

avorites
°C e 2]

L] Receive Type: Al ~ | Fonwarding without Conditions ]

System Manager Mode

A — —
Job Status O e oX Rulell Fax Canon (Fax)[Fax]

O e OFF Ruled2 Fax Canon (e-maif)[E-mail
Add, Func, |

® Svstem Settings
d Register LDAP

The Forwarding Settings page is displayed.

2 Edit the forwarding settings.

® To register a new forwarding condition:

Q Click [[3] ] (Add New Conditions) on the page shown in step 1.
The Add New Conditions page is displayed.

U Specify the necessary settings — click [OK].
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/& Remote Ul<Additional Functions>: : imageRUNNERL740 - Windows Intemet Explorer e ===
@u- [&) ntp:/1192.168.222.81/_edit fip htmidn=nen - [B]4] x| sing £ |
File Edit View Favorites Tools Help

oy Favorites )+ v ) # v Pagev Safety~ Tooksv @

2 ; FY Add New Conditions

To Top page ' Receive Type: Fax ~ ' ' ICanns\

—

S B Condition Name: Rule03
" |Enable This Forwarding Condition

Job Status
e .
e —

Fax Number: ends with.. - 1234

Add. Func. I
' -
¥ Register LDAP

Gori Select from Address Book: Canon (ax)[-Fax]
# Forwarding

s -
Enii

D/User = ["| Divide into Pages

Management File Format: TIFF -
¥ Send Function

S &

Settings |§|

® Import/Export

&> NOTE

For information on the settings, see Chapter 4, “Setting the Send Function,” in
the System Settings Guide.

® To forward all received documents without specific conditions:
Q Click [Forwarding without Conditions] on the page shown in step 1.
The Add New Conditions page is displayed.
QO Specify the necessary settings — click [OK].

/€ Remote Ul<Additional Functions=: : imageRUNNERLT40i - Windows Internet Explorer [felf® ==

@U ® \& hittp://192.168.222.81/_edit_ftp_no.htm I dn=new v‘ B \‘y\ X | \b Bing p |
File Edit View Favorites Tools Help

o Favorites  { v - [ #h v Pagew Safety~ Toolsv @~

To Top paga l Receive Type: Fax ~ | Cancel
System Manager Mode [~ Enable This Forwarding Condition
Device
e .
Job Status
Select fom Address Book Canon (e mai[E-mai]
Add. Func.
e | -
8 System ings
o || Divide into Pages
Server File Format: TIFF =
o
Settings
# Deparmment =

&> NOTE

For information on the settings, see Chapter 4, “Setting the Send Function,” in
the System Settings Guide.
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® To edit the forwarding condition:

U Click the name of the forwarding condition that you want to edit on the page shown in
step 1.

If you select [All] in the [Receive Type] drop-down list box, all the forwarding
settings registered in the machine are displayed.

The Edit Conditions page is displayed.
U Edit the settings as necessary — click [OK].

/& Remote Ul Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer =0 EE |
@U (&) nitp://19216822281/ edit ftp himizdn=2 v‘ g|&,‘ x || 5ing o~
File Edit View Favorites Tools Help
i Favorites %3 v [] v [ deh v Pagev Safetyr Toolsv @~
To Top page Receive Type: Fax Cancel
e Condition Name: Rule01
7] Enable This Forwarding Condition
Job Status
Forwarding Conditions I
—
Fax Number: disregarded -
Add. Func, l
 Register LDAP
S Select from Address Book: Canon (Fax)[Fax] Address Book
¥ Forwanding
s -
® Department T
e | Divide into Pages
Management File Format: TIFF ~
o Send Function
Settings H
= Import/Export

@ To delete the forwarding condition:

U On the Forwarding Settings page shown in step 1, click [[] ] (Select) next to the
forwarding condition that you want to delete — [[] ] (Delete the Selected
Conditions).

The selected forwarding condition is deleted.
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Speeifying the Authorized Send Settings

You can specify the Authorized Send settings on the Remote Ul only.

(M mPORTANT
Specifying the Authorized Send settings is available only when the Remote Ul is in the
System Manager Mode.

1 Click [Add.Func.] = [Send Function Authentication Settings] in
the [Add.Func.] menu.

{€ Remote Ul<Additional Functions>: : imageRUNNERI740i - Windows Internet Explorer e a==
@Q- [&] hete:/7192168.22281/ _system hiem ~[ B[4 ] x ][ 8ing p ~|

File FEdit View Favorites Tools Help

Jy Favorites i~ [ v ) @ v Pagew Safety~ Took~ @+

E Z % imageRUNNER1740i 4]
System Manager Settings
To Top page

Device Information Settings

:
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System Manager

A
Location:
Job Status
Job Log Display
Add. Func. I Job Log Display: On

= System s

i

Memory Media Send Log
v Memory Media Send Log: Do Not Retain

|

System Manager Information

E

System Manager:
Phone:
E-mail Address:

System Manager Comment

Ll
S
Mail to System URL:
»
Manager
USB Settings
USB Device: On
Send Start Speed: 33600bps
Done @ Intemnet | Protected Mode: On 43~ ®00% ~

The Send Function Authentication Settings page is displayed.
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2 Specify the necessary settings — click [OK].

e [E=EEeR =]
Q)+ [E] rip/ns2as281 csimin ~[&[4]x ][ ny » |
Fle Edt View Favoites Tooks Hep
JeFoortes {0 - B) -0 @ - Poge- Seely~ Took~ @~
I Change the ollowing setiogs.
BROCTI || (Cewsss e sterthe i pove i s tned OFF d ON)
ispay e i 4
§ Dovice | I T
LDAP Authentication Server Settings
I —
Add. Func. |
# Ssstem Settings
# RegiserLDAP
Senar
# Forsarding 2
Settngs
4 Degarment .
Dllser LDAP Search Server Settings
Mansgenens
- : LDAP Search Server to Set: sarfsh
Authendcation
Seings
 InportEsport
# Sctings
Mt Sytem
Manager
AuhentcationAtrbute Retrieval Timeout 30 seconds (15-150)
SMTP Autheatication Settings
SMTP Authentication Basic Settings
SMIP Autentcation (SMTP AUTH):  OF
User Name:
Passyrocd:
‘When Sending E-Mail
cation Method: user name. i d was sarted and
display auhenticaton screen
* Use devi
jon screen
* Cannot set when SMTP Authentcaton (STP AUTED i setto OF
|
SMB/FTP Authentication Settings
‘When Sending File to New Address
Auenticaion Method: o e
was strted and display auhenticaion screen
Display authentcaton screen withthe autheatication information empty
When Sending File to Address Registered in Address Book
o cation formation a . "
was strted and display auhenticaion screen
Display authentcaton screen withthe autheatcaion information empty
o U fcaton informa e o
authenticaton screea
When Sending File to Own Address
e e
was started and display auheaticaion screen
Display authentcation screen withthe authenticaion information empy
was started and do not display authentication screen
E-mail Send: Do ot allow
o Allow
Ouly allows seading to own address
Fax Sendt Do notallow
o Alow
Fie Sendt Do ot allow
o Allow
Only allow sending to ovwn address or specified folder
{1 Speciy destination folder
Fie Server:
Folder Patk:
Adduser name
Sender ddress Settings
4] Specify LDAP authentication user adcress asthe sender name
]
Done @ It Protected Mode:On G- mw -
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The setting descriptions are as follows:

Display Select this check box to activate Authorized Send and
authentication authenticate users who send documents from the machine. To
screen when enable the settings in the Send Function Authentication Settings
operation to page, this check box must be selected.

send is started:

Display confirm Select this check box to display the confirmation screen when a
screen when user logs out of Authorized Send. The log out options are [Send]
logged out: and [Device]. (See Chapter 2, “Sending Documents,” in the

Sending and Facsimile Guide.)

¢ [Send]: Logs out of Authorized Send only.

¢ [Device]: Simultaneously logs out of other security features
such as Department ID Management.

(M mMPORTANT
The confirmation screen appears only if the machine is locked with security
features such as Department ID Management. If the machine is locked with
security features and [Display confirm screen when logged out] is not selected, the
machine works as if [Device] is pressed when the user logs out of Authorized Send.

<LDAP Authentication Server Settings>

Press [Register] and specify the authentication server settings in the machine,
according to the server used. Up to five authentication servers can be registered.

To change or delete the registered server settings, select the desired server name and
press [Edit] or [Delete].

/€ Remote Ul< Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer =0 EER |
@w-= [&] hitp://192.168 222 81/ _ausend. htmi -[& 4] x ][ sing o~
File Edit View Favorites Tools Help
Uy Favorites  fiy v ] v [ d® v Page~ Safetyv Took~w @~

OC [oK| [Cancel

1 9 ey Server Name:

System Manager Mode Server Address:

Location to Start Search:

Job Status Port Number: 389 (1-65535)
Atsibute of User Name:

Add, Func. | Attribute of E-mail Address:

d System Settings

Login Information: Use M

# Register LDAP

Server Domain Name: r
o Forwarding

Settings Use System Manager ID
o Department ’7

e User Name:

Management Password: —

assword:

# Send Function

Authentication TUse SSL

Settings
= Import/Export
o Seitings =
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Server Name:
Server Address:

Location to Start
Search:

Port Number:

Attribute of User
Name:

Attribute of E-mail
Address:

Login Information:

Domain Name:

Use System
Manager ID:

User Name:
Password:

Use SSL:

Enter the name of the authentication server.

Specify the IP address or DNS name of the authentication server.
If log in to an authentication server uses the Kerberos
authentication method, the DNS name needs to be in a Fully
Qualified Domain Name (FQDN) format.

Specify the location of the directory tree to start searching for
user entries.

Specify the port number for accessing the authentication server.
The default port number is ‘389’ (non-SSL) or ‘636’ (SSL).

Specify the user attribute name such as ‘'sAMAccountName’ and
‘uid’. The specified attribute is used to validate the user name
entered when the user logs in to Authorized Send.

Specify the mail attribute name such as ‘mail’. The specified
attribute is used to obtain the currently logged on user’s e-mail
address from the authentication server. The obtained address is
specified as destination when the user presses [Send Mail To
Self]. (See Chapter 2, “Sending Documents,” in the Sending and
Facsimile Guide.)

Specify the authentication method used when the machine
communicates with the authentication server. Select [Use] to use
the Simple authentication method, or [Use (Security
Authentication)] to use the Kerberos authentication method. The
Kerberos authentication method is available for Active Directory.

If you select [Use (Security Authentication)] for <Login
Information>, enter the directory tree name of the Active
Directory, such as <team1.salesdept.canon.co.jp>.

This setting is available only when [Use] is selected from [Login
Information] as the authentication method. Select this check box
to use the administrator’s ID and password for the authentication
server when performing the first bind of the simple binding
process. If you use anonymous binding, deselect this check box.

This text box is available only when [Use System Manager ID] is
selected. Enter the administrator’s user name.

This text box is available only when [Use System Manager ID] is
selected. Enter the administrator’s login password.

This setting is available only when [Use] is selected from [Login
Information] as the authentication method. Select this check box
to use the Secure Sockets Layer (SSL) protocol when the
machine communicates with the authentication server. If you
select this check box, the value for <Port Number> automatically
changes to ‘636'.
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(M MPORTANT

o For your network server settings, consult your network administrator.

e <L ocation to Start Search> can be left blank. In this case, the value of the
defaultNamingContext attribute is retrieved and used as the location of the directory
tree to start searching. When no value is available, the attribute value with the shortest
length in the namingContexts attributes is selected instead. If this fails, <Location to
Start Search> is left blank.

o <Attribute of User Name> cannot be specified when the Kerberos authentication
method is selected in <Login Information>. If this method is selected or <Attribute of
User Name> is left blank, ‘sAMAccountName’ is automatically used as the user
attribute name.

o If <Attribute of E-mail Address> is left blank, ‘mail’ is automatically used as the mail
attribute name.

<LDAP Search Server Settings>

Press [Register] and specify the search server settings in the machine, according to
the server used. Up to five search servers can be registered.

To change or delete the registered server settings, select the desired server name and
press [Edit] or [Delete].

{€ Remote Ul<Additional Functions>: : imageRUNNERI740i - Windows Internet Explorer e a==
@\/’= [&] heep://192268.222.81/ ausend.html ~[ B[4 ] x ][ 8ing 2 |

File FEdit View Favorites Tools Help

i Favorites  f ~ [ * [ @ v Page~ Sofety> Tools~ @~

Server Name:

System Manager Mode Server Address.

Location to Start Search:
Port Number- 389 (1-65535)
Mas Number of Addresses to Search 100 (1-1000)

Add, Func._| Search Trmeout 80 seconds (30-300)

o System Seffings
® Register LDAP

Server Domain Name:
® Forwarding
Settings Server LDAP Version and Character Code: Version3 (UTF-8) ~

g

K| | Cancel

Login Information: Donotuse -

. o A
Dmrne Authentication Method: Assume the same authentication information as when
Management operation to send was started

& Send Function Use device-specific authentication information
Authentication

S User Name:
® Import/Export Trssmamit

5 Settings

Display Certification Dialog when Searching
Mail to System

e &
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For information on the settings other than the one below, see Chapter 3, “Setting up
the Machine for Your Network Environment,” in the System Settings Guide.

Authentication This setting is available only when Authorized Send is activated.

Method: Specify whether to carry over the login information (user name
and password) from Authorized Send to the authentication
information used when users search for e-mail addresses and
fax numbers via the LDAP server. To use the same user name
and password for LDAP search authentication, select [Assume
the same authentication information as when operation to send
was started]. If not, select [Use device-specific authentication
information].

(™ mPORTANT
For your network server settings, consult your network administrator.

<Timeout Settings>

Authentication/ Specify the time that the machine takes to authenticate a user
Attribute Retrieval  against the authentication server and to retrieve attributes about
Timeout: the user from the server.

(M wPORTANT
Depending on the conditions such as authentication methods you are using, the
timeout time may be shorter than designated.

<SMTP Authentication Settings>

SMTP To edit the SMTP authentication settings, press [Change

Authentication Settings]. For instructions on how to specify the SMTP

Basic Settings: authentication settings, see Chapter 3, “Setting up the Machine
for Your Network Environment,” in the System Settings Guide.

Authentication You can specify whether to carry over the login information (user

Method: name only) from Authorized Send to SMTP authentication. Select

the desired option from the following:

e [Assume the same user name as when operation to send was
started and display authentication screen]: Displays the
authentication screen with the user name for Authorized Send
automatically inserted in the [User Name] text box of the SMTP
authentication screen.

¢ [Display authentication screen with the authentication
information empty]: Displays the authentication screen with no
entries in the [User Name] text box of the SMTP authentication
screen. Users need to enter the user name each time they send
e-mails and I-faxes.

¢ [Use device-specific authentication information and do not
display authentication screen]: Does not display the
authentication screen. The user name and password specified
for the machine are used as the login information.
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<SMB/FTP Authentication Settings>

You can specify whether to carry over the login information (user name and password)
from Authorized Send to the authentication information used when users send
documents to a file server. Specify the settings below to suit your needs.

When Sending File This setting is used when users specify the destination by pressing
to New Address: [File] on the top screen (Send) and specifying the file server
address manually. Select the desired option from the following:
¢ [Assume the same authentication information as when
operation to send was started and display authentication
screen]: Displays the authentication screen with the user name
and password for Authorized Send automatically inserted in the
[User] text box and the [Password] text box of the screen.
¢ [Display authentication screen with the authentication
information empty]: Displays the authentication screen with no
entries in the [User] text box and the [Password] text box of the
screen. Users need to enter the user name and password each
time they send documents to a file server.

When Sending File This setting is used when users specify the destination by

to Address selecting the file server address from the Address Book list.
Registered in Select the desired option from the following:
Address Book: ¢ [Assume the same authentication information as when

operation to send was started and display authentication
screen]: Displays the authentication screen with the user name
and password for Authorized Send automatically inserted in the
[User] text box and the [Password] text box of the screen.

¢ [Display authentication screen with the authentication
information empty]: Displays the authentication screen with no
entries in the [User] text box and the [Password] text box of the
screen. Users need to enter the user name and password each
time they send documents to a file server.

¢ [Use authentication information of address book and do not
display authentication screen]: Does not display the
authentication screen. The user name and password of each
address in the Address Book are used as the login information.
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When Sending File This setting is used when users specify the destination by
to Own Address: pressing [Send File To Self] on the top screen (Send). Select the
desired option from the following:

e [Assume the same authentication information as when
operation to send was started and display authentication
screen]: Displays the authentication screen with the user name
and password for Authorized Send automatically inserted in the
[User] text box and the [Password] text box of the screen.

o [Display authentication screen with the authentication
information empty]: Displays the authentication screen with no
entries in the [User] text box and the [Password] text box of the
screen. Users need to enter the user name and password each
time they send documents to a file server.

¢ [Assume the same authentication information as when
operation to send was started and do not display
authentication screen]: Does not display the authentication
screen. The user name and password for Authorized Send is
used as the login information.

<Send Restriction Settings>

You can enable and disable sending functionalities. Specify the settings below to suit
your needs.

E-mail Send: ¢ [Do not allow]: Disables user from sending e-mails and |-faxes

from the machine.

o [Allow]: Enables user to send e-mails and I-faxes from the
machine.

¢ [Only allow sending to own address]: Restricts the destination
of sending documents to the e-mail address of a logged on
user. With this setting, users also cannot send I-faxes from the
machine. For instructions on how to send documents to the
e-mail address of a logged on user, see Chapter 2, “Sending
Documents,” in the Sending and Facsimile Guide.

Fax Send: ¢ [Do not allow]: Disables user from sending faxes from the
machine.
¢ [Allow]: Enables user to send faxes from the machine.
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File Send: ¢ [Do not allow]: Disables user from sending documents to a file

server.

e [Allow]: Enables user to send documents to a file server.

¢ [Only allow sending to own address or specified folder]:
Restricts the destination of sending documents to the folder of
alogged on user or to the specified folder. If Active Directory is
used as an authentication server, the home directory (folder) of
a logged on user is used as the destination. If not, or you want
to manually specify the destination folder, select [Specify
destination folder], then enter the name of the file server and
the folder name in [File Server] and [Folder Path]. Selecting
[Add user name] enables you to use the user name of a logged
on user to specify the destination of sending documents under
the specified folder. For example, if <share> is entered in
[Folder Path] and the user name of a logged on user is ‘john’,
the [john] folder in the [share] folder is specified as the
destination. For instructions on how to send documents to the
folder of a logged on user, see Chapter 2, “Sending
Documents,” in the Sending and Facsimile Guide.

<Sender E-mail Address Settings>

Specify LDAP Select this check box to use the e-mail address of a logged on
authentication user user as the sender information when sending e-mails or |-faxes.
address as the The e-mail address is displayed or printed as the sender

sender name: information at the recipient’s machine, instead of the unit name.

(See Chapter 1, “Introduction to Send and Fax Functions,” in the
Sending and Facsimile Guide.)
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Cu

izing the Machine Settings

You can edit the various machine settings on the Settings page in the [Add.Func.]
(Additional Functions) menu. Although many of the settings can be made both on
the Remote Ul and on the machine’s control panel, some settings are accessible
only on the machine’s control panel.

On the Remote Ul, the Additional Functions settings are located as shown in the

table below.

&> NOTE

¢ You can access the Additional Functions settings from the machine’s control panel by
pressing @ (Additional Functions).

e For information on the Volume Settings, see Chapter 3, “Configuring the Machine’s Basic
Settings,” in the Reference Guide.

Additional Functions

machine’s control panel.

. Menus on the Remote Ul References
menu on the Machine
Common Settings [Add.Func.] = [Settings] | Chapter 3,
— [Common Settings] “Configuring the Machine’s Basic
Settings,”
in the Reference Guide
Copy Settings Available only on the Chapter 4,

“Customizing Settings,”
in the Copying Guide

- [Send/
Receive Settings]

Timer Settings [Add.Func.] = [Settings] | Chapter 3,
— [Timer Settings] “Configuring the Machine’s Basic
Settings,”
in the Reference Guide
Communications Settings | [Add.Func.] = [Settings] | Chapter 7,

“Customizing the Machine’s
Settings,” in the Sending and
Facsimile Guide

Adjustment/Cleaning

Available only on the
machine’s control panel.

Chapter 5,

“Routine Maintenance,” and
Chapter 6,
“Troubleshooting,” in the
Reference Guide

Printer Settings

[Add.Func.] = [Settings]
— [Printer Settings]

Chapter 4,
“Customizing Settings,”
in the Printer Guide

4-26

Customizing the Machine Settings




Additional Functions
menu on the Machine

Menus on the Remote Ul

References

Report Settings

[Add.Func.] = [Settings]
— [Report Settings]

Chapter 8,
“Printing Communication Reports

and Lists,” in the Sending and
Facsimile Guide

Address Book Settings

[Address] Chapter 4,
“Specifying Destinations Easily
and Quickly,” in the Sending and

Facsimile Guide

System Settings

See the table on p. 4-2. -

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.

{€ Remote Ul<Additional Functionss: : imageRUNNER1740i - Windows Internet Explorer =0 NN =
&= &) nitp /19216822281 cstm. il -[&[4]x][o sng o |
File Edit View Favorites Tools Help
g Favorites {4y v [E] v () d® v Page~v Safetyv Toolsv @~
0‘ ! imageRUNNER1740i @
Settings
o Top page
Volume Settings Printer Settings
System Manager Mode 2 Settings
bheiieh i) Common Settings )
Device BCL Settings
BIo0 Status Timer Settings PS Sertings
Address Send/Receive Settings Network Settings
Add, Func, I Common Settings m..geumﬂm after the main power switch is fumed OFF and
IX Settings =
Sy i 3 A
System Settings et p g:
= System Settings BX Settines Startup Time Settings
Register LDAP = .
S Fax Settings TCPAP Settings

P User Settings SMB Server Seftings
Settings TX Settings SNMP Settinzs
N g
# Department -
Dilser BX Settings Dedicated Port
Management -
FeEEEEE Report Seftings Ethernet Driver Settings
?u'?!mnc:nan IEEES02.1X Settings
ettings
e E-mail T Fax Settings
= Seftings

Send Function Authentication Settings

Mail to System
"
Manager

Dene @ Internet | Protected Mode: On ‘3 v H100% -

&> NOTE

The available settings menu varies depending on the models or options you have
installed or activated.

2 Click the setting item you want to edit.

The settings page for the selected item is displayed.
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3 Edit the settings as necessary — click [OK].

(& Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer = a ==
@wv [ &) epr//192.168.222.81/ cetmbtml -[ &[4[ x ][ sing » -]
File Edit View Favorites Tools Help
{r Favorites T v E] v (] @ v Pagev Safetyv Toolsv @~

°C Change the following settings [oK] | canel

To Top page’

Fax Vohime: on -
System Manager Mode Vohme: @10203

Job Status Alert Tone Volume: Entry Tone: on -
Yohme slores
Add. Func. I Error Tone: on -

H System Settings Volume: @1lB203
3 Register LDAP
i S Eb Do T off -
 Forwarding Vohime: le e
Settings
® Department Receive Job Done Tone: Off -
ID/User
Management Volume: Lee
4 Send Function X
Authentication Print Done Tone: On +
oz Volume: ©®10203
4 Import/Expori
M Settings Scan Done Tone: On -
Volme: @ 1 2 3
» Mail o Svstem
Manager Sleep Alert Tone: On =
Volume: @1 2 3
Set in Feeder Tone: on -
Volme: @ 1 2 3
= -
Done @ Internet | Protected Mode: On v R10% -

The screen shot above is for the Volume Settings.

&> NOTE

« For information on the settings, see the other references listed on the table in
“Customizing the Machine Settings,” on p. 4-26.

o For information on the settings of [Send Function Authentication Settings], see
“Specifying the Authorized Send Settings,” on p. 4-17.
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Sp

ying the SNMPv3 Settings

Specify the settings for SNMPv3 as described below.

(M mPORTANT

» Specifying the settings for SNMPV3 is available only when the Remote Ul is in the
System Manager Mode.

» Specifying the settings for SNMPV3 is available only when SSL communication is
enabled. See the following information on the settings for SSL communication.
- Chapter 3, “Setting up the Machine for Your Network Environment,” in the System

Settings Guide

- “Managing Key Pairs and Digital Certificates from a Web Browser,” on p. 2-25

&> NOTE

The settings for SNMPv3 can be specified only on the Remote Ul, while the settings
for SNMPv1 can be specified both on the machine’s control panel and the Remote UI.
For more information on the settings for SNMPv1, see Chapter 2, “Connecting the
Machine to a TCP/IP Network,” in the System Settings Guide.
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Enabling SNMPv3

Enable SNMPv3 as described below.

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.

o
€ Remote Ul Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer == ==
6@- ‘g, htp://192.168.222.81/ _cstm.html v|@‘6,‘besmg o '|

File Edit View Favorites Toels Help

oy Favorites i ~ v [ dm v Pagev Safetyr Tools~ @~

imageRUNNER1740i @
e
To Top page

Device PCL Settings
EET | DmeSeims e

Address
CommenSentegy
B TX Settings
RX Settings
Fax Settings
User Settings

Done € Internet | Protected Mode: On 45 v Bi0% ~

The Settings page is displayed.

2 Click [SNMP Settings] on the page shown in step 1.
The SNMP Settings page is displayed.
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3 Select the check box for [Use SNMP v. 3] — click [OK].

1€ Remote UlsAdditional Functions>: : imageRUNNERL740i - Windouws Internet Explorer

[ESEiEcE =

G- le

File Edit View Favorites Tools Help

-[&[4]x ][ any o -]

S Favorites ) v [ v 1 & v Pagev Safety~ Tools~ @~

L SNMP Setiings

z Change the following settings
To Top page

System Manager
Add, Func, I

. Svstem Settings
4 Register LDAP
Server

[FUse SNME v. 1

B

Community Nemel
[JSHMP Writablel
Community NameZ

["ISNIIP Writahled

[“1Use SHIMP +. 3:

»: Forvarding [[]Cbtain Printer Management Information from Host
Settings

# Department
D/User

&> NOTE

=

You can enable both SNMPv1 and SNMPv3 at the same time, depending on your
needs. For more information on settings for SNMPv1, see Chapter 2, “Connecting the
Machine to a TCP/IP Network,” in the System Settings Guide.

4 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

(M MPORTANT

Cancel
User Setlings

Customizing Settings =

The setting for [Use SNMP v.3] becomes effective after the machine is restarted, while
restarting the machine is not necessary to enable the settings for [User Settings]

(p. 4-31) and [Context Settings] (p. 4-

34).

Specifying the User Information for SNMPv3

Specify the user information for SNMPv3 as described below.

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.
For help, see the screen shot in step 1 in “Enabling SNMPv3,” on p. 4-30.

The Settings page is displayed.

Specifying the SNMPv3 Settings 4-31



Customizing Settings E

2 Click [SNMP Settings].

For help, see the screen shot in step 1 in “Enabling SNMPv3,” on p. 4-30.

The SNMP Settings page is displayed.

3 Click [User Settings].

[JSNMP Writablel
S
[ SNMP Writable2
Add, Func, I []Use SHME v. 3:
L QM Context Settings

 Forwarding [ Obtain Printer Management Information from Host

ID/User |

The User Settings page is displayed.

4 Select the function.

® To register a new user:

&> NOTE

o A default user “initial” is registered. Edit it as necessary.
- User Name: initial
- MIB Access Permission: ON
- Security Settings: Auth. Yes/Encry. Yes
- Authent. Algorithm: MD5
- Authentication Password: initial
- Encryption Algorithm: DES
- Encryption Password: initial

(& Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer = a ==
@th_ -[ &[4[ x ][ sing » -]
File Edit View Favorites Tools Help
i Favorites 5 v ) v ) é® v Pagev Safetyv Toolsv @~
SNMP Setiings
Change the following settings
To Top page’
[“1Use SNMP w. 1
System Manager Mode Community Nemel public

* You can register up to five users (including the default user “initial”).
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Q Click [Register].

(& Remote Ul=Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer [l o |EE]

(< IS F
File Edit View Favorites Tools Help
ir Favorites iy v E) ~ (1 dh v Pagev Safetyv

-[&]4]x][® sing P~

Tools @~

To Top page

User Settings

Selee. CovOE s time
Job Status O e0n i
Add. Func. I

|

Pl

OC imageRUNNER1740i 2l

System Manager Mode Coar it Relets

B Acesss Pemmission Sewty Semgs
On Auth. Yes/Bnery. Yes

The Register User page is displayed.

U Specify the necessary information = click [OK].

(& Remote Ul<Additional Functionss: : imageRUNNERL740i - Windows Intemet Explorer =)ok

G~ e
File Edit View Favorites Tools Help
i Favorites ) ~ B + (=1 @ v Pagev Safety v

<& x|[ sng 5 -

Tools + @~

JoToppage User Name

Sysiin Dlaager Mode [“IMIB Access Permission

Security Settings
Authent, Algosithm
Add, Func, I

 Svystem Settings
=
Begister LDAP Eneryption Algotithn:

Authentication
Settings 5]

User Name:
MIB Access Permission:

Security Settings:

Authent. Algorithm:
Authentication Password:

Confirm:

Cancel

Userl (M 32 charactets)

Auth. Yes/Encry. Yes v

MD5 v
Authentication Password: W(ﬁ tol6
characters)
Gonfim: sesess @1old
characters)
DES v
Encryption Password: [oesees  Gioia
characters)
Gonfim: [oseese  Gus
characters)

Enter the user name (32 alphanumeric characters
maximum).

Select this check box to give read/write permission to the
user.

Select the security setting ([Auth. Yes/Encry. Yes], [Auth.
Yes/Encry. No], or [Auth. No/Encrypt. NoJ).

If you select [Auth. Yes/Encry. Yes], for example, both
authentication and encryption are enabled.

Select the algorithm to be used for authentication ([MD5]
or [SHA1]).

Enter the password for authentication (6 to 16
alphanumeric characters).

Enter the password again to confirm it.

Specifying the SNMPv3 Settings 4-33

Customizing Settings =



Encryption Algorithm: Only [DES] can be selected as the encryption algorithm.

Encryption Password: Enter the password for encryption (6 to 16 alphanumeric
characters).
Confirm: Enter the password again to confirm it.

® To enable/disable a user:

0 Select the button for the user you want to enable/disable under <Select> in the user
list = click [User On/Off].

/& Remote Ul<Additional Functions>: : imageRUNNERI740i - Windows Internet Explorer o= EEs]
@Qv‘g‘ vlﬁ“y‘beamg p ~|

File FEdit View Favorites Tools Help

s Favorites i+ ~ [ @ v Pagev Safetyv Tools~ @~

% imageRUNNER1740i E

& Back

ToToppage
i User On/Off Register

s vor Ut B Actsss Pemiceion SeomtySeztis
Job Status O |eOn sl on Auth, Ves/Bnery, Ves
.
Add. Func. I

o Svystem Settings
3 Register LDAP =

©0n  Userl On Auth. Ves/Enery. Tes

® To edit a user:

U Click the user name you want to edit in the user list in the User Settings page.

Customizing Settings E

The Edit User page is displayed.
U Edit the information as necessary = click [OK].
® To delete a user:

1 Select the button for the user you want to delete under <Select> in the user list in the
User Settings page — click [Delete].

The selected user is deleted.

Specifying the Context Settings for SNMPv3

Specify the context settings for SNMPv3 as described below.

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.
For help, see the screen shot in step 1 in “Enabling SNMPv3,” on p. 4-30.
The Settings page is displayed.
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2 Click [SNMP Settings].

For help, see the screen shot in step 1 in “Enabling SNMPv3,” on p. 4-30.
The SNMP Settings page is displayed.

3 Click [Context Settings].

For help, see the screen shot in step 3 in “Specifying the User Information for
SNMPv3,” on p. 4-31.

The Context Settings page is displayed.
4 Select the function.

® To register a new context:

&> NOTE

¢ You can register up to five contexts.

o A default context “NULL” is registered. It is not shown in the context list and cannot

be deleted.
Q Click [Register].

(& Remote Ul<Additional Functionss: : imageRUNNERL740i - Windows Intemet Explorer =)ok
o~ 1
<O [ &[4 [x][ g P -
File Edit View Favorites Tools Help
¢ Favorites ) + E] v [ @ v Pagev Safetyv Toolsv @~

¢|! B imageRUNNER1740i E

To Tap page

M
Select Centest Home
Job Status
Add, Func, l o

The Register Context page is displayed.

U Enter the context name up to 32 characters = click [OK].

(& Remote Ul<Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer = a ==
GU-E B[] x|[6 s » ]

File Edit View Favorites Tools Help

irFavorites ) » ) - 1 @ v Pagev Safetyv Toolsv @+

aC Cancel

To Top page

Context Name (Max 32 charactes)
System Manager Mode

=
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® To edit a context:

U Click the context name you want to edit in the context list in the Context Settings
page.
The Edit Context page is displayed.

U Edit the context name — click [OK].

® To delete a context:

U Select the button for the context you want to delete under <Select> in the context list
in the Context Settings page — click [Delete].

The selected context is deleted.
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Vew—ﬂ' ng SSL Server Certificates

You can set the machine to check the validity of the SSL server certificate when the
machine is receiving/sending data with POP/SMTP. The machine verifies the
certificate by checking the expiration date, certificate chain, and as well as CN
(Common Name).

(M vPORTANT

The settings for the SSL server certificate verification are available only on the Remote
Ul (System Manager Mode).

1 Click [Add.Func.] — [Settings] in the [Add.Func.] menu.

/€ Remote Ul< Additional Functions>: : imageRUNNER1740i - Windows Internet Explorer =0 EER |
@k/ w [E] hitp://192168 22281/ cstrm bt -[& 4] x ][ sing o~
File Edit View Favorites Tools Help
Uy Favorites  fiy v ] v [ d® v Page~ Safetyv Took~w @~
% imageRUNNER1740i E‘
Settings
To Top page
Volume Settings Printer Settings
System Manager Mode 7 Settings
SHIER P ARIROR Common Settings .
Device PCL Settings
Iob Status Timer Settings PS Settings
Address Send/Receive Settings Network Settings
Common Settings (Changes effective after the main power switch is fumed OFF and
Add. Func. | ron Se o
TX Settings
: System Seftings e Startup Time Settings
Register LDAP oo i
Server Tz TCPAP Settings
N i User Settings SMB Server Sertings
sstine IX Seaings SNMP Settings
N
® Department o
Department r
= RX Sefing
DfUser e Dedicated Port
Management 7
et Report Settings Ethernet Driver Settings
Authentication IEEES02.1X Settings
Settings
E E-mail/-Fax Settings
# Settings
Send Function Authentication Settings
Mail fo System
Manager
=
Done € Internet | Protected Mode: On v | B10% ~

The Settings page is displayed.

2 Click [E-mail/l-Fax Settings] on the page shown in step 1.
The E-mail/l-Fax Settings page is displayed.
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3 Select the function.

@ To set the machine to verify the SSL server certificate when receiving
data with POP:

U Select the check box for [Confirm SSL Certificate for POP RX].
To include the CN (Common Name) for the verification, select the check box for [Add
CN to Verification Items].

@ To set the machine to verify the SSL server certificate when sending data
with SMTP:

1 Select the check box for [Confirm SSL Certificate for SMTP TX].

To include the CN (Common Name) for the verification, select the check box for [Add
CN to Verification Items].

(& Remote Ul=Additional Functions>: : imageRUNNERL740i - Windows Intemet Explorer [l o |EE]
~ 1
G~ e -[&[%]x][6 p~
File Edit View Favorites Tools Help
¢ Favorites  f) v E) v 1 & v Pagev Safetyv Tools~ @~

oC Change the following settings Cancel

o Top page

SMTP Server
System Manager Mode Yy pr—

FOP Server
Job Status

POP & ddress

FOP Password:
Add. Func. I

8 System Settings
# Register LDAP
Server POF Receive

POP Interval 0 ein (DO 1-09)

I” SMTP Receive

Authertication/Encryprion Settings

Allow SSL(POF)

® Send Function ["TPOP Authertication Befure Send
m‘tmm Confirm SSL Certificate for POP R

4 Inport/Fxport [¥] Add CN 10 Vesification Items

# Settings |] Allow SSLSMTP TX)

[JSMTP Authentication (SMTP AUTH)
3 Mailto Svstem

Manager Uset Name: (Max64 characters)
Password:
(Max 32 cheracters)

Confirm SSL Certificate for SMTP TX
Add CN 10 Vesification Items
Allow S5L (SMTF R0 it v

=

Done @ Internet | Protected Mode: On A v ®100% -

(™ mMPORTANT
If you do not enable the SSL server certificate verification settings described
above, SSL communication may be performed even with an invalid certificate.
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&> NOTE

If the machine detects a problem with the certificate, communication will not be
completed and the error message <SSL Error (POP)> or <SSL Error (SMTP
Send)> (error code #0842 for the job log) will be displayed.

4 Click [OK] on the page shown in step 3.

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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CHAPTER

This chapter includes the glossary and index.




Appendix H

Gl

ry
B

BOOTP
BOOTstrap Protocol. A protocol that enables a client machine to automatically obtain
network setup information from a server over a TCP/IP network. BOOTP enables a
client to automatically locate such information as the host name, domain name, and
IP address, so that it is not necessary to enter these items manually.

bps
Stands for bits per second. The measure of transmission speed used in relationship
to networks and communication lines.

C

Cookie
A file left on a user's computer when the user visits a Web site. A cookie allows the
Web site to recognize the user on subsequent visits. Cookies are generally used to
enable a user to automatically sign on to certain Web sites and to customize the
features offered by such sites.

D

DHCP
Dynamic Host Configuration Protocol. A protocol which automatically specifies the
network settings of a client on a TCP/IP network. Many of the settings required to set
up TCP/IP, which is the standard protocol of the Internet, can be made automatically
using DHCP.

FTP
File Transfer Protocol. A client-server protocol enabling a user to transfer files on one
computer to and from another computer over a TCP/IP network. The File Transfer
Protocol also governs the client program with which the user transfers files.
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HTTP

Hypertext Transfer Protocol. The client-server TCP/IP protocol used on the World
Wide Web for the transfer of HTML (Hyper Text Mark-up Language) documents
across the Internet.

IEEE802.1X authentication

An authentication method that permits only supplicants (devices) authenticated by a
RADIUS (Remote Authentication Dial-In User Service) server to connect to the
network via an authenticator.

Internet Protocol (IP)

The underlying set of networking rules that describes how data is transmitted across
the Internet. Internet Protocol enables data from one computer to be split into
packets, and sent to another computer with a specific IP address.

IP address

Internet Protocol address. A network address used by IP (Internet Protocol) to specify
a computer or device on the Internet. Currently, two versions of IP are in use: IPv4
and |IPv6.

IPv4

Internet Protocol version 4. An IPv4 address is a 32-bit numeric address, usually
written as four numbers delimited by periods. For example, ‘128.121.4.5'.

IPv6
Internet Protocol version 6. An IPv6 address is 128-bit long and consists of eight
groups of four hexadecimal digits delimited by colons. For example,
2002:0db6:58b1:02¢3:3308:7a2e:6309:2665’. In an IPv6 network, a computer or
device can use multiple addresses, as represented by link local address, stateless
address, etc.

L

LDAP

Lightweight Directory Access Protocol. A network protocol that enables you to locate
organizations, individuals, and other resources, such as files and printers on a
network, whether on the public Internet or on a corporate intranet.
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PDF

Portable Document Format. The page description language used in Adobe Systems’
Acrobat document exchange system, which is restricted neither by device nor
resolution. PDF displays documents in a way that is independent of the original
application software, hardware, and operating system used to create those
documents. A PDF document can contain any combination of text, graphics, and
images.

Protocol

A set of rules that govern the transmission of data across a network. Examples of
protocols are DHCP, BOOTP, RARP, and TCP/IP.

Proxy server

A server that provides a cache of files available on remote servers that are slow or
expensive to access. The term “proxy server” normally refers to a World Wide Web
server that, upon receiving a URL, tries to supply the requested file from its cache. If
the proxy server cannot locate the file in its cache, it obtains the file from the remote
server, and saves a copy in its cache so that the next request can be obtained locally.

R

RARP

Reverse Address Resolution Protocol. A protocol which associates a network adapter
address (MAC address) with an IP (Internet Protocol) address.

Remote Ul

Remote User Interface. The Remote Ul is software that enables you to perform
operations, which are usually performed on the machine’s control panel, using a Web
browser (such as Microsoft Internet Explorer or Safari) over a network.

S

SSL

Secure Sockets Layer. A protocol that ensures security and privacy when transmitting
private documents over the Internet.

SSL encryption

SSL uses two keys to encrypt data: a public key, which is known to “everyone,” and a
private or secret key, which is known only to the recipient of the message.
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TCP/IP

URL

Transmission Control Protocol/Internet Protocol. The protocol used to connect to the
Internet or wide area networks.

Uniform Resource Locator. A standard way of specifying the location of an object,
usually a Web page on the Internet. The URL for a Web page would look something
like this: “http://www.w3.org/default.ntm”. Here, “http:” indicates that a Web page is
being accessed, “www.w3.org” is the address of the server containing the Web page,
and “default.htm” is the file name under which the Web page is stored on the server.
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A

Add.Func. menu
(Additional Functions menu), 4-2, 4-26

Additional Functions setting data

Exporting, 2-21

Importing, 2-23
Address Book, 2-5

Deleting the destination, 2-10

Editing the destination, 2-9

Exporting, 2-12

Importing, 2-13

Registering a new destination, 2-7

Registering a new Group Address, 2-8
Authorized Send, 4-17

BOOTP, 5-2
bps, 5-2
Buttons on the Remote Ul, 1-6

C

CA certificate, 2-25
Cookie, 5-2

D

Department ID
Deleting, 3-9
Editing, 3-9
Registering, 3-7
Department ID Management, 3-2
Enabling, 3-2
DHCP, 5-2

E

End-User Mode, 1-10

F

Forwarding Settings, 4-14
Deleting the Forwarding Condition, 4-16
Editing the Forwarding Condition, 4-16
Forwarding Documents without specific
conditions, 4-15
Registering a Forwarding Condition, 4-14
FTP, 5-2

H

HTTP, 5-3

IEEE802.1X authentication, 2-25, 5-3
Internet Protocol (IP), 5-3

IP address, 1-4, 1-9, 5-3

IPv4, 5-3

IPv6, 5-3

J

Job Logs, 2-4

K

Key and certificate, 2-25
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L

LDAP search attributes, 4-13
LDAP server, 4-10
Deleting, 4-12
Editing, 4-12
Registering, 4-11
Logon mode, 1-5, 1-10
End-User Mode, 1-5
System Manager Mode, 1-5

M

Machine settings, customizing, 4-26

P

PDF, 5-4

Print Job, managing, 2-2
Protocol, 5-4

Proxy server, 5-4

R

RARP, 5-4
Remote Ul, 5-4
Restrict the Send function, specifying, 4-8

S

SNMPv3, 4-29
SSL, 5-4
SSL encryption, 5-4
SSL server certificate, 4-37
System Manager ID, specifying, 4-9
System Manager Mode, 1-10
System Password, specifying, 4-9
System requirements, 1-7

OS (Macintosh), 1-7

OS (Windows), 1-7

Web browser (Macintosh), 1-7

Web browser (Windows), 1-7
System Settings, specifying, 4-5

T

TCP/IP, 5-5
Top page of the Remote Ul, 1-4

U

URL, 1-9, 5-5

User ID
Deleting, 3-14
Editing, 3-13
Registering, 3-10

User Management, 3-2
Enabling, 3-2

User Management data
Exporting, 2-14
Importing, 2-15
Resetting, 2-17

w

Web browser, 1-4, 1-7, 1-9
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