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*® Manuals for the Machine

The manuals for this machine are organized as shown below. Please refer to them for detailed
information. Some manuals may not be needed for certain system configurations and products

purchased.

M Guides with this symbol are printed manuals.

* Quick Reference for Basic Operations

e Legal Notices
¢ Setup Instructions

¢ Basic Operations
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¢ Copying Instructions

¢ Sending and Fax Instructions

¢ Remote User Interface Instructions

¢ Network Connectivity
¢ Security Management

e Color Network ScanGear Instructions

+ USB Memory Media Printing Instructions
 PS/PCL/UFRII LT Printer Instructions

e Windows Printer Driver Instructions

e Windows Fax Driver Instructions

e Macintosh Printer Driver Instructions

A Guides with this symbol are PDF manuals included on the
CO-ROM  accompanying CD-ROM.
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To view the manual in PDF format, Adobe Reader/Adobe Acrobat Reader is required. If Adobe Reader/Adobe Acrobat Reader is not installed on your

system, please download it from the Adobe Systems Incorporated website.



*d How This Manual Is Organized

Before You Start

(o7, Z:]o1 g7l Connecting the Machine to a TCP/IP Network

Setting up the Machine for Your Network Environment

Setting the Send Function

Setting up Computers to Use Print and Send Functions

Protecting the Machine from Unauthorized Access

Other System Settings
Troubleshooting
Aopenai

Includes the list of System Setting items, description about utility software, glossary,
and index.

Considerable effort has been made to ensure that this manual is free of inaccuracies and omissions. However, as we are constantly improving our
products, if you need an exact specification, please contact Canon.
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Preface

Thank you for purchasing the Canon imageRUNNER 2545i/2545/2535i/2535/2530/2525i/
2525/2520i/2520. Please read this manual thoroughly before operating the machine to
familiarize yourself with its capabilities, and to make the most of its many functions. After
reading this manual, store it in a safe place for future reference.

How to Use This Manual

Symbols Used in This Manual

The following symbols are used in this manual to explain procedures, restrictions,
handling precautions, and instructions that should be observed for safety.

@ IMPORTANT Indicates operational requirements and restrictions. Be sure to read
these items carefully to operate the machine correctly, and avoid
damage to the machine or property.

[@ NOTE Indicates a clarification of an operation, or contains additional

explanations for a procedure. Reading these notes is highly
recommended.

Keys and Buttons Used in This Manual

The following tables provide a few examples of how keys, buttons, and other user
interfaces such as icons displayed on the screen are expressed in this manual:

e Keys on the machine’s control panel and touch panel display:

Keys Example
Control Panel Key icon + (Key Name) @ (Additional Functions)
. [Key Name] [OK], [Cancel], etc.
Touch Panel Display
[Key Icon] (W] [A] etc.

eButtons, icons and other user interfaces on computer operation screens:

Buttons, Icons, and Others Example
[Button Name] [OK]
[Name] + icon, menu, etc. [CD-ROM] icon, [Start] menu, etc.




lllustrations Used in This Manual

The machine illustrations used in this manual are those of the imageRUNNER
2545i with the following optional equipment attached: the Inner Finisher-B1, Inner
Finisher Additional Tray-B1, and CST. Feeding Unit-AE1.

Displays Used in This Manual

Screen shots used in this manual may differ from actual displays depending on the
machine configuration.

The keys and buttons to be pressed or clicked are marked with a (C_), as shown
below.

When multiple keys or buttons can be pressed or clicked, all of them will be marked.
Select the keys or buttons best suited to your needs.

Feady fo copy.

100% B A4 O ]

System Monitor




Abbreviations Used in This Manual

In this manual, product names are abbreviated as follows:

Microsoft Windows 2000 operating system: Windows 2000

Microsoft Windows 2000 Professional operating Windows 2000

system: Professional

Microsoft Windows XP Professional Edition operating Windows XP Professional
system:

Microsoft Windows XP operating system: Windows XP

Microsoft Windows Vista operating system: Windows Vista

Microsoft Windows 7 operating system: Windows 7

Microsoft Windows 2000 Server operating system: ~ Windows 2000 Server
Microsoft Windows Server 2003 operating system: ~ Windows Server 2003
Microsoft Windows Server 2008 operating system: ~ Windows Server 2008
Microsoft Windows Server 2008 R2 operating system: Windows Server 2008 R2

Microsoft Windows operating system: Windows

Adobe and Adobe Acrobat are trademarks of Adobe Systems Incorporated.

Macintosh and Mac OS are trademarks of Apple Inc., registered in the U.S. and
other countries.

PCL, PCL5, and PCL6 are trademarks of Hewlett-Packard Company.
IBM is a trademark of International Business Machines Corporation.

Microsoft, Windows, Windows Vista, Windows Server, and Internet Explorer are
either registered trademarks or trademarks of Microsoft Corporation in the United
States and/or other countries.

Other product and company names herein may be the trademarks of their
respective owners.
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Legal Notices

Copyright 2012 by Canon Inc. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying and recording, or by any
information storage or retrieval system without the prior written permission of
Canon Inc.

Disclaimers

The information in this document is subject to change without notice.

CANON INC. MAKES NO WARRANTY OF ANY KIND WITH REGARD TO THIS
MATERIAL, EITHER EXPRESS OR IMPLIED, EXCEPT AS PROVIDED HEREIN,
INCLUDING WITHOUT LIMITATION, THEREOF, WARRANTIES AS TO
MARKETABILITY, MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR USE OR NON-INFRINGEMENT. CANON INC. SHALL NOT BE
LIABLE FOR ANY DIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF
ANY NATURE, OR LOSSES OR EXPENSES RESULTING FROM THE USE OF
THIS MATERIAL.




CHAPTER

This chapter describes information you need to know before you start using the menu and how
to set the System Management mode to protect the System Settings from unexpected
changes. This chapter also includes on how to register the license keys to activate certain
functions. System requirements and setup procedures for using the machine’s functions are
also explained.

System Settings . . . ... 1-2
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Before You Start H

Sy Settings

The System Settings includes important settings that affect the management of
machine operations. It is recommended that the administrator set the System
Settings to ensure proper operation of the machine.

To make changes to the System Settings, you should log in to the System
Management Mode by entering the System Management ID and System
Password.

&> NOTE

¢ The System Management ID and System Password are both set to ‘7654321’ at
purchase. Change them before using the machine. For help, see “Specifying the
System Manager Settings,” on p. 1-4.

o If User ID Management is enabled, you can log in to System Management Mode only
by entering the User ID and password of a user registered as “System Manager.” For
help, see “When User ID Management Is Enabled,” on p. 1-9.

SystemSettings

20
)

°Q

QY

This guide provides instructions on how to configure the System Settings and how
to set up computers to use the machine on a network.

Chapter 1 explains how to limit access to the System Settings and how to activate
certain functions by registering license keys. It also contains information you should
know before setting up a network.

Chapters 2 and 3 help you to connect the machine to a network and set it up for
your network environment. Also refer to Chapter 5 for information on how to set up
computers in order to use the machine’s print and send functions on the network.
Chapter 4 describes the System Settings items that are related to the send
function, such as Memory Lock and Forwarding, and how to set restrictions on the
send function.

Chapter 6 describes how to control access to the machine, both from computers on
the network and from the machine’s control panel.

1-2 System Settings



Chapter 7 describes the rest of System Settings items.
Chapter 8 and the Appendix describe troubleshooting tips and include the System
Settings table, glossary, and index.

System Settings 1-3
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Before You Start H

Se@' System Management Mode

The System Management mode enables the administrator to restrict access to the
System Settings by setting the System Manager ID and System Password.

(M MPORTANT
If User ID Management is enabled, only users registered as “System Manager” can
change the System Settings by logging in to the machine with their User ID and
password. In this case, you cannot log in as the System Manager by entering the
System Manager ID and System Password.

[5] Select the System Setting features.

System Manager ’g Device Info ’g
Settings Settings
Department Usar D

1D Management Maragement

Communications ’g Forwarding >§
Settings Settings
1/3 | - g . g [ pone |

L(m System Management Moda System Monitor

Displayed when the machine is in the System Management mode

Specifying the System Manager Settings

Follow the procedure below to set the System Manager ID and System Password.

™ mPORTANT

« Attaching the optional Copy Card Reader-F1 and specifying the card IDs to be used
restore the System Manger ID and System Password to their defaults (‘76543271’).

» You must set both System Manager ID and System Password to manage the
operations of the machine.

« If the Language Switch setting is set to ‘On’, some characters are restricted and
cannot be entered. To enter all characters, set the Language Switch setting to ‘Off’.
(See Chapter 3, “Configuring the Machine's Basic Settings,” in the Reference Guide.)

1-4 Setting System Management Mode



&> NOTE

« If the optional Copy Card Reader-F1 is attached, 1000 sequential numbers used as
the card IDs cannot be used for the System Manager ID.

o For instructions on how to enter characters using the on-screen keyboard, see
Chapter 2, “Basic Operations,” in the Reference Guide.

o The default settings are as follows:
- System Manager ID: 7654321
- System Password: 7654321

Press @ (Additional Functions)
— [System Settings].

[7] Select an Additional Functions feature.

‘Gommon Settings ’g ‘Gopy Settings

Timer Settings Communications
Settings

Cleaning

‘.l’«djus‘cment,If ’g ‘Printer Settings >§

Report Settings Address Book
Settings

‘ System Settings

Done uJ

2 R —— Enter the System Manager ID and
BoEnter e systen faer D Passiod |- System Password using © - @
(numeric keys).

U Press [System Manager ID] — enter the

System
pysten E |_ System Manager ID.
After entering your ID and Password, press D Press [SyStem Password] — enter the

the I Key. Make sure to log out after the System Password
operation by pressing the ID Key again. -

Cancel

System Monitor

3 Press (© (Log In/Out) on the machine’s control panel.

Setting System Management Mode 15
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Before You Start H

[zl Select the System Setting features.

System Manager >§ Device Info ’g
Settings Settings

Department
ID Manacement

Communications é Forwarding ’g
Settings Settings
vl e Cow

m System Managemsnt Mode System Manitor

[)(System Manager] (Max 32 characters)

m System Management Mode

System Monitor

6 IWE coiecd bt coicbein b Feed s

(=] [System Manager Settings]

anager

Use the numeric keys.

Password .
.......................................... i Tse the numeric keys.

%Not required it klank

R %Not reguired it hiank

Cancel

m System Management Mode System Manitor

&> NOTE

Press [System Manager
Settings].

Press [System Manager] — enter
the System Manager’s name —
press [OK].

&> NOTE

You can enter a maximum of 32
characters for the name.

Press [System Manager ID] —
enter a number (up to seven
digits) using © - ® (humeric
keys).

You cannot store a System Manager ID that
only consists of zeros, such as <0000000>.
If you enter fewer than seven digits, the

machine stores the System Manager ID
with leading zeros.

Example: If <02> or <002> is entered,
<0000002> is stored.

If you make a mistake when entering the ID, press © (Clear) = enter the correct

number.

1-6
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(&1 [System Manager Settings]

System
Marager I nianager

Sy=tem
Manager 1D

| 7E54321 %Not required it blank

lze the numeric keys.
. %Not required it blank

Uze the numeric keys.

C

m System Management Mods

System Monitor

K J)
Zl

Press [System Password] —
enter a number (up to seven
digits) using © - ® (numeric
keys) — press [OK].

You cannot store a password that only
consists of zeros, such as <0000000>.

If you enter fewer than seven digits, the
machine stores the password with leading
Zeros.

Example: If <02> or <002> is entered,
<0000002> is stored.

To cancel storing the System Manager Settings, press [Cancel].

&> NOTE

If you make a mistake when entering the password, press © (Clear) = enter the

correct password.

8 Press (Reset) to return to the top screen.

Operating the Machine in System Management Mode

This section describes how to operate the machine in the System Management

mode.

&> NOTE

¢ When the operation is complete, be sure to press (Log In/Out) to log out of the

System Management mode.

* The machine automatically logs out of the System Management mode after the Auto
Clear time has elapsed. For details about the Auto Clear mode, see Chapter 3,
“Configuring the Machine’s Basic Settings,” in the Reference Guide.

When Department ID Management Is Enabled and User ID

Management Is Disabled

When Department ID Management is enabled, the System Manager ID is handled as one of
the departments. Follow the procedure below to log in as the System Manager.

Setting System Management Mode 1-7
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1 Enter the System Management ID

%Enter the Department ID and Password using the

nUmeric. keys. and password using © - (®
(numeric keys).
Q Press [Department ID] = enter the

Password g I_‘ System Manager ID.

_ U Press [Password] — enter the System
After entering your D and Password, press

the I Key. Make sure to log out after the Password.
operation by pressing the ID Key again.

Sy=tem Monitor

2 Press @ (Log In/Out).

The machine enters the System Management Mode.

Feady to copy.

m System Management Mode System Manitor

When Both Department ID Management and User ID Management
Are Disabled

1 Press @ (Additional Functions) — [System Settings].

2 T o e T Enter the System Management ID
G Bt e Spewen jeyzoer D ond Pesere |- and password using © - @
(numeric keys).

U Press [System Manager ID] = enter the

e g | System Manager ID.

After entering your 1D and Password, press Q Press [SyStem Password] — enter the

the I Key. Make sure to log out after the System Password
operation by pressing the ID Key again. :

Cancel

System Monitor

Setting System Management Mode



3 Press (® (Log In/Out).

The machine enters the System Management Mode.

(&1 Select the System Setting features.

Device Info
Settings

Syetem Manager
Settings

Department
I Management

Communications
Settings

173 [ ][ ]

m System Management Mode

System Monitor

When User ID Management Is Enabled

(M MPORTANT

If User ID Management is enabled, only users registered as “System Manager” can

change the System Settings by logging in to the machine with their User ID and
password. In this case, you cannot log in as the System Manager by entering the

System Manager ID and System Password.

Enter the User I and Password.

User 1D E I

Passward E I

After entering your ID and Password, press
the ID Key. Make sure to log out after the
operation by pressing the I Key again.

&> NOTE

For instructions on how to enter characters using the on-screen keyboard, see

Enter the User ID and password.

U Press [User ID] = enter the User ID of

the user registered as the System

Manager — press [OK].

O Press [Password] = enter the password

for the above user — press [OK].

Chapter 2, “Basic Operations,” in the Reference Guide.

Setting System Management Mode
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2 Press (o (Log In/Out).

The machine enters the System Management Mode.

Feady to copy.

100%  Auto ]

System Monitor
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Ligﬁe Registration

To activate certain functions in your machine, it is necessary to register a license
key in License Registration in System Settings (from the Additional Functions
screen).

Obtaining a License Key

A license key can be obtained by using a web browser to access the license
management system. Access the system by entering the following URL:
http://www.canon.com/Ims/license/

Before You Start

B Administration Numbers That Are Necessary to Obtain a License Key

Follow the procedure displayed on the screen. The following administration
numbers are necessary to obtain the license key:

eLicense Access Number

Check the License Access Number Certificate that is included in the provided
package.

e Device Serial Number

Press [Counter Check] on the machine's control panel to view the device serial
number.

[Courter Check]

112+ Total (Black/Large) 00012345
113 :  Total (Black/Small) 00012345
501 : Sgan (Total 1) 00012345

3011 Print (Total 13 00012345

‘(Serial Number ##H#00001) ’

| oo ]

System Monitor

License Registration 1-11
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Registering a License Key

You need to register a license key in your machine to activate certain functions.

(M MPORTANT

To make changes to the System Settings, enter the System Management mode. For
details, see “Operating the Machine in System Management Mode,” on p. 1-7.

1 Press @ (Additional Functions) — [System Settings].

2

(] Select the System Setting features.

StoredPrint When Femote Ul
Forwarding On/0ff

Restrict the é uto online/ >§
Send Function Offline

Register LDAP é Job Log Display
Server
Memary Media ’E ‘License
Send Log Hegistratiun b
3( v ) [Cooe_J
m System Management Mode System

Press [V ] or [A] until [License
Registration] appears — press
[License Registration].

A caution message for the license
registration procedure appears.

3 Confirm the message and press [OK].

4 W oottt ot roddion et
[ &% [License Registration]

= ~\
(forzz ] - [oza ] - jorza ] - [miza ] - pers ] - [miza )

’Tg m Backspace g

” Start )

m System Management Mode

System Monitor

(M MPORTANT

Enter the license key using © -
©® (numeric keys) — press
[Start].

[4][»] Press to move the position of

the cursor.

[Backspace]: Press to delete the last
number entered.

The message <Installation was
successful.> appears.

A caution message is displayed while the machine is in process. Wait until [OK] is
displayed in the screen and proceed to step 5.
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&> NOTE

o If the message <The value for the license key is not correct. Check the license key.> is
displayed, press [OK] — enter the correct license key.

o If the message <There are not enough features required for installation.> is displayed,
the license key cannot be registered. Press [OK], and then cancel the registration.
Check if the required option or function is properly installed in the machine.

5 Press [OK].

6 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Sy Requirements

This section describes the system environments with which the machine is
compatible.

&> NOTE

By connecting the machine to the network, its settings and operations can be
performed on computers using the Remote Ul. For more information on the Remote
Ul, see the Remote Ul Guide.

Printing or Sending a Fax from a Computer

The following system environments are compatible when printing or sending a fax
from a computer:
¢ Compatible OS

- Microsoft Windows 2000 Professional

- Microsoft Windows XP Professional

- Microsoft Windows XP Home Edition

- Microsoft Windows Vista Ultimate

- Microsoft Windows Vista Business

- Microsoft Windows Vista Home Premium

- Microsoft Windows Vista Home Basic

- Microsoft Windows Vista Enterprise

- Microsoft Windows 7 Starter Edition

- Microsoft Windows 7 Home Basic

- Microsoft Windows 7 Home Premium

- Microsoft Windows 7 Professional

- Microsoft Windows 7 Enterprise

- Microsoft Windows 7 Ultimate

- Microsoft Windows 2000 Server

- Microsoft Windows Server 2003

- Microsoft Windows Server 2008

- Mac OS X 10.4.9 or later (Only printing is available on a Macintosh computer.)
e Compatible computers

- Any computer that runs the above systems
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e Compatible protocol
- TCP/IP

(M MPORTANT
¢ Sending faxes from a computer is available only when the optional Super G3 Fax
Board-AG1 is attached to the machine.
o If you are using Windows 2000, you need to install Service Pack 4 or later.

Using E-Mail/I-Fax

The system environments listed below are compatible with the e-mail/I-fax
functions.

e Compatible mail forwarding server software
- Sendmail 8.93 or later (UNIX)

- Microsoft Exchange Server (Windows)
(Microsoft Exchange Server 5.5 + Service Pack 1 or later)

- Lotus Domino R4.6 or later (Windows)
e Compatible mail receiving server software
- Qpopper 2.53 or later (UNIX)

- Microsoft Exchange Server (Windows)
(Microsoft Exchange Server 5.5 + Service Pack 1 or later)

- Lotus Domino R4.6 or later (Windows)

@ MPORTANT
o To send e-mails or I-faxes with the imageRUNNER 2545/2535/2530/2525/2520, the
Send function must be activated with the optional Color Send Kit-Y1.
o If you are using Windows 2000, you need to install Service Pack 4 or later.

&> NOTE

¢ The machine sends e-mail or I-fax messages to mail servers using SMTP.
The machine can receive incoming messages from a mail server using the POP3
protocol or directly using the machine’s own SMTP receiving function.
If the latter method is used, it is not necessary for the mail server to support the POP3
protocol.

e The machine can receive I-fax, e-mail messages in text format, and TIFF-F and JPEG
files attached to e-mail messages in text format.
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Sending Data to a File Server

The system environments listed below are compatible with sending data from the
machine to a file server.

B When using TCP/IPv4 network (when sending data to an FTP server)

e Compatible servers
- Microsoft Windows XP Professional and Internet Information Services 5.1
- Microsoft Windows Vista Ultimate and Internet Information Services 7.0
- Microsoft Windows Vista Business and Internet Information Services 7.0
- Microsoft Windows Vista Enterprise and Internet Information Services 7.0
- Microsoft Windows 7 Ultimate and Internet Information Services 7.5
- Microsoft Windows 7 Professional and Internet Information Services 7.5
- Microsoft Windows 7 Enterprise and Internet Information Services 7.5
- Microsoft Windows 2000 Server and Internet Information Services 5.0
- Microsoft Windows Server 2003 and Internet Information Services 6.0
- Microsoft Windows Server 2008 and Internet Information Services 7.0
- Microsoft Windows Server 2008 R2 and Internet Information Services 7.5
- Solaris Version 2.6 or later
- Red Hat Linux 7.2
-Mac OS X
- FTP server for iW Gateway

e Compatible protocol
- TCP/IP

@ wPORTANT
¢ To send data to a file server with the imageRUNNER 2545/2535/2530/2525/2520, the
Send function must be activated with the optional Color Send Kit-Y1.
« If you are using Windows 2000, you need to install Service Pack 4 or later.
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B When using TCP/IPv6 network (when sending data to an FTP server)
e Compatible servers
- Solaris Version 9 or later
- Red Hat Enterprise Linux AS/ES/WS 4.0 or later
- Mac OS X 10.3 or later
¢ Compatible protocol
- TCP/IPv6

B When using SMB network (when sending data to a shared folder)
« Compatible operating system
- Microsoft Windows 2000 Professional
- Microsoft Windows XP Professional
- Microsoft Windows XP Home Edition
- Microsoft Windows Vista Ultimate
- Microsoft Windows Vista Business
- Microsoft Windows Vista Home Premium
- Microsoft Windows Vista Home Basic
- Microsoft Windows Vista Enterprise
- Microsoft Windows 7 Starter Edition
- Microsoft Windows 7 Home Basic
- Microsoft Windows 7 Home Premium
- Microsoft Windows 7 Professional
- Microsoft Windows 7 Enterprise
- Microsoft Windows 7 Ultimate
- Microsoft Windows 2000 Server
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
e Compatible protocol
- NetBIOS over TCP/IP

System Requirements
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Checking Your Network Environment

The diagram below shows an example network. Confirm the details of the network
environment connected to the machine, and then perform the necessary
operations.

Use TCP/IP to set up the network connected to the machine.

In addition to IPv4 (Internet Protocol Version 4), the machine also supports IPv6
(Internet Protocol Version 6), and has a dual stack configuration that enables it to
communicate with both IPv4 and IPv6 networks. The functions of IPv4 are always
enabled, and you can select whether to use the functions of IPv6.

For details, see Chapter 2, “Connecting the Machine to a TCP/IP Network.”

Windows 2000 Windows XP  Windows Vista

| | | Protocol: TCP/IP
=0
L]
Windows Server 2008 The Machine

@ MPORTANT
If you want to use the machine as a network scanner, it must be connected to a
computer over an IPv4 network.

&> NOTE

The sample network connection diagram above shows a Windows-based network

environment. The machine works best in a Windows-only environment, but can be
used in a network of different operating systems as well, including Windows, UNIX,
Linux, and Mac OS X. (See “System Requirements,” on p. 1-14.)
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Se rocedure

Follow the procedure described below to set up the machine to use its functions.

(M MPORTANT
e It is recommended that the network administrator perform the following procedures.
o Use the machine’s control panel if you are configuring the protocol settings for the first
time. After configuring the protocol settings, you can change the content by using the
Remote UI.

Connecting the Machine to a Network

Follow the setup procedure described here to connect the machine to a TCP/IP
network.

1 Network Cable Connection (See Chapter 2, “Before You Start Using the
Machine,”’ in the User’s Guide.)

Connect the machine to the network using network cables.

Interface Settings (See “Interface Settings (Ethernet Driver),” on p. 2-2.)

H

Specify the interface settings for communication between the machine and computers on your network. To
specify the settings, use:

e The machine’s control panel
* The Remote Ul (via a web browser)

Communication Environment Settings (See “Communication Environment
Settings,” on p. 2-5.)

H

Set up a configuration for communication between the machine and computers on your network. To specify
the settings, use:

* The machine’s control panel
* The Remote Ul (via a web browser)

IEEE802.1X Authentication Settings (See “IEEE802.1X Authentication
Settings,” on p. 2-9.)

H

If access to your network requires authentication to a RADIUS server, specify the settings of IEEE802.1X
authentication.

IP Address Settings (See “Specifying the Machine’s IP Address,” on p. 2-15.)

H

Specify the machine’s network address and establish a connection to a computer on your network. Any of
the following can be used to specify the settings:

* The machine’s control panel (Additional Functions menu)
* The Remote Ul (via a web browser)
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Setting up the Machine for Printing/Sending Faxes from a
Computer

Follow the setup procedure described here to set up the machine for printing and
sending faxes from a computer.

(M MPORTANT

¢ Sending faxes from a computer is available only when the optional Super G3 Fax
Board-AG1 is attached to the machine.

o If you are printing from a computer over a TCP/IP network, you can use the following
application protocols:
-LPD
- Raw (Windows 2000/XP/Vista/7/Server 2003/Server 2008 only)
- WSD (Windows Vista/7/Server 2008 only)

&> NOTE

For details about system requirements, see “Printing or Sending a Fax from a
Computer,” on p. 1-14.

Connect the machine to a computer

e Connection via a network
Follow the procedure described in “Connecting the Machine to a Network,” on p. 1-19.

e Connection via a USB cable*
Follow the procedure described in Chapter 1, “Machine Installation,” in the User’s Guide.
* In this case, proceed to step 3.

2 Set up the machine according to your network environment (See Chapter 3,
“Setting up the Machine for Your Network Environment.”)
Any of the following can be used to specify the settings:

e The Machine’s control panel (Additional Functions menu)
e The Remote Ul (via a web browser)

3 Install drivers in the computer (See “Setting up a Computer for Printing/
Sending a Fax,” on p. 5-2.)
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Setting up the Machine to Use the E-Mail/lI-Fax Functions

Follow the setup procedure described here to set up the machine to use the e-mail
and I-fax functions.

(M MPORTANT
To send e-mails or I-faxes with the imageRUNNER 2545/2535/2530/2525/2520, the
Send function must be activated with the optional Color Send Kit-Y1.

&> NOTE

For details about system requirements, see “Using E-Mail/l-Fax,” on p. 1-15.

Connect the machine to a network

Follow the procedure described in “Connecting the Machine to a Network,” on p. 1-19.

2 Set up the machine according to your network environment (See Chapter 3,
“Setting up the Machine for Your Network Environment.”)

Any of the following can be used to specify the settings:
e The Machine’s control panel (Additional Functions menu)
* The Remote Ul (via a web browser)
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Setting up the Machine for Sending Data to a File Server

Follow the setup procedure described here to set up the machine for sending data
to a file server (FTP or a shared folder).

(M MPORTANT
To send data to a file server with the imageRUNNER 2545/2535/2530/2525/2520, the
Send function must be activated with the optional Color Send Kit-Y1.

&> NOTE

For details about system requirements, see “Sending Data to a File Server,” on
p. 1-16.

Connect the machine to a network

Follow the procedure described in “Connecting the Machine to a Network,” on p. 1-19.

2 Set up the machine according to your network environment (See Chapter 3,
“Setting up the Machine for Your Network Environment.”)

Any of the following can be used to specify the settings:
e The Machine’s control panel (Additional Functions menu)
e The Remote Ul (via a web browser)

Set up a file server

« To send data to an FTP server:
See “Setting File Server (FTP),” on p. 5-7.
« To send data to a shared folder:
See “Setting File Server (File Sharing),” on p. 5-18.
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Connecting the Machine

CHAPTER

This chapter describes the settings and procedures necessary for connecting and using the
machine with a TCP/IP network.

(M MPORTANT
To make changes to the System Settings, enter the System Management mode. For
details, see “Operating the Machine in System Management Mode,” on p. 1-7.

Interface Settings (Ethernet Driver) . ... .. i e 2-2
Communication Environment Settings . .. ....... ... 2-5
IEEE802.1X Authentication Settings . ...........c. i 2-9
Selecting the IEEE802.1X Authentication Method . .. ...... ... ... ... ... .. .. ....... 2-10
Specifying the Machine’s IP Address . . ...t 2-15
Setting IPv4 AdAress . .. .o 2-15
Setting IPVB AdAress . . . ..o 2-18
Checking the Network Connection. . . ... ... 2-22
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Int

ce Settings (Ethernet Driver)

After physically connecting the machine to a network, you must specify the
communication mode (Half duplex/Full duplex) and Ethernet type (10BASE-T/
100BASE-TX). You can also set the machine to automatically select these settings.

(M MPORTANT

o If you are configuring the interface settings for the first time, use the machine’s control
panel. After configuring the protocol settings, you can change the content by using the
Remote Ul. For instructions, see the Remote Ul Guide.

* Changes made to Interface Settings become effective when the machine is restarted.
To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start

Using the Machine,” in the User’s Guide.

[zl Select the System Setting features.

System Manager ’g Device Info

Settings Settings
Department User 10
ID' Management Management
‘ Network
5

Communications Farwarding
Settings Settings

/9 | w1 e ] [ Done

J|

m System Management Mode

System Monitor

[ (Network Settings] Effective after ON/OFF

- - ]
Ethernet Driver Settings | g
E-mailf I-Fax m

Startup Time Settings
> Ogecis) m

[EEEB0Z.1¥ Settings m

e (| e - o J

m Systen Management Mode

System Monitor

Press @ (Additional Functions)
— [System Settings] — [Network
Settings].

Press [¥] or [ A] until [Ethernet
Driver Settings] appears — press
[Ethernet Driver Settings].
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3 Specify the communication mode.

@ If you want the machine to automatically determine the communication
mode (Half duplex/Full duplex) and Ethernet type (10BASE-T/
100BASE-TX):

U Press [On] for <Auto Detect>.

A dimiel e Cmddbivnin ] Cffmmdinim mfdmee AR AACT

Auto Detect

Communication

Ethernet
Type

MAL Address 313233243536

m System Management Mode

System Monitor

@ If you want to manually specify the communication mode (Half duplex/
Full duplex) and Ethernet type (10BASE-T/100BASE-TX):

_—— QO Press [Off] for <Auto Detect>.

[ [Ethernet Driver Settings] U Press [Half Duplex] or [Full Duplex] for
futa Detect <Communication Mode>.

Communication

U Press [Full Duplex] if you want to

Madle alternately send and receive. Press [Half
%‘thernet 5 Duplex] if you want to simultaneously
2 .
....... i A send and receive.
MAC Address 313233243538

U Press [10 Base-T] or [100 Base-TX] for

K J <Ethernet Type>.

m System Management Mods

System Monitor

@ MPORTANT
Connect the cable with the power OFF. Even when you set <Auto Detect> to ‘On’, the
Auto Detect function will not work correctly if you reconnect the network cable (for
example, to a different Ethernet hub) with the power ON.

&> NOTE

¢ The default setting is ‘On’. Use the [Off] setting when you want to specify a particular
Ethernet setting.
o The above screen also allows you to check the machine’s MAC address.
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4 Confirm the settings you specified — press [OK].

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Co

unication Environment Settings

Specify the SNMP (Simple Network Management Protocol) and dedicated port
settings so that you can configure and browse machine settings from a computer
on the network.

This machine supports SNMPv1, and SNMPv3 with enhanced security and
authentication. You can enable both SNMPv1 and SNMPv3 at the same time,
depending on your needs.

@ MPORTANT

o If you are configuring the settings for the first time, use the machine’s control panel.
After configuring the settings, you can change them using the Remote Ul. For
instructions, see the Remote Ul Guide.

¢ Changes made to SNMP Settings and Enable Dedicated Port become effective when
the machine is restarted. To restart the machine, turn it OFF, wait at least 10 seconds,
and then turn it ON. For instructions on how to turn the machine ON and OFF, see
Chapter 2, “Before You Start Using the Machine,” in the User’s Guide.

« If you want to use a Canon printer driver or utility, select ‘On’ for both [Use SNMP v. 1]
and [Enable Dedicated Port] (for IPv4 only).

¢ You can restrict the IP addresses and/or MAC addresses of computers on which items
can be set or browsed. If you restrict these addresses, it is not possible to use the
Remote Ul to set or browse detailed information from computers other than those
whose IP addresses are allowed, regardless of the SNMP and dedicated port settings.
For details, see “Restricting Access from Computers on the Network,” on p. 6-21.

» The settings for SNMPv3 can be specified only on the Remote Ul. (See Chapter 4,
“Customizing Settings,” in the Remote Ul Guide.)

» The settings for SNMPv3 can be specified only when SSL communication is enabled.
See the following information on the SSL communication settings.
- “Managing Key Pairs and Digital Certificates,” on p. 3-20
- “Setting the Default Key for SSL Communications,” on p. 3-35
- Chapter 2, “Managing Jobs and Machine Data,” in the Remote Ul Guide

&> NOTE

For instructions on how to enter characters using the on-screen keyboard, see
Chapter 2, “Basic Operations,” in the Reference Guide.
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Select the System Setting features.

Device Info
Settings

J

Sy=tem Manager é
Settings

Department
1D Management

Hetwork

User 1D
Management

B —
Communications Farwarding ;E
Settings Settings

13 [ [ ] [

Done J||

m System Management Mode

Sy=tem Monitor

Metwork Settings] Effective after OM/OFF

TCP/IP Settings

[

SME Settings

.

SMMP Settings

—

Enahle Dedicated Port
» 0n

L]

m System Management Mode

Press @ (Additional Functions)
— [System Settings] — [Network
Settings].

Press [SNMP Settings].
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3 Select whether or not to use SNMP.

@ If you want to set or browse the machine’s settings from a computer:

@ [CHWR Sattinne ]
mllze SHMP w. 1

|Eommunity Name 1 >§ Ipublic
mifritable SHMP 1 an §
|Eommunity Mame 2 >§ |

mifritable SHMP 2

o DET Printer Managemert
Information from Host

Cancel

m System Management Mode

System Monitor

@ MPORTANT

U Press [On] for <Use SNMP v. 1>.

U To change the community name, press
[Community Name 1] or [Community
Name 2] — enter the community name
using the on-screen keyboard — press
[OK].

U If you want to allow the computers on the
network to access the machine and
modify its settings, press [On] for
[Writable SNMP 1] or [Writable SNMP 2].

Q If you are using Windows Vista/7 and set
[Standard TCP/IP port] for the printer
driver port, and want to enable the
SNMP port monitoring function to
automatically obtain printer management
information such as information on
application protocols and printer ports,
press [On] for <Get Printer Management
Information from Host>. Otherwise,
press [Off].

QO Press [OK].

If you want to use SNMPV3, specify the settings on the Remote UI. The settings for
SNMPvV3 can be specified only on the Remote Ul. (See Chapter 4, “Customizing
Settings,” in the Remote Ul Guide.)

@ If you do not want to set or browse each item of the machine with a utility
that uses SNMP to obtain information:

(2] [ShHP Settings]
mllze SWMP v, 1

-

.§ I public

mifritable SHMP 1

|

mifritable SNMP 2

Get Printer Management
Information from Host

Cancel

m System Management Mods

U Press [Off] for <Use SNMP v. 1> = [OK].

@ MPORTANT
If you do not want to use SNMP, make
sure that the SNMPv3 is also disabled
on the Remote Ul. (See Chapter 4,
“Customizing Settings,” in the Remote
Ul Guide.)
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Metwork Settings] Effective after OM/OFF

TCP/IP Settings m
SME Settings m
SMMP Settings m
Enahle Dedicated Port 3
» 0n |Wm§

|

System Monitor

m System Managemsnt Mode

Press [Enable Dedicated Port].

@ If you want to set or browse the machine’s settings from a computer:

P bl e Db bicar ] Tffmmbivim mfbmne ORLAACT

[Erable Dedicated Port]

Cancel

m System Management Mode

System Monitor

U Press [On] = [OK].

@ If you do not want to set or browse the machine’s settings from a

computer:
4 Press [Off] = [OK].

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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IE

2.1X Authentication Settings

IEEE802.1X is a standard for port-based network access control, which realizes a
local area network secured with a robust authentication system. A typical 802.1X
network consists of a RADIUS server (authentication server), LAN switch
(authenticator), and client devices with authentication software (supplicant).

Authentication Server
Supplicant (Machine) A RADIUS server collectively manages
A supplicant device authenticates itself the authentication information and
to the authentication server by providing verifies the identity of the supplicant

a user name/password or a digital device.
certificate.

Authenticator
A wired switch or wireless access point

allows/blocks access to the network

depending on the authentication result. Network

The machine can connect to an 802.1X network as a client device. After installing
and registering the required key pair and digital certificates, select the method of
EAP (Extensible Authentication Protocol). The EAP methods supported by the
machine are outlined below.

&> NOTE

» Key pairs and digital certificates can be installed from a web browser (Remote Ul).
(See Chapter 2, “Managing Jobs and Machine Data,” in the Remote Ul Guide.)

o Key pairs and digital certificates can be registered both with the control panel and from
a web browser (Remote Ul).

¢ You cannot set EAP-TLS and EAP-TTLS/PEAP at the same time.

B EAP-TLS (Transport Layer Security)

Authentication using the EAP-TLS method requires both the client machine and
the RADIUS server to issue their digital certificates to each other. The key and
certificate (in PKCS#12 format) sent from the machine are verified using the CA
certificate on the RADIUS server. The server certificate sent from the RADIUS
server is verified using the CA certificate on the client.

IEEE802.1X Authentication Settings 2-9
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B EAP-TTLS (Tunneled TLS)

EAP-TTLS requires only the RADIUS server to issue a digital certificate. The
server certificate sent from the RADIUS server is verified using the CA certificate
on the client machine. The client machine is required to provide the user name/
login name and password in order to authenticate itself to the server. As an
internal authentication protocol, MS-CHAPv2 or PAP is available for selection.

B PEAP (Protected EAP)

When PEAP is selected, only the RADIUS server issues a digital certificate. The
server certificate sent from the RADIUS server is verified using the CA certificate
on the client machine. The client machine is required to provide the user name/
login name and password in order to be authenticated by the server. With PEAP,
the machine uses MS-CHAPV2 as the internal authentication protocol.

Selecting the IEEE802.1X Authentication Method

Follow the procedure below to enable the IEEE802.1X authentication and select

the EAP method.

&> NOTE

¢ Before you select the IEEE802.1X Settings, make sure that the required key pairs and
digital certificates are registered in the machine. (See “Managing Key Pairs and Digital

Certificates,” on p. 3-20.)

o If you are going to select EAP-TLS, install and register the key and certificate
beforehand. (See Chapter 2, “Managing Jobs and Machine Data,” in the Remote Ul

Guide.)

[zl Select the System Setting features.

Device Info
Settings

J

System Manager >§
Settings

Department

User 1D
Hanagement

Farwarding

Communications
Settings

Settings

1/8 | w1 e | [ tore

m System Managemsnt Mode

System Monitor

Press @ (Additional Functions)
— [System Settings] — [Network
Settings].
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PRl hetwork Settings] Effective after OMSOFF Press [A] or [v] until
[IEEE802.1X Settings] appears —

Ethernet Driver Settings
e i 4 press [IEEE802.1X Settings].

Startup Time Settings
»  Osecls) m
[EEERDZ.1¥ Settings |_§
272 . il

2l

m System Management Mods

System Monitor

Press [On] to enable the
IEEE802.1X authentication —
press [Next].

(2] [IEEES02.1% Settings]

[ cancel  |[«  Back [ hest I»||J

m System Management Mode

System Monitor

B trrras 1 ceriree | Press [Login Name] — enter the
\Login Newe__ ] [anon | login name (up to 24 characters).

mllze TLS

3 . BNO Settings
mllze TTLS ullse PEAP

|

[ cancel  J[« Bk [ ok J

m System Management Mode
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5 Select the desired EAP method.

® To set EAP-TLS:

= _ U Press [On] for <Use TLS>.
[l [EEEB0Z.1% Settings]

[Login Mame ] [canon | U Press [Key and Cert.].
mlze TLS

[Fey and Cert. y3)oNo Settings
mllse TTLS mlise PEAP
[ §|“ 1 [z qfaee 4
' Bl |
ol |

[ cancel  J[« Bk [ ok ]

m System Management Mode System Manitor

Q Select the key pair you want to use —
press [Set as Def. Key].

&> NOTE

o If you want to check the details of
each certificate, select the desired
key pair and press [Cert. Details]. On
the Certificate Details page, pressing
[Cert. Verif.] enables you to check

whether the selected certificate is

: expired or not.

o If you want to check what a key pair
on the list is being used for, select the
desired key pair and press [Display
Use Loc.].

O Press [Yes].

U Press [Done] to return to the
IEEE802.1X Settings screen.

[l [Mey and Certificate]
[Key Hame [Use [Certificate |
% keynan off

Set as Cert.
Def, Ke Details

m System Management Mode

System Monitor

[Key and Certificate]

I

Is it 0K to set the selected
key as the default key?

Vs g ‘ No g E

m System Management Mode System Monitor
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[IEEEB02.1% Settings]

[Login Name b%lcanon |
mlze TLS

[key and Cert. \d ©keyname
mllze TTLS mllse PEAP

g 1 [me e ]

[ Cancel ] [1 Back [

m System Management Mode System Monitor

® To set EAP-TTLS:

[IEEEB0Z.1% Settinas]

[Login Name d [Canon |
mllze TLS

F io Settings

mllza TTIS ullze PEAP

|E|n_

[TTLS Settings (TTLS Internal Protocal]

Cancel

m System Management Mode

[IEEEB0Z. 1% Settings]
[Login Name d [Canon

mllze TLS

io Settings

mllse TTLS = lise PEAP
o [ W o7 |
Login Name
[Lser o [userot || a5 lser Name
[Passward W e —— | ]
[ cancel  |[«  Back w4
|

System Monitor

m System Management Mods

4 Press [OK].

QO Press [On] for <Use TTLS>.

U Press [MSCHAPvV2] or [PAP] to select
the internal authentication protocol —
press [OK].

QO Press [User] = enter the user name (up

to 24 characters) specified on the
RADIUS server. If you want to set the
login name as the user name, press
[Login Name as User Name].

U Press [Password] = enter the user

password (up to 24 characters) specified

on the RADIUS server.
U Press [OK].

IEEE802.1X Authentication Settings
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® To set PEAP:

[ [EEES02. 1% Settings]

[Login Mame [canon

IhNo Settings

ger 1

mllea PRAP

(0, i

[User il

Login Mame
as User Mame

[Password dl

[ cancel J[« Bak [0k

m System Management Mode

] [IEEE30Z.1% Settings]

[Login Mame 4 |canan

mllse TLS

INo Settings

mllse TTLS mlise PEAP

M (o I
ogin hame
[User | | 26 Lser Nane

|PaSSWDrd ,.g I Hdhh A

[ Cancel ] [4 Back

[ ® J
Zl

m System Management Mode

System Monitor

6 Restart the machine.

U Press [On] for <Use PEAP>.

U Press [User] = enter the user name (up
to 24 characters) specified on the
RADIUS server. If you want to set the
login name as the user name, press
[Login Name as User Name].

U Press [Password] — enter the user
password (up to 24 characters) specified
on the RADIUS server.

O Press [OK].

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Speeifying the Machine’s IP Address

Before specifying the machine’s protocol settings, you must assign the machine an
IP address to enable communication between the machine and computers.

(M MPORTANT

o Before you perform the operations described in this section, make sure that the
machine is turned ON and physically connected to the network.

« If you are configuring the settings for the first time, use the machine’s control panel.
After configuring the settings, you can change them using the Remote Ul. For more
information on Remote Ul, see “Managing the Machine,” on p. 9-11.

e Changes made to IP Address Settings become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

» Functions that communicate with external servers on the internet may not be able to
access them due to firewall settings, etc. In this case, consult your network
administrator.

> NOTE

For instructions on how to enter characters using the on-screen keyboard, see
Chapter 2, “Basic Operations,” in the Reference Guide.

Setting IPv4 Address

This section describes how to set the IPv4 address from the control panel. After
configuring the TCP/IPv4 settings, make sure that the network connections are
properly set. (See “Checking the Network Connection,” on p. 2-22.)

> NOTE

‘DHCP’ is selected as default.
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Press @ (Additional Functions)
Sy=tem Manager é Device Info >§ - [SyStem Settlngs] - [NetWOI'k
settings Settings SettlngS]

Department User D
1D Menagenent Management

Hetwork
Settings

Communications Farwarding E
Settings Settings

173 [ J[ o | [oome )

23 Select the System Setting features.

m System Management Mode System Monitor

R Press [TCP/IP Settings] — [IPv4
Gl Settings] — [IP Address
I Address Settings |—§" Settings].

PING Command m
P &ddress Range Settings
o I

System Monitor

m System Management Mode

3 e e Specify the relevant items for
<5 %[IP Address Settings] Use the numeric keys. your System.

182 168, 0L 21

EEET

[catenay adoress 1 [ 192 168, . 254 |

: 4 g > § Backspace g

m System Management Mode

System Monitor

@ Using a fixed IP address:
U Disable [DHCP], [RARP], and [BOOTP].
QO Press [IP Address].
Q Enter the IP address using (© - (9) (numeric keys).
0 Specify the [Subnet Mask] and [Gateway Address] settings in the same way.
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® Using DHCP:
U Press [DHCP].
U Enter the IP address, subnet mask, and gateway address.

If this information cannot be obtained via DHCP after you restart the machine, the
settings entered in this step are used.

® Using RARP:

U Press [RARP].
U Enter the IP address, subnet mask, and gateway address.

If this information cannot be obtained via RARP after you restart the machine, the
settings entered in this step are used.

® Using BOOTP:
O Press [BOOTP].
U Enter the IP address, subnet mask, and gateway address.

If this information cannot be obtained via BOOTP after you restart the machine, the
settings entered in this step are used.

&> NOTE

¢ Only one of the DHCP, BOOTP, or RARP settings can be selected at any one time.

e Even if you press [DHCP], [BOOTP], or [RARP], enter an IP address, subnet mask,
and gateway address. If this information cannot be obtained from the DHCP, BOOTP,
or RARP server, the settings entered in this step are used.

o If the machine is restarted after DHCP, BOOTP, or RARP settings are complete, the
TCP/IP Settings screen displays the IP address setting values obtained from the
DHCP, BOOTP, or RARP server. (If the IP address, host name, and domain name
have been previously set, these will be overwritten by the setting values obtained from
DHCP, BOOTP, or RARP))

o If you use DHCP without the DNS dynamic update function, it is recommended that an
identical IP address be assigned to the machine at all times. (If the IP address is not
identical, the host name for the machine will not be able to correspond to the IP
address.)

o |t takes about two minutes to check whether the DHCP, BOOTP, or RARP settings can
be used. If you do not plan to use one of these settings, it is recommended that you
turn them off.

4 Confirm the settings you specified — press [OK].

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Setting IPv6 Address

This section describes how to set the IPv6 addresses from the control panel. After
configuring the TCP/IPv6 settings, make sure that the network connections are
properly set. (See “Checking the Network Connection,” on p. 2-22.)

With IPv6 communication, multiple IPv6 addresses can be used at the same time.
The machine can use up to seven of the following IPv6 addresses:

eLink local address (1)
An address that is only valid within a subnet or link. A link local address is
automatically set using a specific prefix (fe80::) and an interface identifier
generated from the MAC address of the machine. When the machine is using the
functions of IPv6, one link local address is always registered.

eManual address (0 or 1)
A fixed address that is set from the control panel.

o Stateless address (0 to 6)
A stateless address is automatically set using the machine’s MAC address and
the prefix (information indicating the network belonged to) included in the RA
(Router Advertisement) notified by the router when the machine is started.

¢ Stateful address (0 or 1)
A stateful address can be obtained from a DHCP server using DHCPv6.

(M MPORTANT
« You should always use the functions of IPv4 even when using that of IPv6.
¢ You can specify an IPv6 address from the machine’s control panel in abbreviated form,
but it cannot be displayed on the touch panel display in abbreviated form.

1 Press @ (Additional Functions) — [System Settings] — [Network

Settings].
For help, see step 1 in “Setting IPv4 Address,” on p. 2-15.
2 Press [TCP/IP Settings] — [IPv6
ki [Pv6 Settings] Settings] — [Use IPv6].
e —J

Stateless Address Settings
s ]
Manual Address Settings

System Monitor

m System Management Mode
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Bkt il . Cmcbobisnran ] CFfmrbinin oo OkSOCT

ullse [Pv6

‘ i §
[Link-Local Address [Prefix |

1234567830 12345687830 1234567230 123456 B4

(When set to on, address will be obtained the next
time the main power is turned OW.)
0K J

—
Z

m System Management Mode

System Monitor

&> NOTE

If you press [On], a link local address is automatically set.

4

A kbl e Cmbbiviran | o fmimcbin im mofbmae RO

[IPv& Settings]
Use [Pva
von 2
Stateless Address Settings .
= On |Mmﬁ

Manual Address Settings

M oft L

1/3

m System Management Mods

System Monitor

[Stateless Address Settings]
mllze Stateless Address

o)

[Stateless address [Prefix |
[= 1234567830 1234567590 1234567890 123456 B4
111111117110 2222222222 1 3333333333  dddddd ¢AT
[= 1234567830 1234567590 1234567890 123456 =48

(fhen set to on, address willbe ohtained the next
time the main power is turned OW.)

——
Al

m System Management Mode

System Monitor

&> NOTE

The stateless address is discarded when the machine is restarted (the next time the

Press [On] or [Off] for <Use
IPv6>.

@ If you want to use IPv6:

4 Press [On] = [OK].

U1 Proceed to step 4.

@ If you do not want to use IPv6:
U4 Press [Off] = [OK].

U Proceed to step 10.

Press [Stateless Address
Settings].

Press [On] or [Off] for <Use
Stateless Address>.

@ If you want to use Stateless
Address:

U4 Press [On] = [OK].

@ If you do not want to use
Stateless Address:

U4 Press [Off] = [OK].

machine’s main power switch is turned ON).

Specifying the Machine’s IP Address
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6 B et e e s Press [Manual Address Settings].
1 [Pve Settings]

Use [Py
» On

Stateless Address Settings
» 0n

Manual fddress Settings
» OFF

| oo

Dione

m System Managemsnt Mode

System Monitor

7 e e Specify manual address settings.
] [Marual dddress Settings]

@ If you want to set the IPv6
address manually:

U Press [On] = [Settings].

m System Management Mode

System Monitor

O Press [Manual Address] = enter the
IPv6 address value = press [OK].

Cancal | | Ok, J
1Y) RS

QO Press [-] or [+] to specify the IPv6

] [Manual ddress Settings] address prefix length

Manual Address ;3

| | You can also specify the prefix length
using (© - (@ (numeric keys).

mPrefix Length
(0-123)

| Default Router Addr. ;3
[ |

Cancel

m Systen Management Mode

0K J

System Monitor
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(2 [IPv6 address]

T O IO COT

3] [Maral sddress Settings]

Cancel

PRk drimicl e Cmbbivnran ] T fmimcbinim mbmae ORLOET

m System Management Mode

System Monitor

[IPv& Settings]

PRk drimicl e Cmbbivnran ] T fmimcbinim mbmae ORLOET

Use DHCPvE
» OFf

PING Command

IF tddress Range Settings
w Off

s (-

m System Management Mode

System Monitor

U Press [Default Router Addr.] = enter the
default router address value — press
[OK].

U Confirm the settings you specified =
press [OK].

U Press [OK].
@ If you do not want to set the IPv6
address manually:

U Press [Off] = [OK].

Press [¥] or [A] until [Use
DHCPv6] appears — press [Use
DHCPv6].
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Specify the use of DHCPV6.

lJ=e DHCPYE]

@ If you want to use DHCPv6 to
obtain a stateful address from a

mllze DHCPvG

[Gtaterul Address [Prete | DHCP server:
b 1234567E90: 1234587290 1234567830 123456+ B4 3 Press [On] —_ [OK]
{(#hen set to on, address will be obtained the next
time the main power is turned ON.) oIf you do not want to use
()]  pHcpve:
Z
m System Managemsnt Mode System Manitor D Press [Off] — [OK].

10 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Checking the Network Connection

After specifying IP addresses, make sure that the network connections are properly
set.

@ wPORTANT
o If you set the startup time of the machine’s network function, execute the PING
command after the startup time elapses. (See “Setting Startup Time,” on p. 7-3.)
¢ When you connect the machine to a switching hub, the machine may not be able to
connect to the network even if the network settings are correctly set. This problem may
be resolved by delaying the startup of network communications for the machine. (See
“Setting Startup Time,” on p. 7-3.)

Checking TCP/IPv4 Network Connection

Connecting the Machine to a TCP/IP Network H

1 Press @ (Additional Functions) — [System Settings] — [Network
Settings].

For help, see step 1 in “Setting IPv4 Address,” on p. 2-15.
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R T —— Press [TCP/IP Settings] — [IPv4

kgl (P4 Settings] Settings] — [PING Command].
P Address Settings m
PING Command |_§
IF il Fi Setti
N E??S ange Settings m

1/2

System Monitor

m System Management Mods

3 T R W S TS Enter the IP address of a device
i %‘[cigdsngmoemﬂgnﬁgy?t%eﬁhﬁrépsshdgggs[sstﬁiﬁ ke, on the network that you want to
connect the machine to — press

(19216800021 |)[ 4 [ B ] [Backspace 1 [Start].

The result of the PING command is
displayed on the touch panel display.

‘ Start

If this result is inappropriate, check the
settings described in “Interface Settings
(Ethernet Driver),” on p. 2-2, and “Setting
IPv4 Address,” on p. 2-15.

m System Management Mode System Monitor

4 press (Reset) to return to the top screen.

Checking TCP/IPv6 Network Connection

1 Press @ (Additional Functions) — [System Settings] — [Network
Settings].

For help, see step 1 in “Setting IPv4 Address,” on p. 2-15.

2 e Press [TCP/IP Settings] — [IPV6
[l [TCPAIP Settings] SettingS].
Pvd Settings m
IPwi Settings |_§
WINS Configuration m
1/6 '

m System Management Mode
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3 Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

=] [Pve Settings]

Use DHCPvE
» OFf

PING Command

IF Address Range Settings
» OFF

-
l:mﬁ
[

28 (| > [~ |

m System Managemsnt Mode

System Monitor

&2 [FING Command]

Enter the IPvé address/host name and press
the [Start ] Lew

| IPva iddress W

I

|tart

m System Management Mode

System Monitor

Press [V ] or [A] until [PING
Command] appears — press
[PING Command].

Enter the IP address of a device
on the network that you want to
connect the machine to, or the
machine’s host name — press
[Start].

The result of the PING command is
displayed on the touch panel display.

If this result is inappropriate, check the settings described in “Interface Settings
(Ethernet Driver),” on p. 2-2, and “Setting IPv6 Address,” on p. 2-18.

5 Press (Reset) to return to the top screen.
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Setting up the Machine for

Your Network Environment

This chapter describes how to set up the machine for your network environment.

(M MPORTANT
To make changes to the System Settings, enter the System Management mode. For
details, see “Operating the Machine in System Management Mode,” on p. 1-7.
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Se@ DNS Server

If your network has a DNS server, you can take advantage of the DNS Dynamic
Update function. Follow the procedure below to configure the settings for the DNS

server.

(M MPORTANT

Changes made to DNS Server settings become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

(] Select the System Setting

Teatures.

evice Info ’g
ettings

System Manager ’E [
Settings S

Department

Communications Fi
Settings S

User D
Hanagement H

arwarding
ettings L

13 [ e ]

[ pone

m System Management Mode

System Monitor

1o Coddb il Cffrmdivin oo OO

(] [TCRAIP Settings]

Pvd4 Settings

(-

Pv& Settings

A

WKS Configuration

-

m System Management Mode

System Monitor

Press @ (Additional Functions)
— [System Settings] — [Network
Settings].

Press [TCP/IP Settings] — [IPv4
Settings].
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[Z] [IPv4 Settings]

DNS Server |

L

22 ([ |

System Monitor

m System Management Mods

| = I = T e e

2] [OHS Server]

DNS Server Address Settings

DNS Host Mame/Domain Name Settings

DWS Dynamic Update Settings
w OFf

m System Management Mode System Monitor

| = I = T e e

[3] [ONS Server Address Settings]

Secondary
DN

Cancel

m System Management Mode

System Monitor

(M MPORTANT

Press [¥] or [A] until [DNS
Server] appears — press [DNS
Server].

Press [DNS Server Address
Settings].

Specify the IPv4 address of a
DNS server.

U Press [Primary DNS Server] = enter the
IP address of the DNS server using (@) -

(® (numeric keys).

U Press [Secondary DNS Server] = enter

the IP address of the DNS server using

© - (@ (numeric keys).

If you do not want to set up a secondary

DNS server, enter <0.0.0.0>.
4 Press [OK].

If you set [BOOTP] or [DHCP] to ‘On’ on the IP Address Settings screen, the IP
address of a DNS server you set manually will be overwritten. (See “Setting IPv4

Address,” on p. 2-15.)
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6 Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

[ [OnS Serwver]

DMS Server Address Settings m

DMS Host Mame/Domain Mame Settings |_§

DWS Dynamic Update Settings
pbr L

m System Managemsnt Mode

System Monitor

; | T T e e

3l [DNS Host Mame/Domain Mame Settings]

Host Mame EICanon******

Domain Wame E I

m System Management Mode

System Monitor

lﬁanst Mama] (Max 47 characters)

[ Canonsssss | ikiphabet

[ 4 F[ » ] [Backspace 1 [Entry Ho

Cancel

m System Management Mode

Iﬁrnnmain Name1 (Max 47 characters)

[ | ihiphabst

Cancel

| - §| P | [Backspace 1 [Entry Mode §

m System Managemsnt Mode

System Monitor

Press [DNS Host Name/Domain
Name Settings].

Specify the host name and
domain name.

U Press [Host Name] — enter the name of
the machine as the host name — press
[OK].

Q Press [Domain Name] = enter the
network domain name of the machine —
press [OK].

U Press [OK].
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(M wPORTANT
If you set [BOOTP] or [DHCP] to ‘On’ on the IP Address Settings screen, the host
name and domain name you set manually will be overwritten. (See “Setting IPv4
Address,” on p. 2-15.)

8 T oiieot feer cois saer Press [DNS Dynamic Update
(& [ONS Server] Settings]_

DWS Server Address Settings m‘

DNS Host Mame/Domain Name Settings

DWS Dynamic Update Settings
» DFf [ )

System Monitor

m System Management Mods

R I P ST TSIV Press [On] or [Off] — [OK].

& [DNS Dynamic Update Settings] X . .
If your environment includes a dynamic

DNS server and you want to automatically
register the IPv4 address, host name, and
domain name set for the machine in the
DNS server using dynamic DNS updating,
press [On].

E) Otherwise, press [Off].

m System Management Mods

‘Dn

System Monitor

(M wvPORTANT
¢ The DNS dynamic update function enables the machine to register the IP address,
host name, and domain name of the machine to the DNS server automatically. This
function is available in environments with a dynamic DNS server.
o To use the DNS dynamic update function, enter the IP address of the DNS server, the
host name, and the domain name of this machine.

&> NOTE

o If you have a DHCP server running Windows 2000 Server that uses the DHCP service
and want to register the machine’s DNS record, configure the following settings in the
DHCP server:

- Under the DHCP server, right-click the [Scope] icon — click [Properties]. In the [DNS]
sheet of the displayed dialog box, select [Automatically update DHCP client information
in DNS] — [Update DNS only if DHCP client requests].

Setting DNS Server 3-5
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o If you have a DHCP server running Windows Server 2003 or Windows Server 2008
that uses the DHCP service and want to register the machine’s DNS record, configure
the following settings in the DHCP server:

- Under the DHCP server, right-click the [Scope] icon — click [Properties]. In the [DNS]
sheet of the displayed dialog box, select [Enable DNS dynamic updates according to
the settings below] — [Dynamically update DNS A and PTR records only if requested
by the DHCP clients].

10 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Setting up the Machine for Your Network Environment

1 Press @ (Additional Functions) — [System Settings] — [Network
Settings].

For help, see step 1in “IPv4,” on p. 3-2.

Press [TCP/IP Settings] — [IPv6
2] [TCR/IP Settings] Settings]_

IPv4 Settings m
IPvin Settings (_)g
WKS Configuration m

3 m—m————— Press [V ] or [A] until [DNS
kil [Pv6 settings] Server] appears — press [DNS

DS Server (—)g Server] .

s (=)

m System Managemsnt Mode

System Monitor
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[ [ONS Server]

DWS Server Address Settings

DNS Host Mame/Domain Name Settings

)
1

DWS Dynamic Update Settings

[

m System Management Mods System Monitor

5 | = I = T e e

[3] [ONS Server Address Settings]

| Primary DNS Serwer b

Secondary DNS Server »3

Cancel

0K

m System Management Mode

System Monitor

(M wvPORTANT

Press [DNS Server Address
Settings].

Specify the IPv6 address of a
DNS server.

U Press [Primary DNS Server] = enter the

DNS server address = press [OK].

U Press [Primary DNS Server] = enter the

DNS server address = press [OK].

If you do not want to specify a secondary

DNS server, leave [Secondary DNS

Server] blank.
U Press [OK].

* You cannot enter a multicast address or address composed entirely of zeros in
[Primary DNS Server] or [Secondary DNS Server].

o If you set <Use DHCPv6> to ‘On’ in IPv6 Address Settings, the IPv6 address of a DNS
server you set manually will be overwritten. (See “Setting IPv6 Address,” on p. 2-18.)

6 Bl Cedbbivan ] Fffmmdin i mfbme O SO
[ONS Server]

DWS Server Address Settings

DNS Host MamesDomain Name Settings

DWS Dynamic Update Settings

Done uJ

m System Management Mode

System Monitor

Press [DNS Host Name/Domain

Name Settings].

Setting DNS Server
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7 Specify the host name and domain name.

@ If you want to set the same host name or domain name used with IPv4
communication for IPv6 communication:

P bl e Db bicar ] Tffmmbivim mfbmne ORLAACT

[DNS Host Mame/Domain Mame Settings]

ml)se Same Host Mame/
Domain Mame as [Pvd

Cancel

m System Management Mode

System Monitor

O Press [On] for <Use Same Host Name/
Domain Name as IPv4> = press [OK].

@ If you want to set the host name or domain name for IPv6

communication:

Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

[ONS Host Mame/Domain Name Settings]

mlze Same Host Mame, 0n

Domain Mame as [Pvd

Host Mame EICanon******

Domain: hame E I

Cancel | 0K

m System Management Mode

System Monitor

IﬂFHnRT Mane] iMay 47 charanters)

[ Canonsssssy | iiither

| - §| P | [Backspace 1 [Entry Mode §

R R
0 O S
O o R

Space g

m System Managemsnt Mode

System Monitor

O Press [Off] for <Use Same Host Name/
Domain Name as IPv4>.

U Press [Host Name] — enter the name of
the machine as the host name — press
[OK].
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i —_
lﬁmomain Name 1 iMzx 47 characters) U Press [Doma"’.‘ Name] enter th.e
I | it network domain name of the machine —
i press [OK].

> | | Backspace

Cancel

m System Management Mode

U4 Press [OK].

(M MPORTANT
If you set <Use DHCPv6> to ‘On’ in IPv6 Address Settings, the domain name you set
manually will be overwritten. (See “Setting IPv6 Address,” on p. 2-18.)

8 T T ——YT Press [DNS Dynamic Update
e [ONS Server] Settings].

DNS Server Address Settings m‘

DNS Host Mame/Domain Name Settings

DWS Dynamic Update Settings | g
|

System Monitor

m System Management Mode

9 T N T TV Specify the DNS Dynamic Update
2] [ONS Dyramic Update Settings] function_

NS Dynamic Update
Settings

mRegister Manual Address

mRegister Statetul Address
K o

—
|

m System Management Mode

System Monitor

U If your environment includes a dynamic DNS server and you want to automatically
register the IPv6 address, host name, and domain name set for the machine in the
DNS server using dynamic DNS updating, press [On] for <DNS Dynamic Update
Settings>.

U If you want to register a manual address in the DNS server using dynamic DNS
updating, press [On] for <Register Manual Address>. Otherwise, press [Off].
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U If you want to register a stateful address in the DNS server using dynamic DNS
updating, press [On] for <Register Stateful Address>. Otherwise, press [Off].

4 Press [OK].
@ wPORTANT
Windows 2000 Server and Windows Server 2003 do not support DHCPV6 servers.

10 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Se@ WINS

WINS (Windows Internet Name Service) is a service for associating a NetBIOS
name (which is a computer name or printer name on a NetBIOS network) with an IP
address.

To use WINS, a WINS server is required.

(M MPORTANT
Changes made to WINS Configuration become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘Off’.

[e5] Select the System Setting features. Press @ (Addltlonal FunCtions)
ggstem Manager >§ Device Info é - [SVStem SettlngS] - [NEtwork

ttings Settings SettlngS]
Department ’g User ID ’g
I Management Management
Network
SELLNGE
Communications Forwarding E
Settings 3 Settings
1/3 ~ g - g Done Jl
m System Management Mods System Monitor
2 m—m— Press [TCP/IP Settings] — [WINS
(2] [TCPAIP Settings] Configuration]_

Pv6 Settings

IPvd Settings m
m‘

WINS Configuration | g
|

1/6

System Monitor

m System Management Mode

Setting WINS 3-11
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3 Select whether or not to use WINS to resolve the name.

@ If you want to resolve the name with WINS:

— U Press [On].

TS Eogfigt:rffcion] U Enter the IPv4 address of a WINS server
e using © - (® (numeric keys).

QO Press [OK].

Huaele Coddb il Cffrmd i oo OO

w5 Server
(3000 )& (M vPORTANT

mm W If you set [DHCP] to ‘On’ on the IP

Address Settings screen, the IP
() address of a WINS server you set

; manually will be overwritten, whenever
' possible. (See “Setting IPv4 Address,”
on p. 2-15.)

m System Management Mode

System Monitor

@ If you do not use WINS:

U Press [Off]—= [OK].

| T T e e

2 [WINS Configuration]
=iNS Resolution

KNI

m System Managemsnt Mode

System Monitor

4 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Seﬂ' SNTP

SNTP (Simple Network Time Protocol) enables the machine to synchronize its
system times with public time servers located around the world. The time provided
by public NTP servers is generally accurate to within milliseconds.

Setting SNTP Server Settings

(M MPORTANT

¢ In order to perform time synchronization through SNTP, it is necessary to set the time
zone of the region in which you are using the machine in advance. For instructions on
how to set the time zone, see Chapter 3, “Configuring the Machine’s Basic Settings,” in
the Reference Guide.

e Changes made to SNTP Settings become effective when the machine is restarted. To
restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start
Using the Machine,” in the User’s Guide.

¢ |Pv6 is not supported.

&> NOTE

* Time synchronization is not performed during two hours before and after the selected
start and end dates of the daylight saving time settings.
o The default setting is ‘Off’.

[ Select the System Setting features.

Press @ (Additional Functions)
——— — [System Settings] — [Network
SEAEINGS : Settin gs] .

Department lser 1D
10 Hanagement ..» 1 (Management ;
P
Wetwork
Settings K
Communications Forwarding }
OGS 1 |3ettings ;

1/3 | ™ § § Done |

m System Management Mode

System Manager
Settings

System Monitor
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PRl Metwork: Settings] Effective atter OM/OFF

TCRAIP Settings

SME Settings

SHHP Settings

Enahle Dedicated Port
» 0n

System Monitor

m System Managemsnt Mode

3 | T T e e
7] [TCRAIP Settings]

S

]
A
-

SMNTP Settings

Use PASY Mode for FTP
» OFF

FTP Extension
» OFf

3/6|v§

m System Management Mode System Manitor

Press [TCP/IP Settings].

Press [¥] or [A] until [SNTP
Settings] appears — press [SNTP
Settings].

4 Select whether or not to use SNTP.

@ If you want to perform time synchronization using SNTP:

P bl e Db bicar ] Tffmmbivim mfbmne ORLAACT

23 [SHTP Settings]
lse SNTP

= Polling
Interval

| NTP Server fddress 3

I |
HTP Server Check §

Cancel

0K )

Sy=tem Monitor

m System Management Mode

O Press [On].

U Use [-] or [+] to set the interval for
performing time synchronization in
<Polling Interval>.

&> NOTE

You can also enter values using (0) -
(® (numeric keys).

U Press [NTP Server Address] — enter the
NTP server's address — press [OK].

QO Press [OK].

@ If you do not want to perform time synchronization using SNTP:

O Press [Off] = [OK].

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Confirming SNTP Server Connection

Follow the procedure below to confirm if the TCP/IPv4 setting is properly set and
the time synchronization using SNTP is working correctly.

1 Press @ (Additional Functions) — [System Settings] — [Network
Settings].

For help, see step 1 in “Setting SNTP Server Settings,” on p. 3-13.

2 Press [TCP IP Settings].
For help, see step 2 in “Setting SNTP Server Settings,” on p. 3-13.

3 Press [V ] or [A ] until [SNTP Settings] appears — press [SNTP
Settings].

For help, see step 3 in “Setting SNTP Server Settings,” on p. 3-13.

4 =1 Press [NTP Server Check].
[&3] [SNTP Settings] . . . . .
ullse SNTP on i If <OK> is displayed, time synchronization
e is working correctly via SNTP.

=Folling hrS [=1[+] 9 Y
Interval ey e When <Errors is displayed, check if the
NTP Server hcdress 3 <NTP Server Address> setting is correct.

| 198, 12000 0t |

(WP Server theck 1) Z@ NOTE

E p— ] e Even if you perform [NTP Server

Check], the time settings will not be
updated. Check that communications
are possible between the machine and
the NTP server.

m System Management Mode

System Monitor

5 Press [OK].

6 Press (Reset) to return to the top screen.

Setting SNTP 3-15
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Se@ PASV Mode for FTP

Whether or not to use the PASV mode for FTP depends on the network
environment you are using and the settings of the file server to which you are
sending. Before specifying the PASV mode for FTP, consult your network
administrator.

(M MPORTANT
¢ This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated.
¢ Changes made to Use PASV Mode for FTP become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘Off’.

[zl Select the System Setting features. Press @ (Additional FunCtions)
e >§ vt o .§ — [System Settings] — [Network
Settmgs Settings

_ Settings].
Department User 0
| Management é

Hetwark:
FEEEINGS
Communications é Forwarding ’g
Settings Settings
vl e Cow

m System Managemsnt Mode

System Monitor

Press [TCP/IP Settings].

PRl Metwork: Settings] Effective atter OM/OFF

TCRAIP Settings | g
SME Settings m
SHHP Settings m
Enahle Dedicated Port

Yo L

System Monitor

m System Managemsnt Mode
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A kbl e Cmbbiviran | o fmimcbin im mofbmae RO

SNTFP Settings

L [TCPAIP Settings]
o
I

Use PASY Mode for FTP
w Off

FTP Extension
» OFf

3/6 ([ - ]

System Monitor

m System Management Mods

| = I = T e e

B8] [Use PASY Mode for FTR]

On

|

m System Management Mode

System Monitor

5 Restart the machine.

Press [V ] or [A] until [Use PASV
Mode for FTP] appears — press

[Use PASV Mode for FTP].

Press [On] or [Off] — [OK].
[On]: Enables the PASV mode for FTP.
[Off]: Disables the PASV mode for FTP.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Setting PASV Mode for FTP
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Se@ FTP Extension

If you are sending to an iW Document Manager* folder, set the FTP server address
specified in iW Gateway as the destination. Set <FTP Extension> to ‘On’. Using iW
Document Manager and the Send function of the machine enables you to manage
digitized paper documents and computer data on the network. For more information
on iW Document Manager, see the appropriate iW Gateway documentation.

* A document management system provided by Canon

(M MPORTANT
¢ This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated.
¢ Changes made to FTP Extension become effective when the machine is restarted. To
restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start
Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘Off’.

1 Press @ (Additional Functions)

[zl Select the System Setting features.
TT— >§ —— >§ — [System Settings] — [Network
Settings Settings SettlngS]

Department User 0
Management

Hetwark:

FEEEINGS
Communications é Forwarding ’g
Settings Settings
vl e Cow

m System Managemsnt Mode

System Monitor
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Press [TCP/IP Settings].

PRl hetwork Settings] Effective after OMSOFF

TR/ P Settings | g
SHE Settings m
SHMP Settings m
Enable Dedicated Port

e 4

1/2

System Monitor

m System Management Mods

3 T ST R T TR Press [V] or [A] until [FTP
i 107/ Settings] Extension] appears — press [FTP

SNTP Settngs m‘ Extension].

Use PASY Mode for FTP
w OFf

FTP f)a‘ﬁnsion | g |
36 (| g . g

System Monitor

m System Management Mode

e e Press [On] or [Off] — [OK].
[FTP Extension] . .
[Off]: Disables the FTP extension.

[On]: Enables the FTP extension.

=
=
[ X

—
|

m System Management Mode

Setting up the Machine for Your Network Environment

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Mgﬁing Key Pairs and Digital Certificates

The machine can take advantage of key pairs and digital certificates for security
purposes, such as IEEE802.1X port-based authentication and SSL communication.
After key pairs and digital certificates are installed in the machine, register them for
use as described below.

The key pairs and digital certificates registered in the machine are divided into the
following types:

B Key and Certificate

In IEEE802.1X port-based authentication, a key pair (or a private key and
certificate) in PKCS#12 format is required for enabling the EAP-TLS method on
the client device. If you want to access the machine securely from a web browser
(Remote Ul) or send/receive e-mails and |-faxes securely, generate a key pair
and set it for SSL communications. Up to three key pairs can be registered.

B CA Certificate

CA certificates are used for verifying the digital certificates sent from other
devices, such as servers, client computers, etc. Up to 10 CA certificates
(including the pre-installed CA certificates) can be registered.

@ wPORTANT
o Certificates must meet the following requirements:
- Format: X.509 version 1 or version 3 (DER encoded binary)
- Signature algorithm: SHA1-RSA, SHA256-RSA, SHA384-RSA*, SHA512-RSA*,
MD5-RSA, or MD2-RSA (For CA certificates, SHA1-DSA is also allowed.)
- Key length: 512, 1024, 2048, or 4096 bits (RSA)/2048 or 3072 bits (DSA)
- File extension: .p12’ or “.pfx’ (for key pair files)/".cer or “.der (for CA certificate files)
* SHA384-RSA and SHA512-RSA are supported only when the key length is 1024 bits or more.
¢ The machine does not use certificate revocation list (CRL) for verifying digital
certificates.

&> NOTE

¢ Key pairs and digital certificates can be installed from a web browser (Remote Ul).
(See Chapter 2, “Managing Jobs and Machine Data,” in the Remote Ul Guide.)

» Key pairs and digital certificates can be registered both with the control panel and from
a web browser (Remote Ul).

3-20 Managing Key Pairs and Digital Certificates



Generating a Key Pair for SSL Communications

If you want to use encrypted SSL communication for accessing the machine from a
web browser (Remote Ul) or sending/receiving e-mails and |-faxes, generate a key

pair file as described below.

[e5] Select the System Setting features.

>§ Device Info
Settings

System Manager
Settings

Settings].

Department
' Managemert

User 1D
Management

Forwarding
Settings

Communications
Settings

173 [ e |

m System Management Mods

System Monitor

[E) Network Settings] Effective after ON/OFF

Press [TCP/IP Settings].

TCP/IP Settings ( )g'

SME Settings

SHMP Settings

Enable Dedicated Port
* On

e ()

m System Management Mode

System Monitor

Press @ (Additional Functions)
>§ — [System Settings] — [Network

Managing Key Pairs and Digital Certificates
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Bk o bl e Cobbivnie ] Cffondiin oo ORLAOCT

[TCR/IP Settings]

Certiticate Settings |—§"
lze HTTP

550 Settings

4/5|v§ Ag

System Monitor

m Systen Management Mode

[Certificate Settings]

Generate Key »g Key and >§
Certificate List

C4 Certificate ’g Register Key and ’g

List Certificate

m System Management Mode

5 Name the key pair.

@ [Gererate Key: Key Mame and Length Settings]

‘Wg Ikeyname—SSl |

[ cancel ][« Back [ hext ]
/i

System Monitor

m System Management Mode

Press [A ] or [V ] until
[Certificate Settings] appears —
press [Certificate Settings].

Press [Generate Key].

U Press [Key Name] — enter a name for
the key pair (up to 24 characters) using
the on-screen keyboard — press [OK].

O Press [Next].
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6 Specify the signature algorithm and the key length.

mEey Algorithm

miey Length (hit)

U Press the Signature Algorithm
drop-down list = press [SHA1],
[SHA256], [SHA384], or [SHA512] to
select the desired hash algorithm.

(M wPORTANT
SHA384 and SHA512 are supported
only when the key length is 1024 bits
or more.

IC

[ Cancel Back I

U Press the Key Length drop-down list =

m System Management Mode

System Monitor

press [512], [1024], [2048], or [4096] to

select the desired key length (expressed
in bits).
U Press [Next].

7 Specify the dates from and to which the certificate is valid.

@ %[Generate Key: Certificate Settings]
Use the numeric kevs.

U Press [Validity Start Date] = enter the
date (day, month, and year) from which
the certificate is valid using © - (®
(numeric keys).

U Press [Validity End Date] — enter the
date (day, month, and year) to which the
certificate is valid using (©) - (®
(numeric keys).

hext

J [«

[ cancel Back ||

|

System Monitor

m System Management Mode

(M wPORTANT
The date set for [Validity End Date]

must not be earlier than [Validity Start
Date].

O Press [Next].
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8 Specify the details for the self-signed server certificate — press
[Key Gen.] to generate the key pair.

@ MPORTANT
_ o At least one of the items listed below

[State 1 | must be entered.

(Gity A1 | * A DNS server is required in order to

— use the machine’s FQDN as the
[ Organization o [ |
[Organization Unit ] | | common name.
. L ¢ The generated key pair cannot be

,| Eonnen Nane o | ! used for SSL communications until it
[ cancel  J[«  Bask ([ Key Gen. ) is set as the default key.
m System Management Mode

Specify the following items:

[Country/Region]:

[State]:
[City]:
[Organization]:

[Organization Unit]:

[Common Name]:

&> NOTE

For instructions on

Press to select a country/region from the list. If [Other] is selected,
you can specify the country/region by entering an Internet country
code using the on-screen keyboard. An Internet country code
consists of two uppercase letters, such as US, UK, etc.

Press to enter the state name (up to 24 characters) using the
on-screen keyboard.

Press to enter the city name (up to 24 characters) using the
on-screen keyboard.

Press to enter the organization name (up to 24 characters) using
the on-screen keyboard.

Press to enter the name of the organization unit, such as a
department, section, etc., (up to 24 characters) using the
on-screen keyboard.

Press to enter the machine’s IP address or FQDN (up to 48
characters) using the on-screen keyboard — press [OK].

how to manage the key pair files, see “Checking/Deleting a Key

and Certificate,” on p. 3-26.

9 Proceed to set the default key pair for SSL communications.

For help, see “Setting the Default Key for SSL Communications,” on p. 3-35.
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Registering a Key and Certificate

If you have installed a key pair (or a private key and certificate) in the machine from
a web browser (Remote Ul), register the key pair as described below.

1 Press @ (Additional Functions) — [System Settings] — [Network
Settings].

For help, see step 1 in “Generating a Key Pair for SSL Communications,” on p. 3-21.

2 Press [TCP/IP Settings] — press [A ] or [ ¥ ] until [Certificate
Settings] appears — press [Certificate Settings].

For help, see steps 2 and 3 in “Generating a Key Pair for SSL Communications,” on
p. 3-21.

Press [Register Key and
Certificate].

gzl [Certificate Settings]

Generate Key é Key and >§
Certificate List

LA Certificate é ‘Hegister Key and
List Certificate ¥

Register

Cé Certificate

Dane J

m System Management Mode

System Monitor

4 Register the desired key and certificate.

0 Select the key pair file you want to
register — press [Register].

> NOTE

¢ Up to three key pairs can be
registered.

o If you want to delete unnecessary
files, select the file = press [Erase]
- [Yes].

[&] [Fegister Key and Certificate]

[ File Name | |

( & fielname1

Register Eraze E

System Monitor

m System Management Mods
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| . . - . - P -
& [Enter Private Key Password]
Enter the private key password for this file.

File Mame:
[ £irTname 1

W I kewname |

r I dhkhdhhd

Cancel

sz
gN=
[

m System Management Mode

System Monitor

5 Restart the machine.

U Press [Key Name] — enter the name of
the private key (up to 24 characters)
using the on-screen keyboard — press
[OK].

U Press [Password] — enter the password
for the private key (up to 24 characters)
using the on-screen keyboard — press
[OKI.

U Press [OK].

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

&> NOTE

For instructions on how to manage the registered key pair and certificate, see
“Checking/Deleting a Key and Certificate,” on p. 3-26.

Checking/Deleting a Key and Certificate

You can display the details of registered key pairs and check how they are currently
being used. Delete any unnecessary key pair files including those that are

corrupted or marked as invalid.

1 Press @ (Additional Functions) — [System Settings] — [Network

Settings].

For help, see step 1 in “Generating a Key Pair for SSL Communications,” on p. 3-21.

2 Press [TCP/IP Settings] — press [A] or [ ¥ ] until [Certificate
Settings] appears — press [Certificate Settings].

For help, see steps 2 and 3 in “Generating a Key Pair for SSL Communications,” on

p. 3-21.
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Press [Key and Certificate List].

[l [Certificate Settings]

Gererate Key >§ Key and »g
Certificate List

C4 Certificate ’g Register Key and ’g

List Certificate

System Monitor

m System Management Mode

4 Check or delete the desired keys and certificates.

(M wvPORTANT
If %% (invalid) is displayed to the left of a key pair, it may be invalid or corrupted. After
deleting the invalid or corrupted file, generate or register a new key pair. (See
“Generating a Key Pair for SSL Communications,” on p. 3-21, or “Registering a Key
and Certificate,” on p. 3-25.)

@ If you want to display the details of a certificate:

U Select the key and certificate you want to
check — press [Cert. Details].

& [Key and Certificate List]
[key Name [Use [Certificate |

& name 1

g KRS urT L=

‘Cert. Erasze Display
Details Use Loc.

System Monitor

m System Management Mode

The certificate details are displayed.

g7 [Certificate Details]

wifErsion K. 5033 [@ NOTE

uSerial Mumber OO0 3
wSig. Algorithn b SHATRSA . Fress [AII] to dlspla}y .the complete
information of the listing.

m3sue Dest. I Eubject

wyalidity Start  E01/01 2011 ) o If [Cert. Verif.] is pressed, the machine
wyalidity End  pE1/12 2036 checks for errors in the certificate.
LY & Izsure 1

12 [ ][ e ]

m System Management Mods

Managing Key Pairs and Digital Certificates 3-27

Setting up the Machine for Your Network Environment H



Setting up the Machine for Your Network Environment E

@ If you want to check what a key pair is being used for:

U Select the key and certificate with ‘On’
indicated under <Use> — press [Display
Use Loc.].

[l [Mey and Certificate List]
[Kew Name [use [Certificate |

pc amel

g KEYT-NE L uTT =i

Cert, Erase ‘ Display
Details lUse Lo,

System Monitor

m System Management Mode

The Display Use Location screen is
displayed.

[ [Display Use Location]

mTEEER0Z. T4

System Monitor

m System Managemsnt Mode

@ If you want to delete a registered key pair:

U Select the key pair that you want to erase
— press [Erase].

[G] [Key and Certificate List]
[Hey Mame Juse |Certificate |
| & e

iy =] |
Off

Cert. | [Erase
Details v

System Monitor

m System Management Mode

@ MPORTANT
You may not be able to delete a key pair if ‘On’ is indicated under <Use> in the
list. In this case, press [Display Use Loc.] to check what the key pair is being
used for and perform the following:
- If the key pair is used for SSL, disable the SSL settings for e-mails/I-faxes and
the Remote UIl. (See “Setting up E-Mail/l-Fax Function,” on p. 3-52, and
“Restricting the Use of Remote Ul,” on p. 6-34.)
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- If the key pair is used for IEEE802.1X authentication, register a new key pair
and set it as the default key. (See “Registering a Key and Certificate,” on
p. 3-25, and “Selecting the IEEE802.1X Authentication Method,” on p. 2-10.)
The key pair reset to ‘Off’ can be deleted.

U Press [Yes] to erase the selected file.
To quit, press [No].

&2 [Hey and Certificate List]

certificate information will be
erased.

UYes Mo E

Ne————

Iz it OK to erase the key
information? &l related

m System Management Mode System Monitor

] Restart the machine.

Turn OFF the machine, wait at least 10
seconds, and then turn it ON.

Registering a CA Certificate

Apart from the X.509 CA certificates (DER) pre-installed in the machine, you can
install additional CA certificates. If you have installed a CA certificate in the
machine from a web browser (Remote Ul), register the certificate as described
below.

1 Press @ (Additional Functions) — [System Settings] — [Network
Settings].

For help, see step 1 in “Generating a Key Pair for SSL Communications,” on p. 3-21.

2 Press [TCP/IP Settings] — press [A ] or [ ¥ ] until [Certificate
Settings] appears — press [Certificate Settings].

For help, see steps 2 and 3 in “Generating a Key Pair for SSL Communications,” on
p. 3-21.
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&3] [Certificate Settings]

Ci Certificate

Generate Key ’g Key and >§
Certificate List

C4 Certificate ’g Register Key and ’g

List Certificate

Register

m Systen Management Mode

System Monitor

4 Register the CA certificate.

[ [Fegister Cb Certificate]

[ File Name | |

(= fielname2

‘ Register g Erase g

m System Management Mode

System Monitor

& [Fegister Cb Certificate]

Register the CA Certificate?

fas g ‘ Na

m System Management Mode

Sy=tem Monitor

5 Restart the machine.

Press [Register CA Certificate].

U Select the CA certificate file you want to
register — press [Register].

&> NOTE

o Up to 10 CA certificates can be
registered.

o If you want to delete unnecessary
files, select the file = press [Erase]
— [Yes].

O Press [Yes].

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

&> NOTE

For instructions on how to manage the registered CA certificate, see “Checking/
Deleting a CA Certificate,” on p. 3-31.
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Checking/Deleting a CA Certificate

You can display the details of registered CA certificates. You can also delete
unnecessary CA certificates.

1 Press @ (Additional Functions) — [System Settings] — [Network
Settings].

For help, see step 1 in “Generating a Key Pair for SSL Communications,” on p. 3-21.

2 Press [TCP/IP Settings] — press [A ] or [ ¥ ] until [Certificate
Settings] appears — press [Certificate Settings].

For help, see steps 2 and 3 in “Generating a Key Pair for SSL Communications,” on
p. 3-21.

Press [CA Certificate List].

& [Certificate Settings]

Generate Key é Key and >§
Certificate List

‘CA Certificate Register Key and >§

List M| [Certificate

Register

Cé Certificate

Dane J

m System Management Mode

System Monitor

4 Check or delete the desired CA certificates.

@ If you want to display the details of a CA certificate:

U Select the CA certificate you want to

[ (o certiricate List] check = press [Cert. Details].

|Issue Dest |Issuer |Ex Date |

Cert. Erase
Details ¥

m System Management Mode

System Monitor
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[Certificate Details]

[ L= ]
mSerial Wumber B OD
m5ig. Algorithm - MDSRES

=ifersion

missue Dest. & AECOEFG

mifalidity Start  ©01/04 2004

=ialidity End B 30410 2004

u [S5er & Canon

172 [ [ ] oo 1)

System Monitor

m System Management Mode

[Ch Certificate List]
[ issue Dest |Issuar

[Ex. Date |

|c:us, (=VeriSign, In C=US, 0=VeriS 08/01/2028 |
p

=19 N=VariSian Thn 0= N-ariS 07 210 /2098 |

Cert. | [Erase
Details b

m Systen Management Mode

System Monitor

B [ch certificate List]

ls it OK to erase the
certificate?
o g

Yes g

m System Management Mode System Manitor

The certificate details are displayed.

&> NOTE

¢ Press [All] to display the complete
information of the listing.

o If [Cert. Verif.] is pressed, the machine
checks for errors in the certificate.

If you want to delete a registered CA certificate:

O Select the CA certificate you want to
erase — press [Erase].

O Press [Yes] to erase the selected file.
To quit, press [No].

1 Restart the machine.

Turn OFF the machine, wait at least 10
seconds, and then turn it ON.
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Sew' the Use of HTTP

You can enable or disable HTTP on the machine. HTTP is used for communicating
to a networked computer via the Remote Ul.

(M MPORTANT
Changes made to Use HTTP become effective when the machine is restarted. To
restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start
Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘On’.

[e5] Select the System Setting features. Press @ (Addltlonal FunCtions)
ggstem Manager >§ Device Info é - [SVStem SettlngS] - [Network

ttings Settings SettlngS]
Department ’g User ID ’g
I Management Management
Network

Setting

Communications Forwarding E
Settings Settings
1/3 e g . g Done J |

m System Management Mods

System Monitor

Press [TCP/IP Settings].

[E) Network Settings] Effective after ON/OFF

TR/ P Settings | g
SHE Settings m
SHMP Settings m
Enable Dedicated Port

W on L

72

System Monitor

m System Management Mode
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3 Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

(3 [TCR/IP Settings]

Certiticate Settings m
Usze HTTP .

» 0n lwﬁ
S50 Settings m

e (=]

m System Managemsnt Mode

System Monitor

1 | T T e e

2] [Use HTTP]

Cancel

m System Management Mode

System Monitor

5 Restart the machine.

Press [¥] or [A] until [Use
HTTP] appears — press [Use
HTTP].

Press [On] or [Off] to enable or
disable HTTP — press [OK].

&> NOTE

Pressing [Off] for [Use HTTP]
automatically sets [Remote Ul On/Off]
to ‘Off’. (See “Restricting the Use of
Remote Ul,” on p. 6-34.)

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Sew' the Default Key for SSL Communications

Follow the procedure below to set the default key for SSL communications.

(M MPORTANT

o Before you start setting the default key for SSL communications, make sure to perform
the following:

- Generate an SSL key pair. (See “Generating a Key Pair for SSL Communications,” on
p. 3-21.)

- Access the E-mail/l-Fax settings and make sure that the SSL settings for POP and
SMTP are set to ‘Off’. (See “Setting up E-Mail/l-Fax Function,” on p. 3-52.)

- Access the Remote Ul On/Off settings and make sure that the Use SSL setting is set
to ‘Off’. (See “Restricting the Use of Remote Ul,” on p. 6-34.)

e Changes made to SSL Settings become effective when the machine is restarted. To
restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start
Using the Machine,” in the User’s Guide.

Press @ (Additional Functions)
— [System Settings] — [Network
Settings].

[ Select the System Setting features.

System Manager Device Info
Settings Settings

Department
1D Managemert

Hetwork
Settings

Communications
Setting

s [wil=e] Coe g

m System Management Mode

System Monitar

Press [TCP/IP Settings].

PRl Network Settings] Effective after ONJOFF

TCPSIP Settings | g
SME Settinas m
ShMP Settings m
Enable Dedicated Port

"on .

17z

System Monitor

m System Management Mode
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Bk o bl e Cobbivnie ] Cffondiin oo ORLAOCT

(3] [TCP/IP Settings]

Certificate Settings

lse HTTP
» 0n

550 Settings

- |

System Monitor

|The keyw used helow can be changed.

Femate Ul

E-Mail/I-Fasx: duthent./ Encryption Settings

‘ Key and
Cert.

m System Management Mode

System Monitor

[ [Key and Certificate]

[Hey Mame

Juse

|Certificate

| & e

M

Off

Set as Cert. i
Det. Key Details

m System Management Mode

System Monitor

&> NOTE

o If you want to check the details of each certificate, select the desired key pair and

Press [A ] or [¥] until [SSL
Settings] appears — press [SSL
Settings].

Press [Key and Cert.].

Select the key pair you want to
use — press [Set as Def. Key].

(M MPORTANT

If the default key cannot be changed,

perform the following:

- Access the E-mail/l-Fax settings and
make sure that the SSL settings for
POP and SMTP are set to ‘Off’. (See
“Setting up E-Mail/lI-Fax Function,” on
p. 3-52.)

- Access the Remote Ul On/Off
settings and make sure that the Use
SSL setting is set to ‘Off’. (See
“Restricting the Use of Remote Ul
on p. 6-34.)

press [Cert. Details]. On the Certificate Details page, pressing [Cert. Verif.] enables
you to check whether the selected certificate is expired or not.

pair and press [Display Use Loc.].

« If you want to check what a key pair on the list is being used for, select the desired key
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& [Key and Certificate] Press [YES].
J| To quit, press [No].
Iz it OK to set the selected 1
key as the default key?
“(es g ‘No E E

System Monitor

m System Management Mode

7 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

(M MPORTANT
To enable SSL communication, perform the following depending on your needs:
- Access the E-mail/l-Fax settings and enable the SSL settings for POP and/or SMTP.
(See “Setting up E-Mail/l-Fax Function,” on p. 3-52.)
- Access the Remote Ul On/Off settings and set the Use SSL setting to ‘On’. (See
“Restricting the Use of Remote Ul,” on p. 6-34.)
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Se@ Port Numbers

Depending on your network environment, you can change the port number for each
protocol.

(M MPORTANT

¢ <SMTP Receive>, <POP3 Receive>, <FTP Sending>, and <SMTP Sending> are
available only when the Send function (optional for the imageRUNNER 2545/2535/
2530/2525/2520) is activated.

¢ Changes made to Port Number Settings become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

&> NOTE

The default settings are as follows:
- LPD: 515

- RAW: 9100

- HTTP: 80

- SMTP Receive: 25

- POP3 Receive: 110

- FTP Sending: 21

- SMTP Sending: 25

- SNMP: 161
- WSD: 3702
- HTTPS: 443
1 [2] Select the System Setting features. Press @ (Addi.tional Functions)
ggﬁﬁ:ﬂg!anager ’E ggﬂciﬁglsnfo >§ ;eiﬁxStse]m Settlngs] - [NetWOI‘k
Department W g -
1D Menagenent Hanagement

Settings

Communications Farwarding E
Settings Settings

173 [ o [ ] [ pare 4

m System Management Mode

System Monitor
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PRl hetwork Settings] Effective after OMSOFF

TR/ P Settings

SME Settings

SHMP Settings

Enable Dedicated Port
» On

1/2

System Monitor

m System Management Mods

| = I = T e e

) (TCR/ P Settings]

N

[
[
-

Port Mumber Settings

Receiving MAC Address Settings

Prozy Settings

5/6 (| 1 -~ ]

m System Management Mode System Monitor

|@ [Part Number Settings]

e ] [F. [T
W (o100 ] [ ] 2T
] [ JTE ]
I e

(>l

Done J||

m System Management Mode

i1 _FRRIRY

=]+

System Monitor

m System Management Mode

Press [TCP/IP Settings].

Press [¥] or [ A ] until [Port
Number Settings] appears —

press [Port Number Settings].

Press the key for the desired
protocol to change the port
number.

Press [¥] or [a] to display the page

containing the key for the desired protocol.

Press [-] or [+] to enter the port

number — [OK].

You can also enter the number using

© - (® (numeric keys).

Repeat steps 4 and 5 to change the port

number for the other protocols.

Setting Port Numbers
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6 Press [Done].

7 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Sp

ying Proxy Settings

Follow the procedure below to specify Proxy Settings according to your network

environment.

(M MPORTANT

Changes made to Proxy Settings become effective when the machine is restarted. To
restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start

Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘Off’.

[e5] Select the System Setting features.
System Manager >§ Device Info é
Settings Settings
Department ’g User ID ’g
I Management Management

Netwark
Setting

Communications Forwarding
Settings Settings

173 [ e |

m System Management Mods

System Monitor

[E) Network Settings] Effective after ON/OFF

TR/ P Settings

SME Settings

SHMP Settings

Enable Dedicated Port
* On

1/2

m System Management Mode System Monitor

Press @ (Additional Functions)
— [System Settings] — [Network

Settings].

Press [TCP/IP Settings].

Specifying Proxy Settings
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(3 [TCR/IP Settings]

Fort Wumber Settings

Receiving MAC Address Settings

Prosy Settings

m System Managemsnt Mode

System Monitor

4 Specify proxy settings.

@ If you want to use a proxy:

Ak il Cmcbeivrim ] Finmde dmnl mcfbmis anminimis miim e

[ [Frovy Settings]
ullse Proxy

|Server Address .g |

[2 &

Use Proxy within the Same
Domain

|P.uthenticati0n Settings >§

Cancel |

m System Management Mode

System Monitor

Ak bisimacl e Cmcbcbeivram ] Cinmde bmnd mofobmis anmiimir ot im

5] [Prowy Authentication Settings]

m|Jse Proxy Authentication

User E I

Pazsword E I

Cancel

m System Management Mode

System Monitor

@ If you do not want to use a proxy:
U Press [Off] for <Use Proxy> — [OK].

5 Restart the machine.

Press [V ] or [A] until
[Proxy Settings] appears —
press [Proxy Settings].

O Press [On] for <Use Proxy>.
U Press [Server Address] — enter a proxy

server |P address or FQDN (for example,

starfish.company.com) — press [OK].

U Press [Port Number] = enter the port
number of a proxy server.

U If you want to use a proxy in the same

domain, press [On] for <Use Proxy within

the Same Domain>. Otherwise, press
[Off].

U If you want to use proxy authentication,
press [Authentication Settings] — press
[On] for <Use Proxy Authentication>—
enter the user name to use for proxy
authentication in [User], and the
password to use for proxy authentication
in [Password].

U Press [OK] = [OK].

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Confirming the Department ID and Password

You can confirm the Department ID and password when printing using a driver that
supports Windows Vista/7.

(M MPORTANT
Changes made to Confirm Dept. ID Management Password become effective when
the machine is restarted. To restart the machine, turn it OFF, wait at least 10 seconds,
and then turn it ON. For instructions on how to turn the machine ON and OFF, see
Chapter 2, “Before You Start Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘On’.

[e5] Select the System Setting features. Press @ (Addltlonal FunCtions)
ggstem Manager >§ Device Info é - [SVStem SettlngS] - [NEtwork

ttings Settings SettlngS]
Department ’g User ID ’g
I Management Management
Network

Setting

Communications Forwarding E
Settings Settings
1/3 e g . g Done J |

m System Management Mods

System Monitor

Press [TCP/IP Settings].

[E) Network Settings] Effective after ON/OFF

TR/ P Settings | g
SHE Settings m
SHMP Settings m
Enable Dedicated Port

W on L

72

System Monitor

m System Management Mode
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3 Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

(3 [TCR/IP Settings]

i -\
Confirm Dept. D Management Password
» On lmmﬁ

6/6 (| ][ ]

System Monitor

m System Managemsnt Mode

1o Coddb il Cffrmdivin oo OO

4 =

3l [Confirm Dept. ID Management Password]

Cancel

m System Management Mode

System Monitor

5 Restart the machine.

Press [V ] or [ A ] until [Confirm
Dept. ID Management Password]
appears — press [Confirm Dept.
ID Management Password].

Press [On] or [Off] — [OK].

[On]: Confirms the Department ID and
password when printing using a driver that
supports Windows Vista/7.

[Off]: Does not confirm the Department ID
and password when printing using a driver
that supports Windows Vista/7.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Sew' Application Protocols for Printing

You can select the printing method over a TCP/IP network.

(M MPORTANT
Changes made to LPD Settings, RAW Settings, and WSD Print Settings become
effective when the machine is restarted. To restart the machine, turn it OFF, wait at
least 10 seconds, and then turn it ON. For instructions on how to turn the machine ON
and OFF, see Chapter 2, “Before You Start Using the Machine,” in the User’s Guide.

&> NOTE

The default settings are as follows:
- LPD Settings: On

- RAW Settings: On

- WSD Print Settings: Off

[e5] Select the System Setting features. Press @ (Addltlonal FunCtions)
ggstem Manager >§ Device Info é - [SVStem SettlngS] - [NEtwork

ttings Settings SettlngS]
Department ’g User ID ’g
I Management Management
Network

Setting

Communications Forwarding E
Settings Settings
1/3 e g . g Done J |

m System Management Mods

System Monitor

Press [TCP/IP Settings].

[E) Network Settings] Effective after ON/OFF

TR/ P Settings | g
SHE Settings m
SHMP Settings m
Enable Dedicated Port

W on L

72

System Monitor

Setting up the Machine for Your Network Environment
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e — Press [V ] or [A ] until [LPD
& Lo st Settings] appears — press [LPD
LPD Settings )| Settings].
HAWEED’:]tingS m
I

WD Print Settings

2/5|v§ Ag

System Monitor

m System Managemsnt Mode

4 ———————— Press [On] or [Off] = [OK].
(2] [LPD Settings]
[Off]: Does not use LPD.

[On]: Uses LPD as the printing protocol.

Cancel

m System Management Mode

System Monitor

5 m——— Press [V ] or [A] until [RAW
i [TCP/P Settings] Settings] appears — press [RAW
LFD settings [ |l Settings].

Ratt Settings S
» 0n lwmé
Wsh Print Settings m

2/6

System Monitor

m System Management Mode
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6 Specify the Raw settings.

@ If you want to use Raw as the printing protocol:

1o oot R T e

)[R Settings]
u ligp_Ril

mllse Bidirectional

Cancel

m System Management Mode

U Press [On] for <Use RAW>.
U If you want to establish bidirectional

communication using Port 9100, press

[On] for <Use Bidirectional>.
U Press [OK].

@ If you do not want to use Raw as the printing protocol:

Akt el e okt iviran ] FFfombivim mfbeow ORLAET

& [Rat Settings]
ullse RAW

mlize Bidirectional

m System Management Mode

System Monitar

mbaimrl s Cmbokiteram ] o fmm it im_moiokme (1R SO

[TCPAIP Settings]

LPD Settings

i 1

Ref Settings
w OFf

WSO Print Settings

e (]

System Monitor

m System Management Mode

U Press [Off] for <Use RAW>.
4 Press [OK].

Press [¥]or[A ] until [WSD Print
Settings] appears — press [WSD

Print Settings].

Setting Application Protocols for Printing
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8 Specify the WSD Print Settings.

@ If you want to use WSD (Web Services for Devices) for printing:

T o A T

T [WSD Print Settings]

mlse W50

mlze WSD Browsing

mllze Multicast Discovery

(|
——
4l

m System Management Mode

System Monitor

U Press [On] for <Use WSD>.

U If you want to use the multicast discovery
function, press [On] for <Use Multicast
Discovery>. Otherwise, press [Off].

U Press [OK].

@ If you do not want to use WSD (Web Services for Devices) for printing:

P bl e Db bicar ] Tffmmbivim mfbmne ORLAACT

Sl [WSD Print Settings]

On [ 0
]
| On g
——

m System Management Mode

&> NOTE

mlze W50

mlse W50 Browsing

mlze Multicast Discovery

Sy=tem Monitor

O Press [Off] for <Use WSD>.

U If you want to use WSD browsing, press
[On] for <Use WSD Browsing>.
Otherwise, press [Off].

Q If you want to use the multicast discovery
function, press [On] for <Use Multicast
Discovery>. Otherwise, press [Off].

U Press [OK].

<Use WSD Browsing> is automatically set to ‘On’ when <Use WSD Print> is set to

‘Off’.

9 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Setting up the Send Files Function of the Machine
(S ettings)

This setting is necessary for sending data to a Windows shared folder.

(M MPORTANT

¢ To send data to a file server with the imageRUNNER 2545/2535/2530/2525/2520, the
Send function must be activated with the optional Color Send Kit-Y1.

¢ |PVv6 is not supported.

¢ Changes made to SMB Settings become effective when the machine is restarted. To
restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start
Using the Machine,” in the User’s Guide.

&> NOTE

The default settings are as follows:
- SMB Settings: On
- Use LM Announce: Off

Press @ (Additional Functions)
— [System Settings] — [Network

[5] Select the System Setting features.

System Manager Device Info

Department ’g User D ’g
I Management Management
Network
SeEINgS
Communications Forwarding
Settings Settings

173 [ e |

m System Management Mods

System Monitor

PRl hetwork Settings] Effective after OMSOFF

TR/ P Settings

SME Settings

SHMP Settings

Enable Dedicated Port
» On

1/2

m System Management Mods

System Monitor

Press [SMB Settings].

Setting up the Send Files Function of the Machine (SMB Settings)
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3 Specify the SMB settings.

@ If you send scanned documents to a Windows shared folder:

| T T e e

[SHE Settings]
mlize SME Client

Server E l—‘
Warkgraup E l—‘

[ cancel  J[« Bk [ Met ]

m System Management Mode System

IEFSENEH (Max 15 characters) ‘
[ | hiphabet
[« 3] B 7 [Backspace

[

Cancel

[=}
=
[N

m System Management Mode

Iﬁf'ﬁ'orkumun] (Max 15 characters) ‘
[l | ihiphabet

Cancel

m System Management Mode System Manitor

U Press [On] for <Use SMB Client>.

U Press [Server] = enter the name of the
machine — press [OK].

Be sure to enter a unique name that
does not exist as a name for another
computer or printer on the same
network. You can also leave this field
blank.

@ MPORTANT
You cannot enter a character string
that includes blanks.

U Press [Workgroup] = enter the same
workgroup name as the computer that
has the shared folder you are trying to
access — press [OK].

You can also leave this field blank.

@ mMPORTANT
¢ You cannot enter the domain name as
the workgroup name.
* You cannot enter a character string
that includes blanks.

O Press [Next].
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lﬁl’ﬁommenﬂ (Max 48 characters)

> | | Backspace

Cancel

m System Management Mode

A kbl e Cmbbiviran | o fmimcbin im mofbmae RO

[SMB Settings]

‘Domment >§ I ‘
‘Dn g

Back [

=M Announce

[ Cancel ] [4

=

m System Management Mods

U Press [Comment] — enter a comment if
necessary — press [OK].

&> NOTE

The comment is displayed on the
network.

4 If you want the machine to notify the LAN
Manager of its existence on the network,
press [On] for <LM Announce>.
Otherwise, press [Off].

&> NOTE

¢ <LM Announce> is provided to
enable the LAN Manager to refer to
the machine.

o If the LAN Manager does not have to
refer to the machine, you can control
the traffic over your network by
selecting [Off] for <LM Announce>.

U Press [OK].

@ If you do not send scanned documents to a Windows shared folder:

A b biiminl s Cimbobivram | T fimmobin 1m moobmir CURLSOET

[SME Settings]

=z SHE Client

Cancel

System Monitor

m System Management Mode

4 Restart the machine.

U Press [Off] for <Use SMB Client> =
[OK].

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Setting up the Send Files Function of the Machine (SMB Settings)
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Se@ up E-Mail/l-Fax Function

To set up the Scan to E-mail and I-fax functions, follow the procedure below.

(M MPORTANT

¢ To send e-mails or I-faxes with the imageRUNNER 2545/2535/2530/2525/2520, the
Send function must be activated with the optional Color Send Kit-Y1.

¢ Changes made to E-mail/l-Fax settings become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

¢ To enable SSL communications for sending/receiving e-mails and I-faxes, specify the
SSL settings described in this section. Also, an SSL key pair must be generated and
set as the default key. (See “Generating a Key Pair for SSL Communications,” on
p. 3-21, and “Setting the Default Key for SSL Communications,” on p. 3-35.)

&> NOTE

You can set the machine to verify the SSL server certificates for POP/SMTP. The
settings are available only on the Remote Ul. See Chapter 4, “Customizing Settings,’
in the Remote Ul Guide.

23] Select the System Setting features. Press @ (Addltlonal FunCtiOﬂS)
Syt Horagr ;E rer—— >§ — [System Settings] — [Network

ettings Settings SettlngS]
Department >§ User 1D ’g
1D Management Hanagement
HNetwork
EE L E—
Communications Farwarding
Settings Settings

6 (W la] [

m System Managemsnt Mode

System Monitor
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[SNetwork Settings] Effective after ON/OFF

I
)
-
[

Ethernet Driver Settings

E-mails 1-Fan

Startup Time Settings
» Osecis)

[EEEB02. 1% Settings

System Monitor

m System Management Mode

Press [V ] or [A ] until [E-mail/
I-Fax] appears — press [E-mail/
I-Fax].

3 Specify the mail server for receiving e-mails/I-faxes.

The machine supports both SMTP and POP3 functions.

&> NOTE

The machine can receive |-faxes, e-mail messages in text format, and TIFF-F and
JPEG files attached to e-mail messages in text format.

@ If you want to receive e-mails/l-faxes using the machine’s own SMTP

receiving function:

A kbl e Cmbbiviran | o fmimcbin im mofbmae RO

Encryption

Server E I |
E-mail E
bildress I |

[ cancel  |[« Bak [ _Mext »

l:l authentication,
SHTP

m System Management Mode

Iﬁ—mail iddress (Max @4 characters)

] | Backspace

=
=
[ X

m System Management Mode

System Monitor

—
|

U Press [Off] for <POP> — press [On] for
<SMTP Receive>.

U Press [E-mail Address] = enter the
e-mail address your machine will use —
press [OK].

&> NOTE

The machine can receive e-mails/
I-faxes sent only to the specified e-mail
address.

U To specify the settings for SSL
communications, proceed to the next
step. To specify the settings for sending
e-mails/I-faxes, proceed to step 4.

Setting up E-Mail/lI-Fax Function 3-53
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Q Press [Authentication/Encryption].

Al Coddivran ] Cffmmd e ~fdme ORLOCT
[E-mail/-Fau]
uSHTF Receive

= FOp

" {uthertications
_hcryption

SMTP Server E I |
E-mail E
bddress I |

[ cancel |[« Bk [ Mext ]

m System Management Mode

System

O Press [Next].

Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

[ [tuthentication/Encryption Settings]

sPOP Authentication before Send

=SMTP tuthentication(SMTP AUTH)

Cancel

m System Managemsnt Mode

A T AT U Press [SSL] or [On] for <Allow SSL

5] [tuthentication/Encryption Settings] (SMTP Receive)> depending on your
network environment — press [OK].

If you select [SSL] for <Allow SSL (SMTP
Receive)>, the machine receives
SSL-encrypted data only. (The machine

=hllow 550 (POPY

millow 350 (SMTP Send)

" Allow SSL (TP mim i1 does not receive unencrypted data.)
If you select [On] for <Allow SSL (SMTP
[ cancel  J[«  mak ([ ok ‘J"J Receive)>, the machine receives

SSL-encrypted data, only when the
client sends a request to the machine to
do so.

m System Management Mode

(M MPORTANT
o If the SMTP server does not support encryption, the data will not be encrypted,
even if you select [SSL] or [On] for <Allow SSL (SMTP Receive)>.
o To receive SSL-encrypted data using SMTP receiving, changing the port number
for <SMTP Receive> may be required. (See “Setting Port Numbers,” on p. 3-38.)
The proper port number differs depending on your network environment. For
details, consult your network administrator or e-mail service provider.

U Proceed to step 4 to specify the settings for sending e-mails/I-faxes.
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@ If you want to receive e-mails/l-faxes using a POP server:

drmacle Cebobivin ] Cdfmmdbiv i ofdoe ORLOCT

EI authentications
Encryption

SMTP Server E I |
E-mail E
hidress I |

[ cancel  |[« Bak [ Mext »]

m System Management Mode

System Monitor

Iﬁ—mail Address (Max 64 characters)
[l | féiphabet

> ] | Backspace

=
=
[

m System Management Mods

—
Z

IEFPDP Server 1 (Max 47 characters)
[l | ‘ihiphabet

> | | Backspace

=
=
[

m System Management Mode

—
|

I@’DP iddress (Max 32 characters)

] | Backspace

=
=
[

System Monitor

m System Management Mods

—
Z

U Press [On] for <POP> — press [Off] for
<SMTP Receive>.

U Press [E-mail Address] — enter the
e-mail address your machine will use —
press [OK].

U Press [Next].

U Press [POP Server] = enter the POP
server IP address or name using the
on-screen keyboard — press [OK].

U Press [POP Address] — enter the login
name for access to the POP server =
press [OK].
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IE’DP Password (Max 32 characters) ‘
[l | ihiphabet

| ] §| B 7 [Backspacs 1 [Entry Moce ]

Cancel

m System Management Mode System Manitor

Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

ﬁl |
- |
T e | |
N (s

[ cancel (|« Bak | K

m System Managemsnt Mode

Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

] [E-mail/1-Fax]
SMTP Receive

El \Lthentication/
_ncryption

SMTP Server E I |
E-mail E
Address I |

[ Cancel ] [4 Back ] [ Mext >

System Monitor

m System Managemsnt Mode

O Press [POP Password] = enter the
password for access to the POP server
— press [OK].

O Use [-] or [+] to set [POP Interval] at the
interval you want the POP server to
check for incoming e-mails.

&> NOTE

« You can also enter values using (@) -
(® (numeric keys).

o If the interval is set to ‘0’, the POP
server is not checked automatically.
For instructions on how to manually
check the POP server, see Chapter
6, “Checking/Changing the Status of
Documents in Memory,” in the
Sending and Facsimile Guide.

QO Press [Back].

Q To specify the settings for SSL
communications, proceed to the next
step. To specify the settings for sending
e-mails/l-faxes, proceed to step 4.

O Press [Authentication/Encryption].
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PRk drimicl e Cmbbivnran ] T fmimcbinim mbmae ORLOET

& [Authentication/Encryption Settings]
mPOP Authentication before Send

wSHTP duthentication(SHTR AUTH)

Cancel

m System Management Mode

A kbl e Cmbbiviran | o fmimcbin im mofbmae RO

[uthentication/Encryption Settings]

millow S5L(POP)
millow SSL(SHTP Send)

millow S5L (SMTP Receive)
[5sL HI

[ Cancel ] [ - Back

m System Management Mods

O Press [Next].

U Press [On] for <Allow SSL (POP)> —
press [OK].

(M wPORTANT

e If the POP server does not support
encryption, the data will not be
encrypted, even if [On] is selected for
<Allow SSL (POP)>.

e To receive SSL-encrypted data using
POP, changing the port number for
<POP3 Receive> may be required.
(See “Setting Port Numbers,” on
p. 3-38.) The proper port number
differs depending on your network
environment. For details, consult your
network administrator or e-mail
service provider.

U Proceed to step 4 to specify the settings
for sending e-mails/|-faxes.

4 Specify the mail server for sending e-mails/I-faxes.

&> NOTE

If the screen <[Network Settings] Effective after ON/OFF> is displayed at this point,
press [¥]or [a ] until [E-mail/l-Fax] appears — press [E-mail/l-fax], and proceed to the

steps below.
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@ If you are using an SMTP server that requires POP before SMTP as the

authentication method:

IEI'SMTP Server] (Max 47 characters)
[ | ihiphabet

i | Backspace

Cancel |

System Monitor

m System Management Mode

Akt bisimanl e Cmeivnnim ] Cffmmd it im mofemae ORLAOET

El (uthentication
ncryption

FMTP Server E I |
E-mail E
Address I |

[ Cancel ] [4 Back ] [ Mext >

m System Managemsnt Mode

System Monitor

P bl e Db bicar ] Tffmmbivim mfbmne ORLAACT

sPOP futhentication before Send

mSMTP tuthentication(SMTR AUTHD

System Monitor

m System Management Mode

(s
|

U Press [SMTP Server] = enter the SMTP
server |P address or name — press
[OK].

Enter the SMTP server name if the
SMTP server address is already
registered in the DNS server.

Enter the IP address of the SMTP server
if the SMTP server address is not
registered in the DNS server.

0 Press [Next].

U Press [POP Server] = enter the POP
server |P address or name using the
on-screen keyboard — press [OK].

U Press [POP Address] — enter the login
name for access to the POP server =
press [OK].

0 Press [POP Password] — enter the

password for access to the POP server
— press [OK].

QO Press [Back].
O Press [Authentication/Encryption].

O Press [On] for <POP Authentication
before Send>.

O Press [Next].

Q To specify the settings for SSL
communications, proceed to the next
step. If you do not use SSL
communications, press [OK] to return to
the [E-mail/l-Fax] screen — press [Next]
— [OK], and then proceed to step 5.
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PRk drimicl e Cmbbivnran ] T fmimcbinim mbmae ORLOET

(] [Luthentication/Encryption Settings]

mhlow S50 (POPY

millow S50 (SMTP Send)

millow S5L (SMTP Receive)
[ 551 {[on

[ cancel {4 Back & J||J

m System Management Mode

@ MPORTANT

U Press [On] for <Allow SSL (POP)> and/
or <Allow SSL (SMTP Send)>,
depending on your network environment
— press [OK] to return to the [E-mail/
I-Fax] screen.

o If the POP server and/or SMTP server do not support encryption, the data will
not be encrypted, even when [On] is selected for <Allow SSL (POP)> and/or

<Allow SSL (SMTP Send)>.

¢ To send SSL-encrypted data using POP before SMTP, changing the port number
for <POP3 Receive> and/or <SMTP Sending> may be required. (See “Setting
Port Numbers,” on p. 3-38.) The proper port number differs depending on your
network environment. For details, consult your network administrator or e-mail

service provider.
O Press [Next] = [OK].
O Proceed to step 5.

@ If you are using an SMTP server that requires SMTP Authentication:

U Press [SMTP Server] = enter an SMTP server IP address or name — press [OK].
Enter the SMTP server name if the SMTP server address is already registered in the

DNS server.

Enter the IP address of the SMTP server if the SMTP server address is not

registered in the DNS server.
O Press [Authentication/Encryption].

U Press [On] for <SMTP Authentication (SMTP AUTH)>.
U Select [On] or [Off] for <Disp Auth Screen When Sending> and <Carry Over

Authentication>.

e <Disp Auth Screen When Sending>

Specify whether to display the SMTP authentication screen each time you send
e-mails and I-faxes. To always display the SMTP authentication screen when
sending e-mails and I-faxes, select [On].

e <Carry Over Authentication>

Specify whether to carry over the login information (user name only) from
Authorized Send to SMTP authentication. To use the same user name for SMTP
authentication, select [On]. If you select [On], you do not need to specify the user

name in the next step.

(M vPORTANT

e <Disp Auth Screen When Sending> and <Carry Over Authentication> appear
only when Authorized Send is activated.

Setting up E-Mail/lI-Fax Function 3-59

Setting up the Machine for Your Network Environment H



Setting up the Machine for Your Network Environment E

o If you select [On] for both <Disp Auth Screen When Sending> and <Carry Over
Authentication>, the user name used to log in to Authorized Send is
automatically inserted in the [User Name] text box of the SMTP authentication
screen.

U Press [User] — enter the user name used for logging in to the SMTP server — press
[OK].

If you are using the server that requires the domain name to be included with your
user name, enter a user name in [User] using the following format: user name
@domain name.

U Press [Password] = enter the password used for logging in to the SMTP server —
press [OK].

U Press [Next].

U To specify the settings for SSL communications, proceed to the next step. If you do
not use SSL communications, press [OK] to return to the [E-mail/l-Fax] screen —
press [Next] = [OK], and then proceed to step 5.

O Press [On] for <Allow SSL (SMTP Send)> — press [OK] to return to the [E-mail/
I-Fax] screen.

(M wPORTANT
o If the SMTP server does not support encryption, the data will not be encrypted,
even when [On] is selected for <Allow SSL (SMTP Send)>.
o To send SSL-encrypted data using SMTP Authentication, changing the port
number for <SMTP Sending> may be required. (See “Setting Port Numbers,” on
p. 3-38.) The proper port number differs depending on your network
environment. For details, consult your network administrator or e-mail service
provider.
U Press [Next] = [OK].

U Proceed to step 5.

@ If you are using an SMTP server that does not require authentication for
sending e-mails:
U Press [SMTP Server] = enter an SMTP server IP address or name — press [OK].
Enter the SMTP server name if the SMTP server address is already registered in the
DNS server.
Enter the IP address of the SMTP server if the SMTP server address is not
registered in the DNS server.

U Press [Authentication/Encryption].
0 Press [Off] both for <SMTP Authentication (SMTP AUTH)> and <POP Authentication
before Send> — press [Next].

U To specify the settings for SSL communications, proceed to the next step. If you do
not use SSL communications, press [OK] to return to the [E-mail/l-Fax] screen —
press [Next] = [OK], and then proceed to step 5.

U Press [On] for <Allow SSL (SMTP Send)> — press [OK] to return to the [E-mail/
I-Fax] screen.
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(M vPORTANT
o If the SMTP server does not support encryption, the data will not be encrypted,
even when [On] is selected for <Allow SSL (SMTP Send)>.
¢ To send SSL-encrypted data using SMTP, changing the port number for <SMTP
Sending> may be required. (See “Setting Port Numbers,” on p. 3-38.) The proper
port number differs depending on your network environment. For details, consult
your network administrator or e-mail service provider.
Q Press [Next] — [OK].

U Proceed to step 5.

Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Se@ up LDAP Server

If the information for an LDAP (Lightweight Directory Access Protocol) server is
registered in the machine, you can search for e-mail addresses and fax numbers
via the LDAP server. E-mail addresses and fax numbers obtained via the server
can be specified as destinations or stored in the Address Book.

LDAP Server

o

john@example.com
012XXXXXXX

&> NOTE

» The following types of LDAP servers can be used with this machine:
- Windows 2000 Server with Active Directory
- Windows Server 2003 with Active Directory
- Windows Server 2008 with Active Directory
- Lotus Notes R5 to R8
For more information, contact your local authorized Canon dealer.
¢ You can register up to five LDAP servers.
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Registering LDAP Server

Specify the relevant information for the LDAP server, such as the server name and
address.

Press @ (Additional Functions)
— [System Settings].

[e5] Select an Additional Functions feature.
‘Common Settings >§ ‘Copy Settings

Timer Settings Communications
Settings

Cleaning

Report Settings Address Book
[ Settings

‘AdjustmentX ’g ‘Printer Settings ’g

‘ Syetem Settings
;

System Monitor

[e5] Select the System Setting features. Press [v] or [A] until [RegiSter
\gwef’grm W | ez ] LDAI? Server] appears — press
AL 5 [Register LDAP Server].

Restrict the Auta Onlings
Send Function ¥ [Offline .
‘Hegis‘ter LDap Job Log Display ’g
Server ¢

Memory Media

Send Lo

rograti
243 6 ~ § i, % Done J

m System Management Mode

System Monitor

&3] [Register LDAP Server] Press [ReQISter]'

LGP Server |
Reg. /Edit
LD&P Search
Register ’g i E Print g
¥ List

m System Management Mode
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1 BN Mrcciicdow | BAO Ceaeame 1

] [Reister]

Server E I

Server
bddress I

Location to
Start Search I

[ Cancel ] [4 Back

m System Managemsnt Mode

i

IEFSENEH (Max 24 characters)

[« 3] 7 [Backspace

Cancel

m System Management Mode

System Monitor

IﬁrServer Address ] (Max 47 characters) ‘

| ikiphabet

[ 4 [ » 7 [Backspace

i |Entry Modde §

]

Cancel

m System Management Mode

| - §| > §|Backspace

I

Cancel

m System Managemsnt Mode

System Monitor

Specify the LDAP server
information.

U Press [Server] = enter a server name —
press [OK].

U Press [Server Address] = enter the
server’s address — press [OK].

&> NOTE

If <Login Information> is set to ‘Use
(security authent.)’ for the LDAP server
and Reverse DNS Lookup (a function
that looks up the host name from the
IP address) is not supported, enter a
host name instead of an IP address.

O Press [Location to Start Search] = enter
the location to start searching — press
[OK].

Enter the location to start searching
according to the type of LDAP server
you are using, or as described below.
You can leave this field blank.
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&> NOTE

o If you are using Windows 2000 Server, Windows Server 2003, or Windows Server
2008 with Active Directory:

Add “DC="to each dot separated series of characters in the Active Directory domain
name, and separate each series of characters by a comma.

Example: If <team1.salesdept.canon.co.jp> is the domain name in Active Directory:
DC=team1, DC=salesdept, DC=canon, DC=co, DC=jp

o If you are using Lotus Notes Domino R5 or later:

Enter the dn (Distinguished Name) of the node on the directory tree, such as
“ou=team1”, “ou=salesdept”, “o=canon”, or “c=jp”.

o If the server’'s LDAP version is 3, you do not have to specify [Location to Start Search].
(If the LDAP version is 3, the machine automatically retrieves settings from the server,
and sets the location to start searching.) If the server’s LDAP version is 2, you have to
specify [Location to Start Search].

Press [Next].

o N—TYT—— Press [Port Number] — enter a
2] & [Reaister] pOI’t number USing @ - @

©o55E) (numeric keys).
(1-1000)
| 5] o

[ cancel  |[«  Back [ _text »)

m System Management Mode

System Monitor ]

Press [Max. No. of Addresses] —
enter the maximum number of

(1-65535) addresses to search using © - (®

— (numeric keys).
- 1-10007)
(a0-300)

Back  |[__text |

[ Cancel

m System Management Mode

System Monitor 3
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8 B Mrcciicdow | BAD S mae hl

B B [Register]

50

!

| {1-65535)
(1-1000)

30-300}

[ Cancel ] [4 Back

J[ Mot )

m System Managemsnt Mode

System Monitor

9 Press [Next].

10

I roccics

Server LD&P version and charac

g llse (security g
authent. i

ter code

r.3 (UTF-8 Yer.z (UTF-8}

g ‘\"EF.Z t515) g

"v'er.Q ) E‘Ver.Q A

Yer.2 g
(1508559 )

[ Cancel ] [4 Back

JL_= 4

m System Management Mode

System Monitor

NOTE

Press [Search Timeout] — enter
the timeout time, in seconds,
using © - ® (numeric keys).

(M MPORTANT
Depending on the conditions such as
authentication methods you are using,
the timeout time may be shorter than
designated.

Select [Do not use], [Use], or
[Use (security authent.)] for
<Login Information>.

¢ [Use (security authent.)] can be selected only if the LDAP server is running on
Windows 2000 Server, Windows Server 2003, or Windows Server 2008 with Active

Directory.

o If you entered an IP address in step 4, and Reverse DNS Lookup (a function that looks
up the host name from the IP address) is not supported, select either [Do not use] or

[Usel.

o If <Login Information> is set to ‘Use (security authent.)’, and if Date & Time Settings in
Timer Settings (from the Additional Functions screen) is different from the time
settings on the LDAP server, the machine may not be able to connect to the LDAP

server.
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@ If [Do not use] is selected:

T 1 Select the Server LDAP version and

[Register] character code — press [OK].

Login Information Select the LDAP version and character

E oe \eurity E code according to the LDAP server’s
environment.

3 (UTF ver.2 (UTF-8) g Ver.Z (SIS} g
‘er.z () g‘\fer.z (s g \5%1'0.82859) g

[ - Cancel ] [1 Back |

(K, o
)

m System Management Mode

System Monitor

@ If [Use] is selected:

- Q Select the LDAP version and character
[Register] code according to the LDAP server’s

u Login Information _ environment — press [Next].
Do not use Use (security

mSarver | NAP werzinn and character coce

ver.2 (UTF-2) g ver.2 (5JI5) g

(1309859

m‘\fer.z (ELCY E“v‘er.z (JI5) E Yer.2 E

[ » Cancel ”4 Back I|| Next b"J

m System Management Mods

System Monitor

|ﬁmser Name] Mz 120 characters)  Press [_User] — enter the user name
I | Jhiatit | according to the type of LDAP server you

are using — press [OK].
[ [ » §|Backspace §|Entry Hodke 9=p [OK]

)
|

m System Management Mode

&> NOTE

o If you are using Windows 2000 Server, Windows Server 2003, or Windows Server
2008 with Active Directory:
Press [User] = enter “Windows domain name/Windows user name”.
Example: If <team1> is the Windows domain name, and <user1> is the Windows user
name: team1/useri

o If you are using Lotus Notes Domino R5 or later:
Press [User] — enter the dn (Distinguished Name) of the user, such as “cn=admin”,
“ou=team1”, or “ou=salesdept”.

=
=
[ X

System Monitor ]
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IEI'Password'l (Max 24 characters) ‘

[ | iiiphabet

Cancel

m System Managemsnt Mode System Manitor

P MMeiimdme L RAD Cmae e 1

[ [Register]

lser E I |
Password E I |

mDisplay authentication screen

[ Cancel ] [4 Back

m System Management Mode

&> NOTE

password registered at this step.

P MMeiimdme L RAD Cmae e 1

m Login Information
Do not use E ‘Use E U

Setting up the Machine for Your Network Environment E

mServer LDAP version and character code

wWer.3 (UTF-8)

[ cancel  J[«  Back ([ Mext l\»||J

m System Management Mode

Sy=tem Monitor

O Press [Password] = enter a password =
press [OK].
After pressing [OK], the password that
you entered appears as asterisks
(********) on the Register screen.

U Select [On] or [Off] for <Display
authentication screen>.

[On]: When searching for information on
the server, a login information dialog box
is displayed even if a password is not
required.

[Off]: When searching for information on
the server, a login information dialog box
is not displayed.

QO Press [OK].

If Authorized Send is activated, <Carry Over Send Auth. Info.> appears on the top
of the Register screen. Press [On] to use the same user name and password as
the login information for Authorized Send or [Off] to use the user name and

@ If [Use (security authent.)] is selected:

O Press [Next].
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- -
IEI'LIser Mame] (Max 120 characters) ‘ O Press [User] enter a user name

[ [ ot )| Pross DK

(4 [ > | [foeome ] [Fo o] Example: If <user1 > is the Windows
user name:
user1

—
|

m System Management Mode

=
=
[

O Press [Password] — enter a password

FE Password] (Max 24 characters)
l_ — press [OK].

[l | féiphabet

After pressing [OK], the password that
you entered appears as asterisks
(********) on the Register screen.

[ 4 [P ] [packspace ] [Entry Mode

-]

=]

__Cancel .- l
Z

m System Management Mods

=
=
[

U Press [Domain Name] — enter a domain
name — press [OK].

| [Backspace ie ] Entgr thg directory tree name of the
3 1 1 3 Active Directory, such as
@ <team1.salesdept.canon.co.jp>.

Iﬁrnnmain Name1 Mz 120 characters)
[l | ihiphabet

=
=
[ X

—
|

m System Management Mode

System Monitor

_— Q Select [On] or [Off] for <Display
= [Fegister] authentication screen>.

User EI | [On]: When searching for information on

the server, a login information dialog box

P o is di i [
asEir §| | is displayed even if a password is not

Domain Mame EI | required.
- [Off]: When searching for information on

=Display authentication screen  ([on__ ] the server, a login information dialog box
is not displayed.

[ Cancel ] [1 Back I [ 3 J"J

m System Management Mode

U4 Press [OK].
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> NOTE

If Authorized Send is activated, <Carry Over Send Auth. Info.> appears on the top
of the Register screen. Press [On] to use the same user name and password as
the login information for Authorized Send or [Off] to use the user name and
password registered at this step.

11 Press (Reset) to return to the top screen.

Changing LDAP Server Setting

You can change the settings for a stored LDAP server.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Registering LDAP Server,” on p. 3-63.

2 Press [V ] or [ A ] until [Register LDAP Server] appears — press
[Register LDAP Server].

For help, see step 2 in “Registering LDAP Server,” on p. 3-63.

5 [Register LDAF Server]

[ LDAP Server

FReq. /Edit
LDAP Search

|

Fegister Detail!
k| Edit

Erase

g Frint g
List

Done uJ

m System Management Mode

System Monitor

Select the LDAP server whose
settings you want to change —
press [Detail/Edit].

4 Change the necessary settings — press [OK].

For details about each setting, see “Registering LDAP Server,” on p. 3-63.

5 press (Reset) to return to the top screen.
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Deleting LDAP Server

You can delete a stored LDAP server.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Registering LDAP Server,” on p. 3-63.

2 Press [V ] or [ A] until [Register LDAP Server] appears — press
[Register LDAP Server].

For help, see step 2 in “Registering LDAP Server,” on p. 3-63.

] (Fegoter [0fF Sorver] Select the LDAP server that you

[ T0#F Server 1 want to erase — press [Erase].

Req. /Edit
LDA&P Search

o

Register >§ Detail/ T Erase g'Print g
Edit ¥ List

System Monitor

m System Management Mode

4 Press [Yes].

If you do not want to erase the LDAP server, press [No].

The selected LDAP server is erased.

5 Press (Reset) to return to the top screen.
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Registering/Editing LDAP Search Attributes

You can register or edit the LDAP search attributes.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Registering LDAP Server,” on p. 3-63.

2 Press [V ] or [ A ] until [Register LDAP Server] appears — press
[Register LDAP Server].

For help, see step 2 in “Registering LDAP Server,” on p. 3-63.

Press [Reg./Edit LDAP Search].

[ [Register LDAP Server]

[ LD#F Server |

Rey. /Edit
LDAP Search

Fegister ’g Detail’ ’E Erase g Print E
Edit List

System Monitor

m System Management Mode

4 Register or edit the LDAP search attributes.

@ If you want to register a search attribute:

T Er—TT— 0 Press [Not Reg'd 1] or [Not Reg'd 2] —
) [Register/Edit LDAP Search Attributes] [Register/Edit].

Mot Reg'd 2

Redgister/
Edit ¥

System Monitor

m System Managemsnt Mode
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lﬁl’Disnlav Wama] iMax 11 characters)

> | | Backspace

Cancel

m System Management Mode

Iﬁl’.ﬂ\ttrihu‘te tame] (Max 64 characters)

> ] | Backspace

=
=
[

—
Z

m System Management Mods

U Press [Display Name] = enter the name
to display — press [OK].

U Press [Attribute Name] — enter the
attribute name — press [OK].

U Press [OK].

@ If you want to edit a search attribute:

it I DVAD i 1 1

ttingd
Mot Reg'd 2
Register/ J)Erase
Edit

System Monitor

m System Management Mods

U Select the search attribute that you want
to edit — press [Register/Edit].

U Press [Display Name] — edit the name to
display — press [OK].

U Press [Attribute Name] — edit the
attribute name — press [OK].

4 Press [OK].
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. PO DSV ) ) o T oy 1

(&3] [Register/Edit LDBP Search Attributes]

Mot Reg'd 2
Register/ if|Erase
Edit ¥

m System Management Mode

System Monitor

@ If you want to erase a search category:

Q Select the search attribute that you want
to erase — press [Erase].

U Press [Yes].

5 Press (Reset) to return to the top screen.

Printing LDAP Server Settings

You can print the LDAP server settings.

1 Press @ (Additional Functions) — [System Settings].

For help, see step 1 in “Registering LDAP Server,” on p. 3-63.

[Register LDAP Server].

2 Press [V ] or [ A ] until [Register LDAP Server] appears — press

For help, see step 2 in “Registering LDAP Server,” on p. 3-63.

5 [Register LDAF Server]

LOAP Server |

Feg. /Edit
LDAP Search
Fegister ’g Detailf >§ Erase E‘Print
Edit List

System Monitor

m System Managemsnt Mode

Press [Print List].

&> NOTE
The Registered LDAP Server List can
be printed only if A3, B4, A4, or A4R
(plain, recycled, or color paper) is
loaded in the paper sources whose
settings in Other in Drawer Eligibility
For APS/ADS in Common Settings
(from the Additional Functions screen)
are set to ‘On’. (See Chapter 3,
“Configuring the Machine’s Basic
Settings,” in the Reference Guide.)
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[ [Fegister LDAP Server]

[Registered LDAP server list]

Print the Registered LDAP Serwver
Ligt?

‘Yes g ‘No

m System Management Mods

System Monitor

Press [Yes].

The LDAP Server settings list is printed.

5 Press (Reset) to return to the top screen.

Setting up LDAP Server
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CHAPTER

This chapter describes how to set the System Settings items related to the Send function.

(M MPORTANT

To make changes to the System Settings, enter the System Management mode. For
details, see “Operating the Machine in System Management Mode,” on p. 1-7.
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Sp

ing Communications Settings

This section describes the System Settings items related to the e-mail, I-fax, and
fax functions.

E-Mail/l-Fax Settings

You can change the e-mail and I-fax transmission settings listed below.

B Maximum Data Size For Sending

Sets the maximum data size for outgoing e-mail messages and I-fax documents.
If the data size of the document sent from the machine exceeds the specified
maximum data size and <Divided TX over Max.Data Size> is set to ‘On’, the
document is split up into multiple files by page and sent as different e-mail or
I-fax messages.

H Divided TX over Max.Data Size

Sets whether to divide a document into separate files when it is sent if its size
exceeds the data size you specify.

H Default Subject

The subject that you enter here is used as the default subject whenever you do
not enter a subject when sending a job.

(M MPORTANT
This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated.

&> NOTE

The default settings are:

- Maximum TX Data Size: 3 MB
- Divided TX over Max.Data Size: Off
- Default Subject: Attached Image

4-2
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Press @ (Additional Functions)
— [System Settings] —
[Communications Settings].

Select the System Setting features.

System Manager Device Info
Settings

Department

1D Managemert

Communications .g Forwarding ’E
Settings Settings

1/3 | ™ § i § Dane J)

m System Management Mode

System Monitor

Press [E-mail/l-Fax Settings].

Communications Settings]

E-mail/|-Fax Settings m
Fax Settings m
Memory Lock Settings

ot ]

Select Country/Region
» fustralia (A m

System Monitor

m System Management Mode

T T NTT Specify each settings.
[E-mail,/ 1-Fas]
miizximum TH Data Size

(0o MB 5 + %

mDivided T¥ over Max.Data Sire

mDetault Subject

I.l\ttached Inage | Sub ject

m System Management Mode

System Monitor

<Maximum TX Data Size>:
Use [-] or [+] to specify the maximum data size for sending.
You can set the Maximum TX Data Size from 0 to 99 MB, in 1 MB increments.

If you enter ‘0’ MB as the data size, there is no size limit on the data that is sent.

Specifying Communications Settings 4-3
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<Divided TX over Max.Data Size>:

[On]: When the data size of the document exceeds the size set in <Maximum TX Data
Size>, the document is sent as separate files. If the data size of a single page
document exceeds the maximum data size for sending, the send job is handled
as an error and the document cannot be sent.

[Off]: When the data size of the document exceeds the size set in <Maximum TX Data
Size>, the document is not sent.

<Default Subject>:

Press [Subject] = enter the default subject = press [OK].

You can enter up to 40 characters for the default subject.

(M MPORTANT
¢ Be sure to set the maximum data size for sending to a value that does not exceed the
maximum data size allowed by the mail server.
¢ If the Language Switch setting is set to ‘On’, some characters are restricted and
cannot be entered. To enter all characters, set the Language Switch setting to ‘Off’.
(See Chapter 3, “Configuring the Machine’s Basic Settings,” in the Reference Guide.)

&> NOTE

« You can also enter values for Maximum TX Data Size using (0) - (9) (numeric keys).
e For instructions on how to enter characters using the on-screen keyboard, see
Chapter 2, “Basic Operations,” in the Reference Guide.

4 Confirm the settings you specified — press [OK].

5 Press (Reset) to return to the top screen.

Setting Sending/Receiving Start Speed

This section describes how to set the send and receive start speeds. This is useful
when there is difficulty initiating the sending and receiving of a document.

@ wPORTANT
This setting is available only when the optional Super G3 Fax Board-AG1 is attached
to the machine.

&> NOTE

The default setting is ‘33600 bps’ for both the Send Start Speed and Receive Start
Speed.
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1 Press @ (Additional Functions) — [System Settings] —
[Communications Settings].

For help, see “E-Mail/l-Fax Settings,” on p. 4-2.

[Z) Connunications Settings]

E-mail/I-Fax Settings

Fax Settings

Memory Lock Settings
» OFf

Select Country/Region
w dustralia ()

-

m System Management Mode

System Monitor

3 |-, [ VT PO O POV S O S R |

[E [Fax Settings]
mSend Start Speed

J3600kps

mReceive Start Speed

33600hps

Cancel

Al

m System Management Mode

System Monitor

Press [Fax Settings].

Select the desired Send Start
Speed and Receive Start Speed
by pressing each drop-down list
— press [OK].

If your document transmission or reception
is slow in starting, this may mean that the
telephone lines in your area are in poor
condition. Select a slower speed. You can
select [33600 bps], [14400 bps], [9600
bps], [7200 bps], [4800 bps], or [2400
bps].

4 press (Reset) to return to the top screen.

R-Key Setting

If your machine is connected through a PBX (Private Branch Exchange), it is
necessary to set the access method. You can set the PBX type to ‘Prefix’ or

‘Hooking’.

(M MPORTANT

This setting is available only when the optional Super G3 Fax Board-AG1 is attached

to the machine.

Specifying Communications Settings
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&> NOTE

o If you select ‘Prefix’ for R-Key Settings,

you can set a code of up to 20 digits that will

access an outside line. Be sure to enter a pause [P] after the prefix code.

¢ The default setting is ‘PSTN’.

A et im immcb i m Crimecb nmam T

Press @ (Additional Functions)

[ [Fax Settings]
mSend Start Speed

23600bps

= Receive Start Speed

33600bps

mR-Key Settings

PETN [ g

— [System Settings] —
[Communications Settings] —
[Fax Settings] — [R-key
Settings].

m System Managemsnt Mode

System Monitor

2 Press [PSTN] or [PBX].

@ If your machine is connected to an outside line:

L, PG P o N et o Sy |

U Press [PSTN] = [OK].

5] [R-key Setting]

Cancel

U Proceed to step 4.

m System Management Mode System Monitor

If your machine is connected thro

ugh a PBX:

o, [T POy o PV o o S |

O Press [PBX].

[] [F-key Setting]

System Monitor

m System Management Mode

U Proceed to step 3.
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3 Select the type of PBX you are using.

| o [P PO PR e R |

Cancel

m System Management Mode

System Monitor

| T

B3 B [Code]

lze the numeric keys.

[1232567P

‘ Pause g

Backspace g

Cancel

0K )

m System Management Mode

System Monitor

|, g P oy P R aret o ey |

2] [R-key Setting]

Cancel

0K )

m System Management Mode

System Monitor

@ If you select [Prefix]:
O Press [Prefix] = [Code].

Q Enter the prefix code using © - (®
(numeric keys) = press [OK] = [OK].
Be sure to enter a pause after the prefix
code. If you press [Pause] at the end of
the prefix code, <P> is displayed. If you
do not insert a pause, the prefix code is
not registered.
You can enter up to 20 digits for a prefix
code.
Press [Backspace] to delete the number
or character immediately to the left of
the cursor.
You can press © (Clear) to clear your
entry.

@ If you select [Hooking]:
U Press [Hooking] = [OK].

The selected mode is set.

4 Ppress (Reset) to return to the top screen.
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Memory Lock Settings

There may be occasions when you want to use the Memory Lock mode, which
stores all incoming documents in the memory until you are ready to print or send
them. After the Memory Lock is turned ‘On’, the machine will enter the Memory
Lock mode. The documents received when the machine is in the Memory Lock
mode are stored in memory until you unlock the memory with a password and print
them. You can also set the machine to automatically enter and leave the Memory
Lock mode at a specified time.

Memory @

This section explains how to enable and disable the Memory Lock mode and
configure the Memory Lock settings such as the password and the timer for turning
on and off the Memory Lock.

@ wPORTANT
« This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated or the optional Super G3 Fax Board-AG1 is
attached to the machine.
¢ Additional documents cannot be received in memory if either of the following is true:
- When a total of 95 documents have been stored
- When a total of approximately 1,000 pages have been stored

&> NOTE

¢ You can check, erase, or redirect the received documents in memory using the
System Monitor screen. (See Chapter 6, “Checking/Changing the Status of
Documents in Memory,” in the Sending and Facsimile Guide.)

¢ The default setting is ‘Off’.
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1 Press @ (Additional Functions) — [System Settings] —
[Communications Settings].

For help, see “E-Mail/l-Fax Settings,” on p. 4-2.

[Z) Connunications Settings]

E-mail/I-Fax Settings

Fax Settings

Memory Lock Settings
» OFf

Select Country/Region
w dustralia ()

m System Management Mode

System Monitor

B e wim i i, b e

using the numeric keys.

ot

=) %[Memory Lock Settings] Enter the password

Cancel ] [ - Back

[ wet |
d Z

System Monitor

3 B e wim i i, b e

Cancel

K o

m System Management Mods

System Monitor

Press [Memory Lock Settings].

&> NOTE

If the screen shown on the left
appears, enter the password using
© - (@ (numeric keys) = press
[Next].

Press [On] or [Off].

@ If you want to set the Memory
Lock mode:

U Press [On] = [Option].
U Proceed to step 4.

@ If you do not want to set the
Memory Lock mode:

4 Press [Off].
U Proceed to step 7.

Specifying Communications Settings
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1 A et im immcb i m Crimecb nmam T

using the numeric keys.

]

Press [Mext] if no settings need
to be made.

%[Memnry Lock Settings] Enter the password

[ Cancel ] [4 Back I

Hext

v
2

m System Managemsnt Mode

System Monitor

@ wPORTANT

If you want to set a password for
the Memory Lock mode, enter a
password using © - ® (numeric
keys) — press [Next].

|f you do not want to set the Memory Lock
with a password, press [Next] without
entering any number.

Once the Memory Lock password is set, it
is necessary to enter the password when
you want to change the Memory Lock
Settings, except when you have logged in
to the machine by entering the System
Manager ID and System Password.

You cannot store a password that only
consists of zeros, such as <0000000>.

If you enter fewer than seven digits, the
machine stores the password with leading
zeros.

Example: If <02> or <002> is entered,
<0000002> is stored.

Since there is no way to check a stored password, make sure that you write it down,

and keep it in a safe place.

&> NOTE

If you make a mistake when entering the password, press © (Clear) — enter the

correct password.

5 Specify the memory lock settings.

@ If you want to print the reports which are set to be printed automatically

in Report Settings:

A et im immcb i m Crimecb nmam T

@ [Memory Lock Settings]

Feport Print

Memory Lock Time Settings

[ Cancel ] [4 Back ] [

0K

4

m System Managemsnt Mode

System Monitor

Q Press [On] for <Report Print>.

If you do not want to print these reports,
press [Off].
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@ If you want to specify the Memory Lock Time Settings:

|-, [ VT PO O POV S O S R |

[ [Memory Lock Settings]

Report Print

Memory Lock Time Settings

[ Cancel ] [ - Back

hext L4
|| )

m System Management Mode

System Monitor

B e wim i i, b e

[ B\ [Tine Settings] (00:00-23:50)

Memo

Endl

©  00:00

ry Lock
Time

[ Cancel ] [ 4 Back ]

L w  J

m System Management Mods

| T

& %[Time Settings] (00:00-23:59)

©  09:05

Memory Lock

Start Time

[ Cancel ] [ - Back

% J)
Z

m System Management Mode

System Monitor 4

&> NOTE

1 Press [On] for <Memory Lock Time
Settings> — press [Next].

If you do not want to set the Memory
Lock Time, press [Off] = go to step 6.

&> NOTE
If [Off] is selected, the Memory Lock
mode will not start automatically at a
specified time. The machine enters the
Memory Lock mode only when you
manually set Memory Lock to ‘On’
from the Memory Lock Settings
screen.

0 Press [Memory Lock Start Time] =
specify the time to enter the Memory
Lock mode using (0) - (9) (numeric
keys).

U Press [Memory Lock End Time] —
specify the time to exit the Memory Lock
mode using (©) - (8) (numeric keys) =
press [OK].

Enter all four digits of the time (including
zeros), using 24-hour notation.
Examples: 9:05am. — 0905

4:18 p.m. — 1618

U Goto step 7.

o If you make a mistake when entering the time, press © (Clear) = enter another four

digit number.

o If you do not want to specify the time, press [Cancel].
o If you set the same time for Memory Lock Start Time and Memory Lock End Time, the
machine will remain in the Memory Lock mode through the entire day.
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= [Memory Lock Settings]

Feport Print

Memory Lock Time Settings

[ Cancel ] [4 Back

(T J]_‘

m System Managemsnt Mode

System Monitor

When all settings are complete,
press [OK].

7 Press (Reset) to return to the top screen.

4 || Selecting Country or Region

Select the country or region where the machine is located.

@ MPORTANT

Changes made to Select Country/Region become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

1 Press @ (Additional Functions) — [System Settings] —
[Communications Settings].

For help, see “E-Mail/l-Fax Settings,” on p. 4-2.

P Communications Settings]

E-mail/|-Fax Settings

Fax Settings

Memaory Lock Settings
» OFf

-

Select Country/Fegion
» dustralia (al)

(=)

m System Management Mode

System Monitor

Press [Select Country/Region].
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hus ALY
Mew Zealand (MZ)

Cancel

System Monitor

m System Management Mods

4 Restart the machine.

Select the country or region —
press [OK].

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Storing Forwarding Settings

You can set the machine to forward received fax/I-fax documents to other machines
or the file servers. If a received document matches the forwarding conditions, it is
forwarded to the specified destination. This section explains forwarding conditions
and how to register, change, and erase forwarding destinations.

B Document Handling under Forwarding Settings

=P Document handling by Forwarding Settings
--------- » Document handling by the other settings

- Additional Functions menu
Receive

: Forwarding Settings

* When forwarding conditions is enabled and the * When forwarding conditions !
received document matches the conditions and forwarding without

* When forwarding without conditions is conditions are disabled
enabled” * When forwarding conditions is

enabled and the received
document does not match the
conditions, and forwarding
without conditions disabled

Sorverdngfle . Store/Print When Forwarding ~ :

When [Store Image ; E When [Print Image]
to Memory] is set to, is set to 'On' or 'For

document™or a
document with
forwarding errors*2

settings

'For Error Only' H E Error Only"3
. : :.-----------------------------------------------------:
| v Memory Lock Settings :
: On : Off '
Forwarding successful - - -
! Forwarded according Stored in memory & Stored in memory ' Printeds .
i 1 asareceived
H

to the forwarding 1 as a document with
: forwarding errors™

*1 If Forward w/o Cond. is enabled, all received documents that do not match the forwarding conditions are forwarded
to the destination selected for Forward w/o Cond.
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*2 |-fax/fax documents with forwarding errors stored in memory can be confirmed, deleted, printed, and forwarded to
the destinations registered in the One-touch Buttons or the Address Book from the I-Fax or Fax Forwarding Error
Status Screen on the System Monitor screen. (See Chapter 6, “Checking/Changing the Status of Documents in
Memory,” in the Sending and Facsimile Guide.) However, if a forwarding error occurs when Memory Lock is set to
‘On’, the error job appears on the Forwarding Error Status Screen when Memory Lock is turned ‘Off’.

*3 If Print Image in Store/Print When Forwarding in System Settings is set to ‘For Error Only, documents with
forwarding errors are printed. If Print Image in Store/Print When Forwarding in System Settings is set to ‘On, all of
the forwarded documents (including those with forwarding errors) are printed. However, if Memory Lock is set to ‘On’,
forwarded documents are printed when Memory Lock is set to ‘Off’.

*4 Documents stored in memory can be confirmed, deleted, and forwarded to the destinations registered in the
One-touch Buttons or the Address Book from the I-FAX Memory Lock Document screen (I-Fax) or RX Job Status
screen (fax) on the System Monitor screen. (See Chapter 6, “Checking/Changing the Status of Documents in
Memory,” in the Sending and Facsimile Guide.)

*5 If documents are received while paper is jammed, or paper or toner has run out, they are printed after the paper jam
is cleared, paper is loaded, or toner is replaced.

(M MPORTANT

» This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated or the optional Super G3 Fax Board-AG1 is
attached to the machine.

« If the Language Switch setting is set to ‘On’, some characters are restricted and
cannot be entered. To enter all characters, set the Language Switch setting to ‘Off’.
(See Chapter 3, “Configuring the Machine’s Basic Settings,” in the Reference Guide.)

o If a blackout occurs or the machine is turned OFF while the machine is receiving the
documents to be forwarded, the received documents are not forwarded to the
specified destination. These documents are printed after the power is turnd ON.

&> NOTE

e The maximum number of forwarding settings that you can store is 12: ten settings with
forwarding conditions, and one fax and one |-fax forwarding jobs without conditions.

¢ You can set whether to print |-fax/fax documents with forwarding errors, and whether
to store them in memory. (See “Handling Forwarding Documents,” on p. 4-32.)

¢ When Print Image and Memory Lock are set to ‘Off’ and Store Image to Memory is set
to ‘Do Not Store’, the received documents will be lost if a forwarding error occurs.

o For instructions on how to enter characters using the on-screen keyboard, see
Chapter 2, “Basic Operations,” in the Reference Guide.

Storing Forwarding Settings

1

Select the System Setting features.

Press @ (Additional Functions)
Device Info - [SVStem Settlngs] -
I [Forwarding Settings].

System Manager
Setti

Department ’g User D ’g
I Management Management

Netwark

Settings ¥
Communications Forwarding
Settings Settings K

178 [ o [ . | Done

m System Management Mods

System Monitor
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ON/OFF | Condition Mame

[Forwarding Settings] =Receive Type

! E‘Hegister Forward ’E
w/n Cond,

Print §
List

Dione uJ

System Monitor

mReceive Type:
3 | mFax Number :
&=

Fax
disregarded

[ Cancel ] [4 Back

m System Management Mode

Iﬁrcnnditinn Name1 (Mzx 50 characters)

| ihiphabst

i | Backspace

i |Entry Hode §

Cancel

m System Management Mode

[Register]
ﬁgmgition .g Isales report |

‘Forward ing =feceive Type:

=gy Number :
3

Far
disregarded

[ Cancel ] [1 Back

[ et

|

m System Management Mode

Sy=tem Monitor

Press [Register].

Press [Condition Name].

Enter a name for the forwarding
condition — press [OK].

You can enter up to 50 characters for the
condition name.

Press [Forwarding Conditions].
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mReceive Type:

g2 [Forwarding Conditions Settings]

[ Cancel ] [ - Back

Mext L4
|| )

m System Management Mods

System Monitor

7 Set the forwarding conditions.

@ If the Send function (optional for the imageRUNNER 2545/2535/2530/

Press [Fax] or [I-Fax] — [Next].

This step is necessary only when the Send
function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated
and the optional Super G3 Fax Board-AG1

is attached to the machine.

2525/2520) is not activated and the Super G3 Fax Board-AG1 is attached
to the machine, or ‘Fax’ is selected as the receive type:

mFay humber:

(Max 20 char.,

& %[Forwarding Conditions Settings]

equals

differs fram

hegins with

ends with

(K, o

Cancel containg

does not contain

m System Managel

Tyoem Monitor

The available forwarding conditions are:

O Press the Fax Number drop-down list =

select the forwarding condition.

[disregarded]: Disregards the Fax Number information as a forwarding condition.

[does not exist]: Forwards the document if the Fax Number information does not
exist.

[equals]: Forwards the document if the Fax Number information matches all

of the characters entered.

[differs from]: Forwards the document if the Fax Number information differs from
the characters entered.

[begins with]: Forwards the document if the Fax Number information begins with
the characters entered.

[ends with]: Forwards the document if the Fax Number information ends with
the characters entered.

[contains]: Forwards the document if the Fax Number information contains the
characters entered.

Storing Forwarding Settings
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[does not contain]: Forwards the document if the Fax Number information does not
contain the characters entered.

& %[Forwarding Conditions Settings]

mFax Number : quua Is i %

(Max 20 char. ([ 12300000 |

Space g + g mm Backspace g

[ cancel ||« Back I w J
1

m System Management Mode System Manitor

Q Enter the forwarding criterion using (0) -
(® (numeric keys) = press [OK].

[Space]: Press to insert a space
between numbers.
[+]: Press to insert a “+” sign

between the country code
and fax number.
[«][»] Use to move the position
of the cursor.
[Backspace]: Press to delete the
number immediately to the
left of the cursor.

If you want to change the criterion for the forwarding conditions without changing the
forwarding condition for the Fax Number drop-down list, press ©) (Clear) = enter the

new criterion = press [OK].

You can enter up to 20 characters for the Fax Number forwarding criterion. The
characters that can be entered are: 0 to 9, [Space], [+].

&> NOTE

If ‘disregarded’ or ‘does not exist’ is selected as the forwarding condition, you cannot

enter any criteria.
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@ If the Send function (optional for the imageRUNNER 2545/2535/2530/
2525/2520) is activated and the Super G3 Fax Board-AG1 is not attached
to the machine, or ‘I-Fax’ is selected as the receive type:

QO Press the Destination, From, or Subject

[ [Forwarding Conditions Settings] :
? drop-down list.

euals

uFram: differs from

hegins with

ends with

= Sup ject: cantaing

does not contain

[ cancel  J[« ek [ 0k

m System Management Mods

System Monitor

The available forwarding conditions are:

[disregarded]: Disregards the Destination, From, or Subject information as
forwarding conditions.

[equals]: Forwards the document if the From or Subject information matches
all of the characters entered.

[differs from]: Forwards the document if the Destination, From, or Subject
information differs from the characters entered.

[begins with]: Forwards the document if the Destination, From, or Subject

information begins with the characters entered.

[ends with]: Forwards the document if the Destination, From, or Subject
information ends with the characters entered.

[contains]: Forwards the document if the Destination, From, or Subject
information contains the characters entered.

[does not contain]: Forwards the document if the Destination, From, or Subject
information does not contain the characters entered.

; — ; QO Select the forwarding condition — press
gl [Forwarding Conditions Settings]

Set.].
|begins with M [ ]
| | ((Set.

e N = R
[ Cancel ] [4 Back ] I i J|

m System Management Mods

System Monitor
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Iﬁf[)estinatiuns'l (Max 120 characters) ‘

[ 4 [ » 7 [Backspace

Cancel

m System Management Mode

System Monitor

Q Enter the forwarding criteria = press
[OK].

U If necessary, repeat this step for the other drop-down list(s).

If you want to change the criteria for the forwarding conditions without changing the
forwarding condition for the Destination, From, and Subject drop-down lists, press
[Set.] next to the criteria you want to change — enter the new criteria = press [OK].
You can enter up to 120 characters for the Destination, and 128 characters for the

From or Subject forward

ing criteria.

U When setting is complete, press [OK].

&> NOTE

If ‘disregarded’ is selected as the forwarding condition, you cannot enter any

criteria.

[Register]

] sales report

mReceive Type:
=To;

gales
=From:

3
mSybject:

3

|-Fa
begins with

disregarded

disregarded

[ Cancel ] [4 Back

T,
(= b-||J

m System Managemsnt Mode

System Monitor

2l [Fegister]

Forwarding
Destinati

[ TIFF (Bt/POF (Color) |

[ Cancel ] [4 Back

| ——

m System Managemsnt Mode

System Monitor

Press [Next].

Press [Forwarding Destination].
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El Canon(FTP)

j

starfish. organization

Canon (fax)

03

&% Canan{group)

2

Cancel

m System Management Mode

> NOTE

Select a destination — press
[OK].

Press the alphanumeric keys (e.g., [ABC])
to display the individual keys for each letter
or number. You can select a letter or
number to restrict the displayed range of
entries. Press [All] to return to the full
address list.

If the desired destination is not displayed,
press [w] or [a ] to scroll to the desired
destination.

You can restrict the type of destinations
displayed in the results list by pressing the
Type drop-down list.

You cannot select multiple destinations. To
forward to multiple destinations, select a
group address.

o To view the detailed information of a selected destination, select the destination =

press [Details].

* To be able to select a forwarding destination, it is necessary to register destinations in
the Address Book beforehand. (See Chapter 4, “Specifying Destinations Easily and
Quickly,” in the Sending and Facsimile Guide.)

; Canon (I-fax) jane@example.|
Fil
“ ........... 1| TFF (Baw/POF (Color) |
[ cancel  J[« ek [ 0k

m System Management Mods

Press [File Format].

If any of the following is true, steps 11 and
12 are not necessary:

e A fax number is specified as the
forwarding destination.

¢ An |-fax address is specified as the
forwarding destination.

e For the imageRUNNER 2545/2535/2530/
2525/2520, the Send function is not
activated with the optional Color Send
Kit-Y1.
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12 Select the file format of the document you want to forward —

press [Done].

@ If [Fax] is selected as the receive type on step 6:

If you want to separate multiple images and
send them as separate files, each of which
consists of only one page, press [Divide
into Pages].

[ [File Format]

If you want to send multiple images as a
- single file without dividing them, do not
] o into Pages press [Divide into Pages].

T File Formats:
_Done o
[TIFF]: Forwards the file in the TIFF (B&W)

m System Management Mode System Monitar ] format

[PDF]: Forwards the file in the PDF format
regardless of the color mode.

@ If [I-Fax] is selected as the receive type on step 6:

(3] [File Frrmat]

mDivide into Pages

PDF (Ead)/ g TIFF (Ba#)/
JPEG {Colar)

JPEG (Calor)

[ _pone  J|
2l

m System Management Mode

System Monitor

<Divide into Pages>:

When the received document contains two or more pages, they are divided into
separate files, each of which consists of only one page.

When using this option, you can select from the following three file formats:

[PDF (B&W)/JPEG (Color)]: Forwards the file in the PDF (B&W) or JPEG (Color) format.
[TIFF (B&W)/JPEG (Color)]: Forwards the file in the TIFF (B&W) or JPEG (Color) format.
[PDF]: Forwards the file in the PDF format regardless of the color mode.

<Do Not Divide into Pages>

The received document is forwarded without being divided into separate pages.
When using this option, you can select from the following two file formats:

[PDF]: Forwards the file in the PDF format regardless of the color mode.
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[TIFF (B&W)/PDF (Color)]: Forwards the file in the TIFF (B&W) or PDF (Color) format.

&> NOTE

¢ Documents are forwarded in the same color mode (B&W or Color) as when they were
received.

¢ To view a TIFF or JPEG file, a software application that supports the TIFF or JPEG
format (such as Imaging for Windows) is required.

o To view a PDF file, Adobe Reader/Adobe Acrobat Reader is required.

Press [OK].

& [Detail/Edit]

bostination » Canon(I-fax)  janefexanple. |

[ cancel {4 Bak ([

m Systen Management Moce System Monitor

14 press (Reset) to return to the top screen.

Setting Forwarding without Conditions

You can store the forwarding destinations of a received document if the forwarding
settings of the received document are not registered, or if the received document
does not match all of the forwarding conditions that you have specified.

&> NOTE

Forwarding destinations can be stored one at a time, according to the Receive Type of
the received document.

1 Press @ (Additional Functions) — [System Settings] —
[Forwarding Settings].

For help, see step 1 in “Storing Forwarding Settings,” on p. 4-15.
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[Forvarding Settings] mFeceive Type Press [Forward w/o Cond]'

ON/OFF | Condition Mame
off sales report
Off sales schedule

|

Register ?Forward
Kl lw/o Cond, W )&

Print
List Dione o

System Monitor

Press the Receive Type
drop-down list — select [Fax] or
[I-Fax]-

| This step is necessary only when the Send
function (optional for the imageRUNNER

| 2545/2535/2530/2525/2520) is activated

and the optional Super G3 Fax Board-AG1

is attached to the machine.

Cancel

m System Management Mode

System Monitor

Press [Forwarding Destination].

[Forward without Conditions]

‘Forward ing

Cancel

m System Management Mode

System Monitor
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[Address Book] = Type
| @ All §
fave__[oesti
Sy
Canon {e-mail) john@examnple, com Q
o j mpL 01
E] Canon(FTP) starfish. organization Wg
Canan (fax) 03
Je—
G Canon group) 2 tails

o oo 2 o I

4l

System Monitor

m System Management Mods

&> NOTE

Select the forwarding destination
— press [OK].

Press the alphanumeric keys (e.g., [ABC])
to display the individual keys for each letter
or number. You can select a letter or
number to restrict the displayed range of
entries. Press [All] to return to the full
address list.

If the desired destination is not displayed,
press [¥] or [A] to scroll to the desired
destination.

You can restrict the type of destinations
displayed in the results list by pressing the
Type drop-down list.

You cannot select multiple destinations.

o To view the detailed information of a selected destination, select the destination —

press [Details].

o To be able to select a forwarding destination, it is necessary to register destinations in
the Address Book beforehand. (See Chapter 4, “Specifying Destinations Easily and
Quickly,” in the Sending and Facsimile Guide.)

El [Forward without Conditions]

mReceive Type:

Canan (I-fax)

{| TFF (Bat)/POF (Color) |

janeBexanple. |

System Monitor

m System Management Mode

Press [File Format].

If any of the following is true, steps 6 and 7
are not necessary:

¢ A fax number is specified as the
forwarding destination.

¢ An |-fax address is specified as the
forwarding destination.

e For the imageRUNNER 2545/2535/2530/
2525/2520, the Send function is not
activated with the optional Color Send
Kit-Y1.
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7 Select the file format of the document you want to forward —

press [Done].

@ If [Fax] is selected as the receive type on step 3:

[ [File Format]

livide into Pages

[ pone 4]

m System Management Mode

Sy=tem Monitor

If you want to separate multiple images and
send them as separate files, each of which
consists of only one page, press [Divide
into Pages].

If you want to send multiple images as a
single file without dividing them, do not
press [Divide into Pages].

File Formats:

[TIFF]: Forwards images in the TIFF format.
Forwards the file in the TIFF (B&W) format.

[PDF]: Forwards the file in the PDF format.
Forwards the file in the PDF format
regardless of the color mode.
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@ If [I-Fax] is selected as the receive type on step 3:

(& [File Format]
mDivide into Pages
PDF (B3t E TIFF_ (Bad/
JPEG (Color) JPEG (Calor)

/1

m System Management Mode System Monitor

<Divide into Pages>:

When the received document contains two or more pages, they are divided into
separate files, each of which consists of only one page.

When using this option, you can select from the following three file formats:

[PDF (B&W)/JPEG (Color)]: Forwards the file in the PDF (B&W) or JPEG (Color) format.
[TIFF (B&W)/JPEG (Color)]: Forwards the file in the TIFF (B&W) or JPEG (Color) format.
[PDF]: Forwards the file in the PDF format regardless of the color mode.

<Do Not Divide into Pages>

The received document is forwarded without being divided into separate pages.
When using this option, you can select from the following two file formats:

[PDF]: Forwards the file in the PDF format regardless of the color mode.

[TIFF (B&W)/PDF (Color)]: Forwards the file in the TIFF (B&W) or PDF (Color) format.

&> NOTE

e Documents are forwarded in the same color mode (B&W or Color) as when they were
received.

¢ To view a TIFF file, a software application that supports the TIFF format (such as
Imaging for Windows) is required.

¢ To view a PDF file, Adobe Reader/Adobe Acrobat Reader is required.

8 Press [OK].

9 Press (Reset) to return to the top screen.
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Checking/Changing Forwarding Settings

You can check or change forwarding settings that have been stored.

1 Press @ (Additional Functions) — [System Settings] —
[Forwarding Settings].

For help, see step 1 in “Storing Forwarding Settings,” on p. 4-15.

G2 [Forwarding Settings]

ON/OFF | Condition Name

= nart
sales schedule

Off
N

mReceive Type

Off  Without Conditions (-Fax Rx)

@ All

141

K

‘ Yalidate/

g Register é Faorward
Invalidate w/n Cond. ¥

1 |vetail!
Edit

Erase Prirt
List

Dione uJ

m System Managemsnt Mode

System Monitor

sales report

] | mReceive Type:
i mTo:
-sales dept.

|-Fan

equals

mFrom: disregarded
3
m5bject: disregarded
3
[ cancel  J[« Bk [ Met ]

m System Management Mode

System Monitor

Select the forwarding setting
whose details you want to check
— press [Detail/Edit].

If the desired forwarding setting is not

displayed, press [¥] or [ A ] to scroll to the
desired forwarding setting.

Check or change the forwarding
settings — press [OK].

&> NOTE

For instructions on changing
forwarding settings, see “Storing
Forwarding Settings,” on p. 4-15.

4 Ppress (Reset) to return to the top screen.
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Turning Forwarding ON/OFF

You can set whether received documents are forwarded.

1 Press @ (Additional Functions) — [System Settings] —
[Forwarding Settings].

For help, see step 1 in “Storing Forwarding Settings,” on p. 4-15.

Select the desired forwarding
[o &l || setting — press [Validate/
Invalidate].

el

.

forwarded to the specified
destination if it matches the
forwarding conditions.

<Off>: The received document is not

s . forwarded to the specified

yotem Monitor . K .

.................................................. A destlﬂatloﬂ even lf lt matCheS the
forwarding conditions.

If the desired forwarding setting is not displayed, press [¥] or [a ] to scroll to the
desired forwarding setting.

@ <On>: The received document is

Yalidate,/ Register Forward ’g Detallf
Irvalidate wfo Cond. W |Edit

Erase

Em System Management Mods

To cancel forwarding, press [Validate/Invalidate] again.
The selected forwarding setting is enabled.

&> NOTE

You can set whether to print I-fax/fax documents with forwarding errors, and whether
to store them in memory. (See “Handling Forwarding Documents,” on p. 4-32.)

3 Press (Reset) to return to the top screen.
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Erasing Forwarding Settings

You can erase forwarding settings that have been stored.

1 Press @ (Additional Functions) — [System Settings] —
[Forwarding Settings].

For help, see step 1 in “Storing Forwarding Settings,” on p. 4-15.

i [Forwarding Settings]

I ON/OFF | Condition Name

Off  Without Conditions (-Fax Rx)

= nart
Eff sales schedule

mReceive Type

@ All

Yalidate,
Invalicdate

win

Fegister éForward jDetailx’ ’g
Cond. ¥ |Edit

‘ Erase Prirt E
List

m System Managemsnt Mode

System Monitor

mReceive Type

‘No

i

[ ﬂ

m System Management Mode

System Monitor

Select the forwarding setting that
you want to erase — press
[Erase].

If the desired forwarding setting is not
displayed, press [¥] or [a] to scroll to the
desired forwarding setting.

Press [Yes].

To cancel erasing the forwarding setting,
press [No].

The selected forwarding setting is erased.

4 Ppress (Reset) to return to the top screen.
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Printing Forwarding Settings

You can print a list of the stored forwarding settings.

1 Press @ (Additional Functions) — [System Settings] —
[Forwarding Settings].

For help, see step 1 in “Storing Forwarding Settings,” on p. 4-15.

Press [Print List].

&> NOTE

The forwarding settings can be printed
only if A3, B4, A4, or A4R (plain or
recycled paper) is loaded in the paper

8] [Forwarding Settings] = Receive Type

Condition Name
Off  Without Conditions C~Fax RY)
aff sales report

Off  sales schedule

. . . c

g ‘Hegister ‘Forward >§ sources whose settings in Other in ke

M [0 _Bond. Drawer Eligibility For APS/ADS in E’

ﬁirsif}c‘f ) Common Settings (from the Additional Z

Functions screen) are set to ‘On’. (See -

[ °voten Moneaenent Mok [systen ponitor ] Chapter 3, “Configuring the Machine’s &

Basic Settings,” in the Reference w

Guide.) 2

o

3 Press [Y 5

[ [Forwarding Settings] = Receive Type ress [ es]' g
m [Forwarding Conditions List] To cancel printing, press [NO]-

Print the Forvarding Conditions 53 The forwarding settings are printed.
ISTY

* |

m System Management Mode System Monitor

4 Ppress (Reset) to return to the top screen.

Storing Forwarding Settings 4-31



Setting the Send Function E

Ha&ﬂng Forwarding Documents

You can set how the machine handles the documents to be forwarded.

(M MPORTANT
This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated or the optional Super G3 Fax Board-AG1 is
attached to the machine.

&> NOTE

¢ The default settings are as follows:
- Print Image: On
- Store Image to Memory: Do Not Store

¢ When Print Image and Memory Lock are set to ‘Off’ and Store Image to Memory is set
to ‘Do Not Store’, the received documents will be lost if a forwarding error occurs.

o If Memory Lock is set to ‘On’, forwarded documents or those with forwarding errors are
not printed even if Print Image is set to ‘On’ or ‘For Error Only’. They are printed when
Memory Lock is set to ‘Off’.

¢ When Print Image is set to ‘On’ or ‘For Error Only’, the first page of a document with
forwarding errors will be printed on the Error TX Report if it is set to be printed with
image in Report Settings, even if Memory Lock is set to ‘On’. For instructions on
Report Settings, see Chapter 8, “Printing Communication Reports and Lists,” in the
Sending and Facsimile Guide.

Press @ (Additional Functions)

[&2] Select an Additional Functions Teature.

‘Common Settings ’E ‘Cupy Settings ’E d [System Settlngs].
Timer Settings Cammunications

Settings
ad justments Printer Settings
Cleaning
Repart Settings Address Book

Settings
System Settings

Dione uJ

System Monitor
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[5] Select the System Setting features.

Stare/Print #hen >§
Forwarding

Pestrict the

Femote Ul ’g
On/0ff

3 duto Online/
01Tline

’E ‘Job Log Display >§

License
Registration

Send Function

Register LDAP
Server

Memory Media
Send Log

Print Inage
» On

Store mage to Memory
Do Mot Stare

m System Management Mode System Monitor

| T e il

Cancel

m System Management Mode

f&) S tore/Print Yhen Forwarding]

Print Inage
» On

Store Image to Memary
» [0 Mot Store

System Monitor

m System Management Mode

Press [V ] or [ A ] until [Store/
Print When Forwarding] appears
— press [Store/Print When
Forwarding].

Press [Print Image].

Press [On], [For Error Only], or
[Off] — [OK].

[On]: Print all the images that has been
forwarded.

[For Error Only]: Prints the image only when
forwarding has failed.

[Off]: Does not print the image.

Press [Store Image to Memory].
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6 T T ——r— Press [For Error Only] or [Do Not
[ [Store Image to Memory] Store] —_ [OK]

[For Error Only]: Stores the image in
memory if forwarding fails.

‘For Error Only § [l

[Do Not Store]: Does not store the image.

Cancel

m System Managemsnt Mode

&> NOTE

If you set Store Image to Memory to ‘For Error Only’, you can redirect the jobs with
forwarding errors to destinations registered in the Address Book or one-touch buttons
from the I-FAX Forwarding Error Status screen or Fax Forwarding Error Status screen.
For help, see Chapter 6, “Checking/Changing the Status of Documents in Memory” in
the Sending and Facsimile Guide.

System Monitor

7 Press (Reset) to return to the top screen.
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Rest-_rl’cting the Send Function

This section describes the setting items that restrict the Send function.

Setting a Password for the Address Book

You can set a password for the Address Book. If a password is set, restrictions can
be placed on registering, editing, and erasing destinations.

(M mPORTANT
This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated or the optional Super G3 Fax Board-AG1 is
attached to the machine.

> NOTE

o |t is not necessary to enter the Address Book password when you have logged in to
the machine by entering the System Manager ID and System Password.
e You can enter up to seven digits for the password.

Press @ (Additional Functions)

(] Select an Additional Functions feature.

Common Settings ‘Copy cettings i [System Settlngs]
Settings

‘ Timer Settings Communications

Cleaning

Report Settings Address Book

i justment/ ’g ‘Printer Settings ’g
[ Settings >§

Systen Settings ]
»

System Monitor
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[zl Select the System Setting features.

Stare/Print When é Fenote Ul >§
Forwarding on/0ff
Festrict the é auto Online/ ’g
Send Function Offline

Register LDAP E Job Log Display
Server

Memory Media
Send Log

License
Registration

m System Managemsnt Mode

[G)(Festrict the Send Function]

Address Book Password

Restrict New Addresses
» OFf

Allow Fax Driver TH

Restrict Recall
» OFf

1/2

m System Management Mode System Manitor

1 | T A e |

B3 &\[iddress Book Password]
Use the numeric keys. (7 digits.)

|

Leave blank it not required.

Cancel

m System Management Mode

System Monitor

@ wPORTANT

Press [V ] or [ A] until [Restrict
the Send Function] appears —
press [Restrict the Send
Function].

Press [Address Book Password].

Enter the desired password
using © - ® (numeric keys) —
press [OK].

If you set a password, it is necessary to
enter the password whenever you want to
change Address Book settings, including
the one-touch buttons.

You cannot store a password that only
consists of zeros, such as <0000000>.

If you enter fewer than seven digits, the
machine stores the password with leading
zeros.

Example: If <02> or <002> is entered,
<0000002> is stored.

Since there is no way to check the stored password, be sure to write it down, and keep

it in a safe place.
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> NOTE

o If you make a mistake when entering the password, press © (Clear) = enter the
correct password.

o If you do not want to use the Address Book password, delete the registered password
by pressing © (Clear) — [OK].

5 Press (Reset) to return to the top screen.

Restricting New Addresses

This mode enables you to restrict the entry of new destinations. When you set
Restrict New Addresses to ‘On’, the following are restricted:
- Specifying a destination using the numeric keys.
- Changing registered destinations.
- Registering new destinations.
@ MPORTANT
¢ This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated or the optional Super G3 Fax Board-AG1 is
attached to the machine.

o If Restrict New Addresses is set to ‘On’, all stored settings in the Recall mode are
erased.

&> NOTE

The default setting is ‘Off’.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Setting a Password for the Address Book,” on p. 4-35.

2 Press [V ] or [ A ] until [Restrict the Send Function] appears —
press [Restrict the Send Function].

For help, see step 2 in “Setting a Password for the Address Book,” on p. 4-35.
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Al (Restrict the Send Function] Press [ReStrICt New AddresseS].
Address Book Password m
Rest: ig%mew Addresses ( _)g

Allow Fax Driver TH
Lo [
Restrict Recall

System Monitor

m System Managemsnt Mode

4 — Press [On] or [Off] — [OK].

@l [Festrict Mew Addresses]

[On]: You cannot specify new destinations.

[Off]: You can specify new destinations.

Cancel

m System Management Mode

System Monitor

5 Press (Reset) to return to the top screen.

Setting the Send Function E

Enabling Fax Transmission via the Fax Driver

This mode enables you to send faxes via the fax driver.

(M MPORTANT
This setting is available only when the optional Super G3 Fax Board-AG1 is attached
to the machine.

> NOTE

The default setting is ‘On’.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Setting a Password for the Address Book,” on p. 4-35.
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2 Press [V ] or [ A ] until [Restrict the Send Function] appears —
press [Restrict the Send Function].

For help, see step 2 in “Setting a Password for the Address Book,” on p. 4-35.

[l Festrict the Send Function] Press [A"OW Fax Driver TX]'

Address Book Password m

Restrict Mew Addresses

Allow Fax Driver TH g
»On l

Restrict Recall

1

System Monitor

m System Management Mods

4 I reerr———— Press [On] or [Off] — [OK].

[On]: The machine can send documents
via the fax driver.

[Off]: The machine cannot send documents
via the fax driver.

——

m System Management Mode

System Monitor

5 Press (Reset) to return to the top screen.

Restricting the Send Function 4-39

Setting the Send Function =



Setting the Send Function E

Restricting Recall

This mode enables you to restrict the use of the Recall function.

(M MPORTANT

This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated or the optional Super G3 Fax Board-AG1 is
attached to the machine.

&> NOTE

The default setting is ‘Off’.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Setting a Password for the Address Book,” on p. 4-35.

2 Press [V ] or [ A ] until [Restrict the Send Function] appears —
press [Restrict the Send Function].

For help, see step 2 in “Setting a Password for the Address Book,” on p. 4-35.

Al (Restrict the Send Function] Press [ReStrICt Reca"]'

Address Book Password m
Restrict Mew Addresses
Allow Fax Driver TH

Lo I

Restrict Recall —
» OFF (' )
W;l““é

System Monitor

m System Managemsnt Mode

4 — Press [On] or [Off] — [OK].

[ [Festrict Recall]

[On]: You cannot use the Recall function.

[Off]: You can use the Recall function.

0K o

Cancel

m System Managemsnt Mode

System Monitor
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5 press (Reset) to return to the top screen.

Entering a Fax Number Twice to Confirm It

This mode helps to prevent you from sending documents to the wrong destination
when specifying the fax number using © - (@ (numeric keys). If you set this mode
to ‘On, you will be asked to enter the fax number again after pressing (Start).

@ MPORTANT
This setting is available only when the optional Super G3 Fax Board-AG1 is attached
to the machine.

&> NOTE

The default setting is ‘Off’.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Setting a Password for the Address Book,” on p. 4-35.

2 Press [V ] or [ A ] until [Restrict the Send Function] appears —
press [Restrict the Send Function].

For help, see step 2 in “Setting a Password for the Address Book,” on p. 4-35.

Press [¥] or [ A ] until [Confirm

Confirm Entered Fax Wumbers - Entered Fax Numbers] appears
- o @ — press [Confirm Entered Fax

Restrict Sequential Broadoast
b Ot L Numbers].

[l Fastrict the Send Function]

=)

m System Management Mode

System Monitor
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4 T T T Press [On] or [Off] — [OK].

[&] [Confirm Entered Fax Numbers]

[On]: The confirmation screen appears
when you enter a fax number using (©) - (@
(numeric keys).

[Off]: The confirmation screen does not
appear.

(E——
|

m System Managemsnt Mode

System Monitor

5 Press (Reset) to return to the top screen.

- 4 || Restricting Sequential Broadcast

This mode enables you to restrict sending to multiple destinations when one or
more fax numbers are included (except for those registered in a group address).

@ MPORTANT
This setting is available only when the optional Super G3 Fax Board-AG1 is attached
to the machine.

&> NOTE

The default setting is ‘Off’.

Setting the Send Function

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Setting a Password for the Address Book,” on p. 4-35.

2 Press [¥] or [A] until [Restrict the Send Function] appears —
press [Restrict the Send Function].

For help, see step 2 in “Setting a Password for the Address Book,” on p. 4-35.
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[Hes‘tric‘t the Send Function]

Confirm Entered Fax Mumbers
ot .
Restrict Sequential Broadoast
W Off (wm@
g il
(=)l )

m System Management Mods

System Monitor

| T T S |

& [Restrict Sequential Broadcast]

Broadcast
Confirmation

Broadcast

Cancel

System Monitor

m System Management Mode

Press [V ] or [ A ] until [Restrict

Sequential Broadcast] appears —

press [Restrict Sequential
Broadcast].

Press [Broadcast Confirmation],
[Prohibit Broadcast], or [Off] —
[OK].

[Broadcast Confirmation]: A confirmation

message appears if you try to send
documents with sequential broadcasting.

[Prohibit Broadcast]: You cannot send
documents with sequential broadcasting.

[Off]: Sending documents with sequential
broadcasting is not restricted.

Press (Reset) to return to the top screen.

Restricting Sending Documents to a USB Memory Media

Device

This mode enables you to restrict sending documents to a USB memory media
device.

&> NOTE

The default setting is ‘On’.

1 Press @ (Additional Functions) — [System Settings].
For help, see step 1 in “Setting a Password for the Address Book,” on p. 4-35.
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[zl Select the System Setting features.

lUse USE Device ’g Display Dept. D/
User Name

POL Selection ’g Use Inner Zway ’g
(Plug-n-Flay Tray

Settings

‘Update Firmware ’E Memary Media ’g

Secure Print Mem. Used When
Settings Warning Displayed

3/3 | | [ tore

4

m System Managemsnt Mode

System Monitor

Memary Media Settings]

Uze Scan to Memory Media E
»0n

Use Media Print

m System Management Mode

System Monitor

1 | o [ VRSO W PN TS L S S e |

@l [Use Scan to Memory Medial

Changes effective after the main power switch
is turned OFF & OKW.

Cancel

m System Managemsnt Mode

System Monitor

5 Restart the machine.

Press [V ] or [ A] until [Memory
Media Settings] appears — press
[Memory Media Settings].

Press [Use Scan to Memory
Media].

Press [On] or [Off] — [OK].

[On]: You can send documents to a USB
memory media device.

[Off]: You cannot send documents to a USB
memory media device.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Setting up Computers to Use Print

CHAPTER

This chapter provides instructions on how to set up a computer for printing and sending faxes,
and how to set up a file server to receive documents sent from the machine.
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Setting up a Computer for Printing/Sending a Fax

After you have completed the protocol settings for printing and sending a fax with
the machine, you are ready to set up each of the computers for printing or sending

a fax.

B Connecting to a TCP/IP Network

All computers that use the machine must have TCP/IP client software installed
and must be enabled for TCP/IP network use. For details, see the documentation

provided with the operating system.

H Installing the Driver and Specifying the Port Setting

To print or send a fax from a computer, you must install a driver and specify a
port setting. The port setting differs depending on the application protocols used
for printing or sending a fax. Use the information below as a guide to determine

the application protocol you are using, and then perform the necessary
operations.
oLPD
- LPD is a printing protocol generally used with TCP/IP.
See “Printer Connection Method (LPD/Raw),” on p. 5-3.
e Raw

- Raw is a printing protocol used with Windows 2000/XP/Vista/7/Server 2003/

Server 2008. It can print at higher speeds than LPD.
See “Printer Connection Method (LPD/Raw),” on p. 5-3.
¢ WSD
- WSD is a protocol used with Windows Vista/7/Server 2008.

(M MPORTANT

¢ Sending faxes from a computer is available only when the optional Super G3 Fax

Board-AG1 is attached to the machine.

¢ To print or send a fax from a computer, you must be able to access the machine from
the computer. Make sure that the IP Address Range Settings and Receiving MAC
Address settings in TCP/IP Settings in Network Settings located in System Settings
are set not to deny access from the computer. (See “Restricting Access from

Computers on the Network,” on p. 6-21.)
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> NOTE

If Windows 2000/XP/Vista/7/Server 2003/Server 2008 or Mac OS X (10.4.9 or later) is
on your network, you can set up a print server for more efficient management of
network printers. Once a print server is set up, it can manage the print jobs. Also, by
setting up a driver for the print server, the printer driver can be installed in each
computer via the network.

Printer Connection Method (LPD/Raw)

The procedure described in this section is for specifying the port setting.

&> NOTE

If you are using Windows Vista, a dialog box may be displayed while you are
performing the procedure. In this case, enter a user name and password. For more
information, see the manuals provided with the operating system.

Installing a New Driver
Install the driver according to the procedures indicated below, found in the manual
for each driver. For Macintosh, see the Mac Printer Driver Installation Guide.

o If you want to use the UFRII LT/PCL/PS printer driver:
See the installation procedures in the Printer Driver Installation Guide. (See
Chapter 3, “Accompanying CD-ROMSs,” in the User’s Guide.)

o |f you want to use the fax driver:
See the installation procedures in the Fax Driver Installation Guide. (See Chapter
3, “Accompanying CD-ROMSs,” in the User’s Guide.)

&> NOTE

On Windows, the default printing protocol will be Raw if the driver has been installed
according to the Printer Driver Installation Guide. If you wish to use LPD as the
printing protocol, change the settings after the driver is installed. For details, see
“Changing the Port after Installing the Driver,” on p. 5-3

Changing the Port after Installing the Driver
&> NOTE

For Macintosh, change the network configurations of your printer in the [Print & Fax]
setting in [System Preferences]. See the Mac Printer Driver Installation Guide.

1 Open the printer properties dialog box.

® For Windows 2000

Q Click on the [Start] menu = point to [Settings] — click [Printers].
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® For Windows XP Professional/Server 2003

U Click on the [Start] menu — [Printers and Faxes].

® Windows XP Home Edition

U Click on the [Start] menu = point to [Control Panel] = [Printers and Other Hardware]

— click [Printers and Faxes].

® Windows Vista/Server 2008

O Click on the [Start] menu — [Control Panel] = [Hardware and Sound] = [Printers].

® Windows 7/Server 2008 R2

U1 Click on the [Start] menu — [Devices and Printers].

2 Right-click the icon of the printer you installed — click [Printer
properties] ([Properties] for Windows 2000/XP/Vista/Server 2003/

Server 2008).

3 Click the [Ports] tab to display the [Ports] sheet.
For Windows 7

=) Canon iR2535/2545 UFRILLT Properties

General I Shann' ] Ports l 'dvanced | Color Management I Security | Device Settings | Profile |

,% Canon iR2535/2545 UFRII LT

Print ta the following part(s). Documents will print to the first free
checked port.

Port Description Printer o
[C] COML:  Serial Port
[C] COM2:  Serial Port
[C] COM3:  Serial Port
[C] COM4:  Serial Port
[C] COMS:  Serial Port
[C] COME:  Serial Port

m

!
I Add Port... ][ Delete Port ][ Configure Port... ]

Enable bidirectional support
[] Enable printer pooling
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Click [Add Port] to open the [Printer Ports] dialog box.

From [Available ports types], select [Standard TCP/IP Port] — click
[New Port].

The Add Standard TCP/IP Printer Port Wizard starts.

Click [Next].

In [Printer Name or IP Address], enter the printer IP address or
printer host name — click [Next].

For Windows 7

Add Standard TCP/IP Printer Port Wizard
Add port
For which device do you want to add a port? N
=
Enter the Printer Name or IP address, and a port name for the desired device.
Printer Name or IP Address: 192.168.1.21
Port Name: 192.168.1.21
< Back Mext > ] ‘ Cancel

8 After the computer has confirmed that there is a printer to which

the entered IP address is assigned, the [Completing the Add
Standard TCP/IP Printer Port Wizard] window appears — click
[Finish].

If the dialog box displays <Additional Port Information Required>, follow the

instructions on the screen to search again, or click [Standard] = click [Canon Network
Printing Device with P9100] under [Device type] = click [Next] to exit the Wizard.
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9 Click [Close] to close the [Printer Ports] dialog box.

@ If you want to use LPD:
U Proceed to step 10.

@ If you want to use Raw:
1 Proceed to step 11.

10 If you want to use LPD, change the port configuration information.
U In the printer properties dialog box, click [Configure Port].

U Click [LPR] under [Protocol] = enter a print queue name in [Queue Name] under
[LPR Settings] — click [OK].

For Windows 7

Canfigure Standard TCP/IP Port Manitar =
Port Settings

Port Mame: 1P 192168.1.21

Printer Mame or [P Address: 192168.1.21

Raw Settings

Protocol

LPR Settings

Queue Name: [ LP J

[T] LPR Byte Counting Enabled

SNMP Status Enabled

Community Name: public

SNMP Device Index: 1

omes

The machine prints according to its spool settings.

11 click [OK].

5-6 Setting up a Computer for Printing/Sending a Fax



Se@ File Server (FTP)

To send data from the machine to a computer on your network, you need to specify
the settings of the computer that receives the data.
This section describes how to set up a computer as an FTP server.

(M MPORTANT

¢ To send data to an FTP server with the imageRUNNER 2545/2535/2530/2525/2520,
the Send function must be activated with the optional Color Send Kit-Y1.

e Samba 2.2.8a or later is supported.

* To send data from the machine to a server on the network, you must enter an address
setting from the control panel. For instructions on how to specify recipient address
settings, see Chapter 2, “Sending Documents,” in the Sending and Facsimile Guide.

* Depending on the network environment you are using, you may need to enable the
PASV mode to send scanned documents to an FTP server. For details on how to set n
up the PASV mode, see “Setting PASV Mode for FTP” on p. 3-16. Consult your
network administrator on whether the PASV mode is required or not.

o To send scanned documents to an iW Document Manager folder, you need to enable
the FTP extension. For details on how to set it up, see “Setting FTP Extension,” on
p. 3-18.

o The procedure described in this section is for a sample FTP server setup. Depending
on your environment, the actual setup procedure may differ.

&> NOTE

You can also send data over a TCP/IP network to a:

- Windows shared folder (Windows 2000/XP/Vista/7/Server 2003/Server 2008)
- Samba shared folder (UNIX/Linux)

- Mac OS X shared folder

For more information, see “Setting File Server (File Sharing),” on p. 5-18.
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Windows 2000/XP/Vista/7/Server 2003/Server 2008

(M MPORTANT

e It is recommended that the FTP server be configured by the network administrator.

¢ To use a Windows machine as an FTP server, it is necessary to install the 1IS versions
listed below. If 1IS is not installed in the computer you are using, you will need to install
IIS before entering these settings. For installation procedures, see the documentation
provided with your operating system.
- Windows 2000 Server: Microsoft Internet Information Services 5.0 (IS 5.0)
- Windows XP Professional: Microsoft Internet Information Services 5.1 (11S 5.1)
- Windows Server 2003: Microsoft Internet Information Services 6.0 (IIS 6.0)
- Windows Vista/Server 2008: Microsoft Internet Information Services 7.0 (IS 7.0)
- Windows 7/Server 2008 R2: Microsoft Internet Information Services 7.5 (lIS 7.5)

¢ Windows XP Home Edition, Windows Vista Starter Edition, Windows Vista Home
Basic, Windows Vista Home Premium, Windows 7 Starter Edition, Windows 7 Home
Basic, and Windows Vista Home Premium cannot be used as an FTP server.

¢ User authentication for access to FTP servers is done by referencing the local account
database Windows 2000/XP/Vista/7/Server 2003/Server 2008 that is used as the FTP
server. Therefore, it is not possible to use the account of a domain user registered in
Windows 2000/XP/Vista/7/Server 2003/Server 2008 to send data directly from the
machine to FTP servers in other domains.

¢ This section describes the procedures for using the default home directory under
[Default FTP Site] (for Windows 2000/XP/Vista/Server 2003/Server 2008 only). To use
other settings, enter the FTP site and home directory by referring to the
documentation for IIS.

¢ [IS 7.5 does not come with [Default FTP Site]. To set up an FTP Server using IS 7.5,
refer to the documentation for IIS.

&> NOTE

o If the [User Account Control] dialog box appears during the procedure in Windows
Vista/Server 2008, click [Continue].

o If the [User Account Control] dialog box appears during the procedure in Windows 7/
Server 2008 R2, click [Yes].

1 Log on to Windows as a member of the group with access rights
to the directory to be designated as the FTP site directory.

> NOTE

Depending on your environment, the access rights settings for a drive or directory may
differ. For details, see the Windows documentation.
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2 Start IIS.

@ If you are using Windows 2000:

Q Click [Start] on the Windows taskbar = point to [Programs] — point to
[Administrative Tools] — click [Internet Service Manager].

@ If you are using Windows XP:
Q Click [Start] on the Windows taskbar — click [Control Panel].

U Click [Performance and Maintenance] — [Administrative Tools] — [Internet
Information Services].

@ If you are using Windows Vista:
U Click [Start] on the Windows taskbar — right-click [Computer] = click [Manage].
O Double-click [Services and Applications].
U Double-click [Internet Information Services (IIS) 6.0 Manager].

@ If you are using Windows Server 2003/Server 2008:

U Click [Start] on the Windows taskbar — point to [Administrative Tools] — click
[Internet Information Services Manager] ([Internet Information Services (1IS) 6.0
Manager] for Windows Server 2008).

3 Enter the FTP site settings.

@ If you are using Windows 2000:
U Right-click the [Default FTP Site] icon — click [Properties].

Q In the [Default FTP Site Properties] dialog box, click the [Security Accounts] tab to
display the [Security Accounts] sheet.

O Deselect [Allow Anonymous Connections].

Q Click the [Home Directory] tab to display the [Home Directory] sheet — select both
[Read] and [Write] under [FTP Site Directory].

U Click [OK] to close the [Default FTP Site Properties] dialog box.

@ If you are using Windows XP/Vista/Server 2003/Server 2008:

QO Double-click the [FTP Sites] icon = right-click the [Default FTP Site] icon = click
[Properties].

Q In the [Default FTP Site Properties] dialog box, click the [Security Accounts] tab to
display the [Security Accounts] sheet.

U Deselect [Allow only anonymous connection].

Q Click the [Home Directory] tab to display the [Home Directory] sheet — select both
[Read] and [Write].

U Click [OK] to close the [Default FTP Site Properties] dialog box.
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4 Confirm [Full computer name].

@ If you are using Windows 2000:
U Right-click the [My Computer] icon on the desktop — click [Properties].

U Click the [Network Identification] tab to display the [Network Identification] sheet =
confirm [Full computer name].

U Click [Cancel] to close the [System Properties] dialog box.

@ If you are using Windows XP/Server 2003:

U Click [Start] on the Windows taskbar = right-click [My Computer] = click
[Properties].

0 Click the [Computer Name] tab to display the [Computer Name] sheet = confirm
[Full computer name].

U Click [Cancel] to close the dialog box.

@ If you are using Windows Vista/7/Server 2008:

U Click [Start] on the Windows taskbar — right-click [Computer] = click [Properties] =
confirm [Full computer name].

U Close the [System] window.

5 Set up the users and passwords for access to the FTP server.
U For Windows 2000, right-click the [My Computer] icon on the desktop —click
[Managel].
For Windows XP/Server 20083, click [Start] on the Windows taskbar — right-click [My
Computer] = click [Manage].
For Windows Vista/7/Server 2008, click [Start] on the Windows taskbar — right-click
[Computer] — click [Manage].

U Under [System Tools] ([Configuration] for Windows Server 2008), double-click [Locall
Users and Groups] — right-click the [Users] folder — click [New User].

Setting up Computers to Use Print and Send Functions H
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U In the [New User] dialog box, enter the user name in [User name] = enter the
password in [Password] — re-enter the password in [Confirm password].

For Windows 7 Enter a user name not longer than 20
alphanumeric characters, and a password
Hew Lser LIRS o longer than 24 (14 for Windows 2000)
Iz || alphanumeric characters.
S Q Deselect [User must change password at
T next logon].
S Q Select [Password never expires].
Corfim password: | seweses U Confirm the settings = click [Create].
User must change password at next logen D C|ICk [CIOSe] tO ClOse the [NeW USGI‘]
LUser cannot chanae password dla|Og box
/| Password never expires
Pocourl & deabed Q Close the [Computer Management]
window.

6 Set a destination address using the machine’s control panel.

Sample destination setting:
e Server side settings:

[Full Computer Name]: starfish.organization.company.com
Create a directory named “share” in the specified FTP server’'s home directory

“\Inetpub\ftproot”, and then set “share” as the data destination.
e The machine’s destination settings:

[File] Dest.: 0

Protocal: [FTP | §| ]
host Nane N Istarfish. organization. company. co |

File Path

\ Ishare |

¥ Iuser‘l |

Password

‘User

) I HEEAAA AL |

Cancel

The Protocol drop-down list: FTP

[Host Name]: starfish.organization.company.com
[File Path]: share

[User]: User name entered in step 5

[Password]: Password for the above user
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@ wPORTANT

¢ To use [Full computer name], which was confirmed in step 4, as the host name for
[Host Name] as shown in the above example, it is necessary to use a DNS server.
(This applies even if the machine and the FTP server are in the same subnet.) If no
DNS server is available, the host name setting should be specified using the IP
address of the FTP server.

¢ Up to 47 alphanumeric characters can be entered for [Host Name] and 120 characters
for [File Path] on the touch panel display.

o If you switch the language of the touch panel display, [Host Name] and [File Path] may
not be displayed correctly.

> NOTE

For instructions on how to specify recipient address settings, see Chapter 2, “Sending
Documents,” in the Sending and Facsimile Guide.

UNIX/Linux

@ wPORTANT
* UNIX users must have Solaris 2.6 or later installed in order to use the computer as an
FTP server. Linux users must have Red Hat Linux 7.2 or later installed in order to use
the computer as an FTP server.
¢ In some environments, detailed settings may be required in order to use FTP. For
details, consult your network administrator.

1 Log in to a workstation as a superuser.

2 Set up the users who send documents from the machine, and their
passwords.

Enter a user name and a password not longer than 24 alphanumeric characters.

3 Create a shared directory to be used for recipient addresses, and
then enable read access and write access by the users who will be
sending data.
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4 Set a destination address using the machine’s control panel.

Sample destination setting:
e Server side settings:

[Host Name]: starfish
[Domain]: organization.company.com

The user’s home directory is /nhome/hsato, and /home/hsato/share is the data
destination.

e The machine’s destination settings:

[File] Dest.: 0

Protacol: [FTP | é | o

’W Istarfish. organization. company. co |
File Path R Ishare |
‘User R Iuser1 |
‘Password R Ix*xxxxx* |

The Protocol drop-down list:FTP
[Host Name]: starfish.organization.company.com

[File Path]: Enter one of the following:
share (when using relative path) /home/hsato/share
(when using absolute path)

[User]: User name entered in step 2
[Password]: Password for the above user

(M wPORTANT

o To use [Full computer name], which was confirmed in step 4, as the host name for
[Host Name] as shown in the above example, it is necessary to use a DNS server.
(This applies even if the machine and the FTP server are in the same subnet.) If no
DNS server is available, the host name setting should be specified using the IP
address of the FTP server.

* Up to 47 alphanumeric characters can be entered for [Host Name] and 120 characters
for [File Path] on the touch panel display.

o |If you switch the language of the touch panel display, [Host Name] and [File Path] may
not be displayed correctly.

&> NOTE

For instructions on how to specify destination address settings, see Chapter 2,
“Sending Documents,” in the Sending and Facsimile Guide.

Setting File Server (FTP) 5-13

Setting up Computers to Use Print and Send Functions ﬂ



Setting up Computers to Use Print and Send Functions H

&> NOTE

The following procedures are based on Mac OS X version 10.5. The procedures may
differ depending on the versions of Mac OS X you are using.

1 Log in to Mac OS X as Administrator.

2 Start the FTP services under Mac OS X.

U Click the Apple icon in the top left of the screen — [System Preferences].
U Click the [Sharing] icon in the [System Preferences] window.

U Select [File Sharing] = click [Options].

U Select [Share files and folders using FTP] — click [Done].

U4 Click [Show All] on the toolbar.

3 Specify the user to whom you want to send documents, and then
the password.
U Click the [Accounts] icon in the [System Preferences] window.
U Click [+] to create a new account.
U Enter a user name, and a password not longer than 24 alphanumeric characters.
U Click [Create Account].
U Close the [Accounts] window.

4 Create a shared folder to which files are to be sent.

5 Grant access to the shared folder.

U Click to select the shared folder created in step 4 — select [Show Info] from the [File]
menu.
U In the [<folder name> Info] window, select [Shared Folder] under [General].

U Click the lock icon at the bottom of the window to make changes in [Sharing &
Permissions].

U Enter your system password in the password prompt dialog box — click [OK].

O Click [+] = select the account created in step 3 from the list displayed in [Select New
User or Group] — click [Select].

U Set the permissions for the user.
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&> NOTE

To send files to the shared folder, it is necessary to enable write access for the user.
Q Close the [<folder name> Info] window.

6 Set a destination address using the machine’s control panel.

Sample destination setting:

e Server side settings (set using the above procedure):
Create a folder named “share” in the [Public] folder in the [Home] folder of the user
named “yoko,” and then specify “share” as the folder to which files are sent.

e The machine’s destination settings:

[File]
Protocal: |FTP

‘HOST Nane [z 168 s0ee. 1

‘File Path

lser

¥ Iuser1

|
) IstersfyokofPublicfshare |
|
|

‘Password , I********

The Protocol drop-down list: FTP

[Host Name]: IP address of Macintosh

[File Path]: Enter an absolute path to a folder to which files are
sent:
/Users/yoko/Public/share

[User]: User name entered in step 3

[Password]: Password for the above user

(M MPORTANT
Up to 120 alphanumeric characters can be entered for [File Path] on the touch panel
display.

&> NOTE

For instructions on how to specify recipient address settings, see Chapter 2, “Sending
Documents,” in the Sending and Facsimile Guide.
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FTP Server for iW Gateway
&> NOTE

An FTP server for iW Gateway is required for receiving data from the machine.

1 Set up the FTP server for iW Gateway.

For details about the settings, see the iW Gateway User’s Guide.

2 On the FTP server for iW Gateway, specify the folder to store data
sent from the machine.

For details about the settings, see the iW Gateway User’s Guide.

> NOTE

e Up to 128 alphanumeric characters can be entered for a folder name.
e Enter a user name and a password not longer than 24 alphanumeric characters.

3 On the FTP server for iW Gateway, export destination data.

For details about the settings, see the iW Gateway User's Guide.

(M MPORTANT
¢ A DNS server is needed to use an FQDN format (for example, starfish.organization.
company.com) for the FTP server address. (A DNS server is also required if the
machine and the FTP server are in the same subnet.) If you have not set up a DNS
server, use IP addresses.
¢ Up to 128 alphanumeric characters can be entered for an FTP server address using
FQDN format.

5-16 Setting File Server (FTP)



4 Use the Remote Ul of the machine to import the destination data
exported in step 3 into the machine.
O Click [Add. Func.] of the Remote Ul = click [Import/Export].
U Click [Address Book].
Q Click [Import].
U Click [Browse] — select the file to import.
Q Click [OK].

(M vPORTANT
If you switch the language of the touch panel display, [Host Name] and [File Path]
may not be displayed correctly.

&> NOTE

For instructions on how to specify recipient address settings, see Chapter 2,
“Sending Documents,” in the Sending and Facsimile Guide.
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Se@ File Server (File Sharing)

To send data from the machine to a computer on your network, you need to specify
the settings of the computer that receives the data.
This section describes how to configure a shared folder.

(M MPORTANT

e |t is recommended that the network administrator configure the file server.

¢ To send data from the machine to a server on the network, you must enter an address
setting from the control panel. For instructions on how to specify recipient address
settings, see Chapter 2, “Sending Documents,” in the Sending and Facsimile Guide.

¢ To send scanned documents to a Windows shared folder, you need to set up the send
files function of the machine. For more information, see “Setting up the Send Files
Function of the Machine (SMB Settings),” on p. 3-49.

¢ The procedure in this section describes how to configure a sample shared folder.
Depending on your environment, the actual configuration procedure may differ.

¢ To send data to a shared folder with the imageRUNNER 2545/2535/2530/2525/2520,
the Send function must be activated with the optional Color Send Kit-Y1.

¢ |PVv6 is not supported.

&> NOTE

¢ You can also send data to an FTP server over a TCP/IP network. For more
information, see “Setting File Server (FTP),” on p. 5-7.

o If the [User Account Control] dialog box appears during the procedure in Windows
Vista/Server 2008, click [Continue].

o If the [User Account Control] dialog box appears during the procedure in Windows 7/
Server 2008 R2, click [Yes].
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Confirming Computer Name and Necessary Components

for File Sharing
(Windows 2000/XP/Vista/7/Server 2003/Server 2008)

&> NOTE

The number of users or clients that can access a server running Windows 2000/XP/
Vista/7/Server 2003/Server 2008 is limited. After this number of users or clients is
reached, it is not possible to send to a server running Windows 2000/XP/Vista/7/
Server 2003/Server 2008.

1 Log on to Windows with administrator privileges.

2 Confirm the computer name.

@ If you are using Windows 2000:

Q Right-click the [My Computer] icon on the desktop — click [Manage] to open the
[Computer Management] dialog box.

QO Right-click the [Computer Management (Local)] icon = click [Properties].

O Click the [Network Identification] tab to display the [Network Identification] sheet =
confirm the [Computer name] setting.

U Click [Cancel] repeatedly to close all the dialog boxes.

@ If you are using Windows XP/Server 2003:
U Click [Start] on the Windows taskbar, right-click [My Computer] — click [Properties].
U Click the [Computer Name] tab to display the [Computer Name] sheet.
U Click [Change] = [More] in the [Computer Name Changes] dialog box.

Q In the [Computer Name Changes] dialog box, confirm the computer name in the
[Computer name] box.

Q Click [Cancel] repeatedly to close all the dialog boxes.

@ If you are using Windows Vista/7/Server 2008:
Q Click [Start] on the Windows taskbar, right-click [Computer] = select [Properties].
U In the [System] window, confirm the computer name.
U Close the [System] window.
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3 Confirm the necessary components for file sharing.

@ If you are using Windows 2000:

U Right-click the [My Network Places] icon on the desktop — select [Properties] to
open the [Network and Dialup Connections] dialog box.

U Right-click the [Local Area Connection] icon = select [Properties].

U Make sure that all the check boxes below are selected. If any of the boxes are not
selected, select them.

o [Client for Microsoft Networks]
o [File and Printer Sharing for Microsoft Networks]
e [Internet Protocol (TCP/IP)]

U Close all the dialog boxes.

@ If you are using Windows XP:

U Click [Start] on the Windows taskbar, right-click [My Network Places] — select
[Properties].

U Right-click [Local Area Connection] — select [Properties].

U Make sure that all the check boxes below are selected. If any of the boxes are not
selected, select them.

o [Client for Microsoft Networks]
o [File and Printer Sharing for Microsoft Networks]
e [Internet Protocol (TCP/IP)]

U Close all the dialog boxes.

@ If you are using Windows Vista/Server 2008:
U Click [Start] on the Windows taskbar, right-click [Network] — select [Properties].
U Click [Manage network connections].
U Right-click [Local Area Connection] — select [Properties].

0 Make sure that all the check boxes below are selected. If any of the boxes is not
selected, select it.

o [Client for Microsoft Networks]
o [File and Printer Sharing for Microsoft Networks]
o [Internet Protocol Version 4 (TCP/IPv4)]

U Close all the dialog boxes.

@ If you are using Windows 7:
U Click [Start] on the Windows taskbar, click [Control Panel].
U Click [Network and Internet].
Q Click [Network and Sharing Center].
U Click [Local Area Connection].
U Click [Properties].
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U Make sure that all the check boxes below are selected. If any of the boxes is not
selected, select it.
e [Client for Microsoft Networks]
e [File and Printer Sharing for Microsoft Networks]
e [Internet Protocol Version 4 (TCP/IPv4)]

Q Close all the dialog boxes.

@ If you are using Windows Server 2003:

U Click [Start] on the Windows taskbar — select [Control Panel].
U Select [Network Connections].
Q Right-click [Local Area Connection] — select [Properties].

U Make sure that all the check boxes below are selected. If any of the boxes are not
selected, select them.
¢ [Client for Microsoft Networks]
o [File and Printer Sharing for Microsoft Networks]
e [Internet Protocol (TCP/IP)]

Q Close all the dialog boxes.

@ If you are using Windows Server 2008 R2:

U Click [Start] on the Windows taskbar, right-click [Network] = select [Properties].

Q Click [Local Area Connection].

U Click [Properties].
e Make sure that all the check boxes below are selected. If any of the boxes is not

selected, select it.

¢ [Client for Microsoft Networks]
o [File and Printer Sharing for Microsoft Networks]
¢ [Internet Protocol Version 4 (TCP/IPv4)]

Q Close all the dialog boxes.

&> NOTE

If any components are not installed, follow the procedures below to install them.

- Click [Install...] to open the [Select Network Component Type] dialog box.

- If [Client for Microsoft Networks] is not installed, select [Client], and then click
[Add...].

- If [File and Printer Sharing for Microsoft Networks] is not installed, select [Service],
and then click [Add...].

- If [Internet Protocol (TCP/IP)] ([Internet Protocol Version 4 (TCP/IPv4)] for Windows
Vista/7/Server 2008) is not installed, select [Protocol], and then click [Add...].

- Select the component you want to install, and then click [OK].

- If [Internet Protocol (TCP/IP)] ([Internet Protocol Version 4 (TCP/IPv4)] for Windows
Vista/7/Server 2008) is not installed, you need to set an IP address for your
computer. For details, ask your network administrator.

4 If required, restart your computer.
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Setting Shared Folder

You can set up a shared folder with or without access restriction. If “Access
permissions” are granted to users who are registered for computers, they are
authorized to operate folders and files.

There are two types of access permissions:

o Network-level access permission
This is to control users who access to the shared folder over the network.

e Local-level access permission
This is to control users who access folders by logging on to their computers.
The local-level access permission can be set only for the folders located in the
NTFS formatted drives.

Specify the following to send Everyone can

documents to the folder: access the folder
- Computer name
- Shared folder name

File sharing without access restriction

Only the users with
access permission
can access the folder

Specify the following to send @
documents to the folder:

- Computer name

- Shared folder name

- User name and password of

the user who has access

permission to the folder

File sharing with access restriction

5-22 Setting File Server (File Sharing)



Setting Shared Folder without Access Restriction (Windows 2000/XP/
Server 2003)

This section describes the procedure for granting FULL Control permission to the
“Everyone” account so that any user can access the shared folder.

1 Create a new shared folder in any drive.

It is recommended to create the folder in a place where users can find it easily, such
as the first level in C drive.
Ex.: C:\share

2 Right-click the created folder.

3 Select [Sharing] ([Sharing and Security...] for Windows Server
2003 and Windows XP) to open the [<Folder name> Properties]
dialog box.

4 Enable file sharing.

@ If you are using Windows 2000/Server 2003:
Q Select [Share this folder].

@ If you are using Windows XP:

U Click [If you understand the security risks but want to share files without running the
wizard, click here.].

U In the [Enable File Sharing] dialog box, select the [Just enable file sharing] check
box, and then click [OK].

&> NOTE

The procedure above is necessary only when you open the dialog box for the
first time. If you are opening the dialog box for the second or subsequent time,
proceed to the next step.

5 Set access permission.

@ If you are using Windows 2000/Server 2003:

U Click the [Permissions] button to open the [Permissions for <Folder Name>].

U Under [Group or user names], select [Everyone] to grant = select the [Full Control]
box under [Allow] if not selected.
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&> NOTE

Select the [Full Control] box so that you can store data scanned with this
machine on a computer (the file server).

U Click [OK] to close the [Permissions for <Folder Name>] dialog box.

U If the [Security] tab is displayed in the [<Folder name> Properties], click the
[Security] tab to set the local-level access permission. If not, proceed to step 7.

&> NOTE

The [Security] tab is not displayed when:
o The drive to which the shared folder is set is formatted in FAT16 or FAT32.
* Simple file sharing is enabled.

U Click [Add...] to open the [Select Users or Groups] dialog box.

U Type “Everyone”.
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For Windows 2000 For Windows Server 2003

21 2%
Lookin [E5AN I Sl SR
[dame [ in Folder [=] [Users, Groups. or Bulin secuily principals Dbjsct Types.
5 Everyone J
€5 duthenticated Users From this location:
€5 ANONYMOUS LOGON |SWAN Locations...
€RBATCH
gm;é;mw [E i ot s e st (el
ERNETWORK | everpong| Check Names

Add Check Names I
everyondd
Advanced Cancel
| 7
7

U [Check Names] = make sure that the correct object name is typed.

&> NOTE

If the object name is entered incorrectly, the [Name Not Found] dialog box is
displayed. If this happens, click [Cancel] to check whether or not the computer
name and user name are incorrect.

U Click [OK] to close the [Select Users or Groups] dialog box.

U In the [Security] sheet, under [Name], select [Everyone]. Select the [Full Control] box
under [Allow].

&> NOTE

Select the [Full Control] box so that you can store data scanned with this
machine on a computer (the file server).

@ If you are using Windows XP:

U Select the [Share this folder on the network] and [Allow network users to change my
files] check boxes under [Network sharing and security].
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6 Click [OK] to close the [<Folder name> Properties] dialog box.

7 Activate the Guest user account.

Q Right-click the [My Computer] icon on the desktop — click [Manage] to open the
[Computer Management] window.

O Under [System Tools], click [Local Users and Groups].

U Double-click the [Guest] user.

O Deselect [Account is Disabled] to activate the Guest user account.
Q Click [OK] to close the [Guest Properties] dialog box.

&> NOTE

This step is not necessary for Windows XP.

Setting Shared Folder without Access Restriction (Public Folder)
(Windows Vista/7/Server 2008)

In Windows Vista/7/Server 2008, you can use the special folder named “Public
folder,” which allows files to be shared with other users on the same network.
Using Public folder, you can set up a shared folder without access control. You
can store files in the first level of the Public folder.

M For Windows Vista/Server 2008

1 Click [Start] on the Windows taskbar, select [Control Panel].
2 Click [Set up file sharing] under [Network and Internet].

3 In the [Network and Sharing Center] window, click the down arrow
next to [Public folder sharing] under [Sharing and Discovery].
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4 Select [Turn on sharing so anyone with network access can open,
change, and create files], and then click [Apply].

For Windows Vista

B

@)~ + Comoipam » Nework s emer o s 5]
Fie G Ve Toos Fio

o-

Network and Sharing Center
vvvvv woll map

1&: ‘En “

wa Network inter
(This computer)

i Network (Priatenetwork) Custom
Access Locol anditemet
Comecti Locel Ares Connecti view

2 Sharing and Discovery
Network discovery o on o)
Filetharing e on e

Publc fldersharing o off >

ok accesscan apen,change,and rete s )

(L @aeny Dﬁ,

&> NOTE

Do not select [Turn on sharing so anyone with network access can open files].
Otherwise, you will not be able to store a document scanned with this machine in a
shared folder.

5 Click the down arrow next to [Password protected sharing] under
[Sharing and Discovery].

6 Click [Turn off password protected sharing], and then click
[Apply].

For Windows Vista

@)~ [F + Corvettone » Newwork e » NevwarkandSwing Coter =4[5 5

‘‘‘‘‘‘‘‘‘

©Aoply.
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7 Display the Public folder in Windows Explorer, etc.

8 Create a new folder in the Public folder.

M For Windows 7/Server 2008 R2

1 Click [Start] on the Windows taskbar, select [Control Panel].

2 Click [Choose homegroup and sharing options] under [Network
and Internet], then click [Change advanced sharing settings].

3 Click to select [Turn on sharing so anyone with network access
can read and write files in the Public folders] under [Public folder
sharing].

4 Click to select [Turn off password protected sharing] under
[Password protected sharing].

5 Click [Save Changes].
6 Display the Public folder in Windows Explorer, etc.

7 Create a new folder in the Public folder.
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Setting Shared Folder with Access Restriction (Windows 2000/XP/

Server 2003)

Follow the procedure below to set up file sharing with access restriction.

&> NOTE

Windows XP Home Edition does not support file sharing with access restriction.

1 Create a user account for accessing a shared folder.

&> NOTE

Even if you do not create a new account by following the procedures below, you can
add a pre-registered account for users who are permitted to access the shared folder.
In such case, you need to create a password if one has not been set for the
pre-registered account. Once the password is created, the user is prompted to type it
when he/she logs on to a computer.

@ If you are using Windows 2000/Server 2003:

U Right-click the [My Computer] icon on the desktop — click [Manage] to open the
[Computer Management] dialog box.

U Under [System Tools], double-click [Local Users and Groups].
U Right-click the [Users] folder = click [New User].
U Set up the user accessing the shared folder.

For Windows Server 2003
rewuser

21

User name. 1 GUSEN

)

Full hame: I

Description: I

Password. 2 quuu
3 “fitm password: I

(r Wser must change passward at next lagon )

I User cannat chanae password

~ ies

5

1. In the [New User] dialog box, enter
the user name in [User name].

2. Enter the password in [Password] =
re-enter the password in [Confirm
password] = enter a user name not
longer than 20 alphanumeric characters,
and a password not longer than 14
alphanumeric characters.

3. Deselect [User must change
password at next logon].

4. Select [Password never expires].
Confirm the settings.

5. Click [Create].

U1 Close the [Computer Management] dialog box.
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@ If you are using Windows XP:
O Click [start] on the Windows taskbar — select [Control Panel].
Q Click [User Accounts].

U Click [Create a new account] = type a user name in [Type a name for the new
account], and then click [Next].

&> NOTE

The user name can be up to 20 alphanumeric characters long.
O Select [Limited] = [Create Account].
U Click the created user = click [Create a password].

U Type a password in [Type a new password] and [Type the new password again to
confirm], and then click [Create Password].

Create a password for userl's account

ou are reating a IF you do this, usert will lose allEFS-
ted file

)

&> NOTE

The password can be up to 14 alphanumeric characters long.
U Close the [User Accounts] dialog box.

2 Create a new shared folder in any drive.

It is recommended to create the folder in a place where users can find it easily, such
as the first level in C drive.
Ex.: C:\share
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3 Right-click the created folder.

4 Select [Sharing and Security...] to open the [<Folder name>
Properties] dialog box.

5 Select [Share this folder].

6 Set the network-level access permission.

U Click the [Permissions] button to open the [Permissions for <Folder Name>].
U Click [Add...] to open the [Select Users or Groups] dialog box.
U Type [Computer Name]\[User Name] in [Enter the object names to select].

For Windows XP

Select Users or, Groups @@
Select this ohisct type:
Users, Giroups, or Builtin security principals
Erom this location;
Enter the obiect names to select (examples).
StwANwser! Check Names

U [Check Names]. Make sure that the correct object name is typed.

&> NOTE

If the object name is entered incorrectly, the [Name Not Found] dialog box appears.
If this happens, click [Cancel] to check whether or not the computer name and user

name are incorrect.
U Click [OK] to close the [Select Users or Groups] dialog box.

U In the [Permissions for <Folder name>], under [Group or user names], select the
user to whom you want to grant permission. Select the [Full Control] box under
[Allow].

&> NOTE

Select the [Full Control] box so that you can store data scanned with this machine

to a computer (the file server).
U Click [OK] to close the [Permissions for <Folder Name>] dialog box.

U If the [Security] tab is displayed in the [<Folder name> Properties], click the
[Security] tab to set the local-level access permission. If not, proceed to step 8.
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&> NOTE

The [Security] tab is not displayed when:
¢ The drive to which the shared folder is set is formatted in FAT16 or FAT32.
¢ Simple file sharing is enabled.

Set the local-level access permission.

If the drive to which the shared folder is set is formatted in NTFS, you need to set the
local-level as well as the network-level access permissions.

Q Click [Add...] to open the [Select Users or Groups] dialog box.

U Type [Computer Name]\[User Name] in [Enter the object names to select].

For Windows XP

Select Users or Groups @@
Select this object type:
Users. Groups. of Buil-in security principals Object Types...
From this locatior
Enter the obisct names to selact [examples)
SWaNwser] Check Mames

U Click [Check Names]. Make sure that the correct object name is typed.

&> NOTE

If the object name is entered incorrectly, you see the [Name Not Found] dialog
box. If this happens, click [Cancel] to check whether or not the computer name
and user name are incorrect.

U Click [OK] to close the [Select Users or Groups] dialog box.

Q In the [Security] sheet, under [Name], select the user whom you want to grant
permission. Select the [Full Control] box under [Allow].

&> NOTE

Select the [Full Control] box so that you can store data scanned with this
machine on a computer (the file server).

8 Click [OK] to close the [<Folder name> Properties] dialog box.
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Setting Shared Folder with Access Restriction (Windows Vista/7/
Server 2008)

Follow the procedures below to set up file sharing with access restriction.

1 Create a user account for accessing a shared folder.

&> NOTE

Even if you do not create a new account by following the procedures below, you can
add a pre-registered account for users who are permitted to access the shared folder.
In such case, you need to create a password if one has not been set for the
pre-registered account. Once the password is created, the user is prompted to type it
when he/she logs on to a computer.

U Click [Start] on the Windows taskbar, select [Control Panel].

U Click [Add or remove user accounts] under [User Accounts and Family Safety] ([User
Accounts] for Windows Vista/Server 2008).

U In the [Manage Accounts] dialog box, click [Create a new account].

U In the [Create New Account] dialog box, type the desired user name — select
[Standard user], and then click [Create Account].

&> NOTE

The user name can be up to 20 alphanumeric characters long.
U Click the user name created above — click [Create a password].
U In the [Create Password] dialog box, type the password in two boxes circled in red,
and then click [Create password].

For Windows 7

felaEs
< [ ][ Search Cntrot pane 2]

&> NOTE

The password can be up to 14 alphanumeric characters long.
U Close the [Change an Account] dialog box.
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2 Create a new shared folder in any drive.

It is recommended to create the folder in a place where users can find it easily, such
as the first level in C drive.
Ex.: C:\share

3 Right-click the created folder — select [Share with] — [Specific
people] ([Share...] for Windows Vista/Server 2008) to open the [File
Sharing] dialog box.

4 Click on the down arrow on the left side of [Add...] — select the
user — click [Add...].

For Windows 7

(E=T B
() B File Sharing

Choose people to share with

Typea name and then click Add, or click the arrow to find someone,

5 Select the added user — select [Read] or [Read/Write]
([Contributor] or [Co-owner] for Windows Vista/Server 2008) —
click [Share].

For Windows 7

(E=8 B 5
() B File Sharing

Choose people to share with

Type 2 name and then click Add, or click the arrow to find someone,
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&> NOTE

e Access permissions in Windows Vista/Server 2008 are as follows:
- Reader: A reader can only view shared files.
- Contributor: A contributor can create, alter and delete shared files, but not alter
access permissions.
- Co-owner: A co-owner can perform all file operations including creating, altering and
deleting shared files and altering access permissions.
¢ Access permissions in Windows 7/Server 2008 R2 are as follows:
- Read: Users can view the contents of the folders and open files and folders.
- Read/Write: Users can create new files and folders and make changes to shared
files are allowed.

6 Click [Done] to close the [File Sharing] dialog box.
Setting Shared Folder (Mac 0S X)
&> NOTE

e Samba 2.2.8a or later is supported.

¢ The procedures described in this section is are based on Mac OS X version 10.5. The
procedures may differ depending on the version of Mac OS X you are using.

¢ In some environments, detailed settings may be required in order to use Samba. For
details, consult your network administrator.

1 Log in to Mac OS X as Administrator.

2 Start the File Sharing services under Mac OS X.

U Click the Apple icon in the top left of the screen — [System Preferences].
U Click the [Sharing] icon in the [System Preferences] window.

U Select [File Sharing] = click [Options].

U Select [Share files and folders using SMB] = click [Done].

U Click [Show All] on the toolbar.

3 Specify the account for access to the shared folder.
U Click the [Accounts] icon in the [System Preferences] window.
U4 Click [+] to create a new account.
U Select [Sharing Only] in [New Account].

U Enter the account information such as [Name] and [Password] = click [Create
Account].

U1 Close the [Accounts] window.
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4 Create a shared folder to which files are to be sent.

5 Grant access to the shared folder.

Q Click to select the shared folder created in step 4 = select [Show Info] from the [File]
menu.

O In the [<folder name> Info] window, select [Shared Folder] under [General].

Q Click the lock icon at the bottom of the window to make changes in [Sharing &
Permissions].

U Enter your system password in the password prompt dialog box — click [OK].

O Click [+] = select the account created in step 3 from the list displayed in [Select New
User or Group] — click [Select].

0 Set the permissions for the user.

&> NOTE

To send files to the shared folder, it is necessary to enable write access for the
user.

U Close the [<folder name> Info] window.
Setting Shared Folder (Samba (UNIX/Linux))
&> NOTE

e Samba 2.2.8a or later is supported.
¢ In some environments, detailed settings may be required in order to use Samba. For
details, consult your network administrator.

1 Log in to a workstation as a superuser.

2 Set up the users who access Samba shared folder, and their
passwords.

Set a user name not longer than 24 alphanumeric characters, and a password not
longer than 14 alphanumeric characters.
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Specifying Destinations

Once the shared folder is ready, you can scan and store documents in it. To specify
the shared folder as the destination, use the machine’s control panel. Each table in
this section shows the items you should specify according to the shared folder type
you created.

(M mMPORTANT

o If you use <Windows (SMB): Browse> to specify each item, use it after the startup
time has elapsed. For details about the Startup Time Settings, see “Setting Startup
Time,” on p. 7-3.

¢ Up to 47 alphanumeric characters can be entered for [Host Name] and 120 characters
for [File Path] on the touch panel display.

o If you change the language of the touch panel display, [Host Name] and [File Path]
may not be displayed correctly, or you may not be able to browse the directories.

« If the language of the touch panel display differs from the computer on your network,
[Host Name] and [File Path] may not be displayed correctly, or you may not be able to
browse the directories.

o If you are using Window XP Home Edition, you do not need to specify the [User Name]
and [Password].

&> NOTE

For instructions on how to specify destination address settings, see Chapter 2,
“Sending Documents,” in the Sending and Facsimile Guide.
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File Sharing without Access Restriction
(Windows 2000/XP/Vista/7/Server 2003/Server 2008)

If you want to specify a shared folder without access restriction as the destination,
specify the items listed in the table below.

Setting example

[File]

Dest.: 0

Protocol: |Windows(SHB) | §|Br0wse .g

Host hiame . I\\swan |

File Path R Ishare |

‘User i I |

‘Password I |
>

Cancel

Setting Item

Description

Example

The Protocol
drop-down list

Windows (SMB)

Host Name

Computer name confirmed in step 2 in
“Confirming Computer Name and
Necessary Components for File
Sharing (Windows 2000/XP/Vista/7/
Server 2003/Server 2008),” on p. 5-19.

Example: \\swan
(Double backslash “\\"
can be omitted)

File Path

Name of the shared folder created in
step 1in “Setting Shared Folder without
Access Restriction (Windows 2000/XP/
Server 2003),” on p. 5-23, or in step 8
in “Setting Shared Folder without
Access Restriction (Public Folder)
(Windows Vista/7/Server 2008),” on

p. 5-25.

Example: share

User

Leave this box blank.

Password

Leave this box blank.

Setting File Server (File Sharing) 5-37

Setting up Computers to Use Print and Send Functions ﬂ



Setting up Computers to Use Print and Send Functions E

File Sharing with Access Restriction
(Windows 2000/XP/Vista/7/Server 2003/Server 2008)

If you want to specify a shared folder with access restriction as the destination,
specify the items listed in the table below.

Setting example

[Fila]

Dest.: 0

Protocol: |Wind0ws(SMB) | §|Bruwse .g

Host Wame , I\\swan |
File Path \ Ishare |
‘User i I o |
‘Password ) I******** |

Cancel

Swstem Monitor

Setting ltem

Description

Example

The Protocol
drop-down list

Windows (SMB)

Host Name

Computer name confirmed in step 2 in
“Confirming Computer Name and
Necessary Components for File
Sharing (Windows 2000/XP/Vista/7/
Server 2003/Server 2008),” on p. 5-19.

Example: \\swan
(Double backslash “\\’
can be omitted)

File Path

Name of the shared folder created in
step 2 in “Setting Shared Folder with
Access Restriction (Windows 2000/XP/
Server 2003),” on p. 5-28, or “Setting
Shared Folder with Access Restriction
(Windows Vista/7/Server 2008),” on

p. 5-32.

Example: share

User

User name entered in step 1 in “Setting
Shared Folder with Access Restriction
(Windows 2000/XP/Server 2003),” on
p. 5-28, or “Setting Shared Folder with
Access Restriction (Windows Vista/7/
Server 2008),” on p. 5-32.

Password

Password entered in step 1 in “Setting
Shared Folder with Access Restriction
(Windows 2000/XP/Server 2003),” on

p. 5-28, or “Setting Shared Folder with
Access Restriction (Windows Vista/7/

Server 2008),” on p. 5-32.
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File Sharing (Mac 0S X)

If you want to specify a folder in a computer running Mac OS X, specify the items
listed in the table below.

Setting example

[File] Dest.: 0

Protocol: [Windows(one) | o] [Browse ]
‘HDST Name 112 16831, 1 |
‘File Fath k I\users\share |
[ |
Passward R I******** |

Cancel

0K P

System Monitor

Setting Item

Description

Example

The Protocol
drop-down list

Windows (SMB)

Host Name IP address of Macintosh
File Path Name of the folder created in step 4 in | Example: \Users\share
“Setting Shared Folder (Mac OS X),” on | (If a folder named
p. 5-34. “share” has been
created in the “Home”
folder in “Users”)
User “Name” of the account created in step
3 in “Setting Shared Folder (Mac OS
X),” on p. 5-34.
Password “Password” of the account created in

step 3 in “Setting Shared Folder (Mac
0OS X),” on p. 5-34.
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File Sharing (UNIX/Linux)

If you want to specify a folder in a UNIX machine, specify the items listed in the

table below.
Setting example

[File] Dest.: o

Protocol: [WindowsGHE) | o [Brovse ]
‘Host Mame ) I\\swan |
‘File Fath k I\Share |
‘User ) I . |
Paszword \ I******** |

Cancel

oK o]

Swetem Monitor

Setting ltem

Description

Example

The Protocol
drop-down list

Windows (SMB)

Shared Folder (Samba (UNIX/Linux)),”
on p. 5-35.

Host Name Computer name of the UNIX machine | Example: \\swan
(Double backslash “\\”
can be omitted)

File Path Name of the shared folder Example: \share

User User name entered in step 2 in “Setting

Shared Folder (Samba (UNIX/Linux)),”
on p. 5-35.
Password Password entered in step 2 in “Setting
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Protecting the Machine from

Unauthorized Access

This chapter describes how to restrict access to the machine by using the Department ID and
User ID Management, and how to control access from computers on the network.

(M MPORTANT
To make changes to the System Settings, enter the System Management mode. For
details, see “Operating the Machine in System Management Mode,” on p. 1-7.

Setting Department ID Management .. ........... i 6-2
Registering the Department ID, Password, and Page Limit. .. ............ ... .. ... .. ... 6-4
Changing the Password and Page Limit .. ... ... . 6-8
Erasing the Department ID and Password. . .. ... ... 6-11
Checking and Printing Counter Information. . . ......... ... . . . 6-12
Clearing Page Totals . ... ... 6-15
Accepting Print and Scan Jobs with Unknown IDs . ... .. ... . o 6-17

Setting User ID Management . . .. .. ...t e 6-19

Restricting Access from Computers onthe Network .. ......... ... ... ... ... .... 6-21
Setting the IP Address Range . . ... ... 6-21
Setting the MAC Address Filter . ... ... 6-29

Authenticating Users Before Sending Documents (Authorized Send) . ............. 6-32

Restrictingthe Use of Remote Ul. . .. ... ... ... . 6-34

Restricting the Display of JOb LOG . .. ... oot 6-36

Displaying the Current Department ID/UserName. .. ......... ... .. ... oo, 6-38
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Se

Department ID Management

Department "A"
Department ID: XXXXXXX
Password: XXXXXXX

Department "B"
Department ID: XXXXXXX
Password: XXXXXXX

Department "C"
Department ID: XXXXXXX
Password: XXXXXXX

You can register a Department ID and password for each department, and manage
the machine by limiting its use to only those who enter the correct Department ID
and password. This is called Department ID Management. Department IDs and
passwords for up to 1000 departments can be registered. Use Department ID
Management to keep track of the copy, scan, and print totals for each department.

Ready to copy. Ready To copy.

100%  Auto ] 100% __Auto |

Paper Select

[
Features

IRRRRRD

System Monitor

@ Press the ID Key to log System Monitor

it aftar the nneratinn /L

Top screen when Department ID Management is enabled
With Department ID Management, the following settings can be specified:

o Register the Department ID and password.
¢ Set page limits for scans, prints, and copies.
e Accept or reject print and scan jobs from computers with unknown IDs.

6-2
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After editing settings on Department ID Management, be sure to press
(Log In/Out) to return to the screen for entering the Department ID and
password.

%Enter the Department I and Password using the
RUMEE I keys.

Department 1D

After entering your D and Password, press
the D Key. Make sure to log out after the
operation by pressing the ID Key again.

System Monitor

(M wvPORTANT

¢ To use the optional Copy Card Reader-F1, Department ID Management must be
activated.

* Do not change the password when using a control card. The control card will become
unusable if the password for the Department ID is changed.

o If you enable both Department ID Management and User ID Management, be sure to
assign a Department ID (and the password for the Department ID) to each User ID.
Users can log in to the machine by entering their User ID that belongs to a Department
ID. For instructions on how to register User IDs, see Chapter 3, “Specifying
Department ID and User Management,” in the Remote Ul Guide.

&> NOTE

¢ When the optional Copy Card Reader-F1 is attached to the machine, some screens
that appear are different from those shown in the following procedures for Department
ID Management.

o The default setting is ‘Off’.

Setting Department ID Management 6-3

Protecting the Machine from Unauthorized Access E



Protecting the Machine from Unauthorized Access H

(] Select the System Setting features.

System Manager Device Info
Settings Settings
‘Department User 1D
D Manacenant ) Manadement

Communications ’E Farwarding ’g
Settings Settings

173 [ Qs | [Come_J)

m System Management Mode System Monitor

BN Colmcd dlem e Ceddien Fomdweme

2] [Department 1D Management ]

millow 1D Unknown Printer Jobs

whllow 10 Urknown Remote Scan Jobs

System Monitor

m System Management Mode

IWE coiecd bt coicbein b Feed s

[Department I Managemerit]

Registear Page Totals
ID/Password

miflow 1D Unknawn Printer Jobs

mhllow D Unknown Femote Sca

m System Managemsnt Mode

System Monitor

Registering the Department ID, Password, and Page Limit

Press @ (Additional Functions)
— [System Settings] —
[Department ID Management].

Press [On] or [Off].

@ If you want to use the Department
ID Management:

U Press [On].
QO Proceed to step 3.

@ If you do not want to use the
Department ID Management:

U Press [Off].
QO Proceed to step 11.

Press [Register ID/Password].
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4 T ——— Press [Register].
2 [Register Dept. ID/Password]

Dept. I |Password  |Pg Limits
Total Pris |Copy

[ Register ]

System Monitor

m System Management Mods

5 o T T Enter the Department ID and
& %[Hegister] Use the rumeric keys. password USing @ - @ (numeric
keys).

} O Press [Department ID] = enter the
Department ID.
Password E IW‘ p

- U Press [Password] — enter the password.
Ol oo e 2 Ye

‘ou cannot store a Department ID or
W password that only consists of zeros,
ot ot such as <0000000>. N
.......................................... | If you enter fewer than seven digits, the
machine stores them with leading zeros.
Example: If <02> or <002> is entered,
<0000002> is stored.

m System Management Mode

&> NOTE

« If you make a mistake when entering a number, press © (Clear) — enter the correct
number.

o If you do not want to set a password, you can use the machine by entering only the
Department ID.

T — If you want to set a page limit
. %[Hegister] Use the numeric keys. restriction’ preSS [Turn lelts

On/Off and Set Page Limits].

E" Turn Limits OnA0ff and
= Jiet Page Limits

m System Management Mods
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7 T Press [On] under the desired
[ [Turn Limits On/0ff and Set Page Limits] function(S).

00000
o % If you do not want to set a page limit

Copy Linit (I [ooeooo 18, || restriction for the function, press [Off].
B Scan Linit ] &
ol Scan Linit|[On A ] [[oo0000 | B,
Frrint Lint (001 3 &

m System Managemsnt Mode

&> NOTE

e <Total Print Lim> is the sum of <Copy Limit> and <Print Limit>.

¢ <B&W Scan Limit> is available only when the Send function (optional for the
imageRUNNER 2545/2535/2530/2525/2520) is activated or the optional Super G3 Fax
Board-AG1 is attached to the machine.
<Color Scan Limit> is available only when the Send function (optional for the
imageRUNNER 2545/2535/2530/2525/2520) is activated.

System Monitor

8 T —— Press [[O] (Page Limit) next to
2l [Turn Limits On/0f and Set Page Limits] [On]I[Off] of the desired
@ Total Print Lin [EN (07 [0 ||%, | function(s) — enter the page limit

Copy Linit | %| restriction using (© - ® (numeric
UShBeN Scan Linit ] S keys).

dEitalr Sean Limit |On E &

o Print Limit [0 [ [oooo00 )&,

m System Management Mode System Manitor

@ MPORTANT
¢ The machine stops sending a fax if the Scan Limit is reached while faxing a document
either from memory or directly to the recipient.
¢ The machine stops scanning if the Scan Limit is reached while the machine is
scanning originals that are being fed from the feeder. (Those originals that were
scanned before the limit was reached are not added to the scan count.)

&> NOTE

o If you make a mistake when entering a number, press © (Clear) = enter the correct
number.

¢ You can set the page limit from 0 to 999,999 pages. Once the page limit is reached,
copying, scanning, or printing is not possible.

¢ The page limit refers to the number of printed surfaces. Therefore, a two-sided print is
counted as two pages.
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9 Press [0K] - [OK].

10 T s o moe rois e Press [Done].
[Fegister Dept. ID/Password]

Dept. I |Password  |Pg Limits
Total Pris |Copy

1234507 AAERRER L 200000 100000,

| Register .ﬂ |

o [

m System Management Mods

11 o T T Press [OK].

[Department 1D Management]

‘He ister ’g‘Page Totals >§ /@ NOTE
Ib/Passward If you selected [On] in step 2, pressing

[OK] activates Department ID

Bl (B Management.
= Allow I Unknown Remote Scan Jobs

Cmillow D Unknown Printer Jobs
: On

Cancel

m System Management Mode System Monitor

12 Press (Reset) to return to the top screen.
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Changing the Password and Page Limit

You can change the password and page limit settings that you have registered.

1 Press @ (Additional Functions) — [System Settings] —
[Department ID Management].

For help, see step 1 in “Registering the Department ID, Password, and Page Limit,” on

p. 6-4.
R e —— Press [On] — [Register ID/
Password].
Register Page Totals é
ID/Password  »
ore ow ID Unknown Printer Jobs
N
millow 1D Unknown Remote Scan Jobs
m System Managemsnt Mode System Manitor
3 T YT Press [¥] or [A] to display the
[ [Fegister Dept. ID/Password] Department ID Whose password

Dept. I JPassword  |Pg Limits
Total Pris [Copy

you want to change — select the

LI

Department ID — press [Edit].
| 141
3 & NOTE
Register (| Edit g Erase 1| € § > Press and hold down [w]or[a]to

quickly and continuously scroll through
the available Department ID pages.
Continuous scrolling is useful when a
large number of Department IDs are
registered.

System Monitor

m System Managemsnt Mode
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=) %[Edit] Use the numeric keys.

Department 1D
| HAEAALL |

Turn Limits On/Off and
Set Page Limits

System Monitor

m System Management Mods

&> NOTE

o If you make a mistake when entering the password, press © (Clear) = enter the

5

correct password.
¢ You cannot change the Department ID.

Bl e dlos Ciamcbmm Gk Fommeh s

B4 [Edit] Use the numeric keys.

Department 1D 1234567

Turn Limits OnsOfF and
aet Page Limits

m System Management Mode System Monitor

P oot dle Coimdees Cededies fomd s

[Turn Limits On/Off and Set Page Limits]

[ [z00000 |8,

L] [TToo000 ],
I [0 |,
[ [7o0060 |,

EerTotal Print Lim| g

Copy Limit
HENERY Scan Limit
Hcolr Scan Limit) il

B Print Limit

m System Management Mode

System Monitor

——)

Enter the new password (up to
seven digits) using © - ®
(numeric keys).

You cannot store a password that only
consists of zeros, such as <0000000>.
If you enter fewer than seven digits, the

machine stores the password with leading
Zeros.

Example: If <02> or <002> is entered,
<0000002> is stored.

If you want to change or set a
page limit restriction, press [Turn
Limits On/Off and Set Page
Limits].

Change the page limit restriction
if necessary.

U Press [On] under the desired function(s).

U Press [ (] (Page Limit) next to [On]/[Off]
of the desired function(s) — enter the
page limit restriction using @ - (®
(numeric keys).

U4 Press [OK] = [OK].

If you do not want to set a page limit
restriction for a function, press [Off]
under the desired function’s name.
The page limit(s) for the selected
function(s) are set.
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&> NOTE

o If you make a mistake when entering a number, press © (Clear) = enter the correct
number.

¢ You can set the page limit from 0 to 999,999 pages. Once the page limit is reached,
copying, scanning, or printing is not possible.

¢ The page limit refers to the number of printed surfaces. Therefore, a two-sided print is
counted as two pages.

R T T —— Press [Done].
[Register Dept. ID/Password]

Dept. I JPassword  |Pg Limits
Total Pris |Copy

1234567 AdRARE L 200000 100000,

|Hegister >§| ,%|§Es'z;-~:»:'
m System Management Mode System Manitor
8§ ———— Press [OK].

2 [Department 1D Management ]

Register Fage Totals
1D/ Passward

i whllow D Urknown Printer Jobs
whllow 10 Unknown Remote Scan Jobs
n

Cancel |

m System Management Mode

System Monitor

9 Press (Reset) to return to the top screen.
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Erasing the Department ID and Password

You can erase the Department ID and password that you have registered.

&> NOTE

If Department ID Management is activated through the optional Copy Card
Reader-F1, you cannot delete the Department IDs from the touch panel display.

1 Press @ (Additional Functions) — [System Settings] —

[Department ID Management].

For help, see step 1 in “Registering the Department ID, Password, and Page Limit,” on

p. 6-4.

2 Press [On] — [Register ID/Password].

3 | B B R e e e SR Trry

Z# [Register Dept. ID/Password]

Dept. I |Password  |Pg Limits
Total Pris |Copy

0 1] AARARAA T

O0OOQNZ  FdmkkER 300000 000 ) 141
1234667 wAARAAR 200000 100000 w

) )

.'(IErase g)ﬂ m

[Register ] [Edit

m System Management Mode System Monitor

1 |

Danictor Nont 10 Paccmned 1

”Yes ‘No g
N —

I it OK to erase? J
]
]
I

m System Management Mode System Monitor

Press [¥v] or [A] to display the
Department ID that you want to
erase — select the Department ID
— press [Erase].

> NOTE

Press and hold down [v]or[a]to
quickly and continuously scroll through
the available Department ID pages.
Continuous scrolling is useful when a
large number of Department IDs are
registered.

Press [Yes].

If you do not want to erase the selected
Department ID and all of its settings, press
[No].

The selected Department ID and all of its
settings are erased.
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5 T Press [Done].

&1 [Fegister Dept. ID/Password]

Dept. I JPassword  |Pg Limits
Total Pris |Copy

Q000002 ARERERE | 300000 g000 || ]
TZ3MEET  ARERAES D 200000 100000

»

[Reaister o][ea  [eee [ € ][ D]
(=)

System Monitor

m System Managemsnt Mode

6 o T T — Press [OK].

&l [Department D Management ]

Register
1D/ Password

Page Totals é

millow 1D Unknown Printer Jobs

=hllow 1D Unknown Remote Sca
H N

Cancel

m System Management Mode

System Monitor

7 Press (Reset) to return to the top screen.

Checking and Printing Counter Information

You can display and print a list of page totals for each department.

1 Press @ (Additional Functions) — [System Settings] —
[Department ID Management].

For help, see step 1 in “Registering the Department ID, Password, and Page Limit,” on
p. 6-4.
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2 e e e Press [On] — [Page Totals].

[Department 1D Management]

Renister il |Page Totals \
ID/Password ¥

low 1D Unknown Printer Job

= illow I Unknown Remote Scan Jobs
On Off

m System Management Mods

System Monitor

3 Check or print the page total count.

@ If you only want to check the counter information:

T —————— U Press [v] or [A] to display the desired
[Page Totals] Department ID = press [4] or [» ] to

Dept. I [Password [Page Total display and view the desired page totals.
Total Pris |Caopy

Q000002 ARAEARA 1050 a0 e}
TEIERT  AAARAR

0000 a0 ) 1A
0 0 Bl w g

| € § 3

|:| El;sl.qt _Done o

m System Management Mode

> NOTE

e Press and hold down [¥] or [a] to quickly and continuously scroll through the
available Department ID pages. Continuous scrolling is useful when a large number of
Department IDs are registered.

* The print page totals that belong to print jobs without a Department ID (left blank) are
the number of prints from computers that do not correspond with a registered
Department ID. These prints are referred to as prints with unknown IDs.

* The scan page totals that belong to scan jobs without a Department ID (left blank) are
the number of pages that have been scanned from computers that do not correspond
with a registered Department ID. The scanned pages from computers are referred to
as network scans with unknown IDs.

System Monitor
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@ If you want to print the displayed list:

BN Colmcd dlem e Ceddien Fomdweme

[ [Fage Totals]

Fpt. W

Password  |Page Total
Total Pris |Copy

OOOOOOZ  Akkkhkk 1050 300 |
1234567 Ak 30000 LI
i
Clear All | Print
Totals EI List

m System Management Mode

System Monitor

| TDamo Totalel

BEA rclmcd Al e ok Fmmdeme

Print List] J
Print the Page Count List? E
...... ‘Yes E ‘No E E

m System Managemsnt Mode

System Monitor

&> NOTE

« To cancel printing, press [Cancel].

« To close the screen that is displayed while the machine is printing the Page Count List,
press [Done].

¢ The counter information can be printed only if A3, B4, A4, or A4R (plain, recycled, or
color paper) is loaded in a paper source whose settings in Other in Drawer Eligibility
For APS/ADS in Common Settings (from the Additional Functions screen) are set to
‘On’. (See Chapter 3, “Configuring the Machine’s Basic Settings,” in the Reference

Guide.)

Fpt. [

Password  |Page Total
Total Pris |Copy

ODOONZ  Akkdks 1050 300 L
1234867 AaRkEARE 30000 540,
0
Clear &1l =5 Print
Totals EI List

m System Management Mode

System Monitor

U Press [Print List].

O Press [Yes].

If you do not want to print the displayed
list, press [No].

Printing starts.

Press [Donel].
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[Department 1D Management]
: ’E ‘Page Totals >§

Cmiliow v Unknown Printer Job

Register
1D/ Password

off

= illow I Unknown Remote Scan Jobs
On Off

Cancel

System Monitor

m System Management Mods

(TJ,

Press [OK].

6 Press (Reset) to return to the top screen.

Clearing Page Totals

You can clear the page totals made for all departments or for specific departments.

1 Press @ (Additional Functions) — [System Settings] —

2

3

[Department ID Management].

For help, see step 1 in “Registering the Department ID, Password, and Page Limit,” on

p. 6-4.

Press [On] — [Page Totals].

For help, see step 2 in “Checking and Printing Counter Information,” on p. 6-12.

|

[Paga Totals]

Dept. I |Password  |Page Total
Total Pris |Copy

QOOOONZ  AkEERER 0452 281 |,
L il 336 206 )
1234567 AAmREEE 1040

200,

I:I Print
List

) otals

m System Management Mods

System Monitor

Press [Clear All Totals].

Setting Department ID Management
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W ot st ot rottin fobieen

[Page Totals]
Dept. I |Passw0rd Page Total
Total Pris |Comy

[ 1052 251, &g

QOO0
1111111

hkkiARE | 1050

1234587
p—
|Clear §
| Clear All Print
Totals List

System Monitor

m System Management Mode

1 BEA rclmcd Al e ok Fmmdeme

Mamn Totaled

[Initialize]

| —

Clear all counts? ‘j
]
]
]

m System Management Mode

_ stem Monitor

IWE coiecd bt coicbein b Feed s

Mams Totals]

[Initialize]

Erased.

m System Managemsnt Mode

System Monitor

5 IWE coiecd bt coicbein b Feed s

[Page Totals]

pt. I |Password  |Page Total
Total Pris |Copy

0000002 Ao 0
T ke 0
12345RT Ak 0

Print
List

Clear All
Totals

m System Management Mode

If you want to clear page totals for each
Department ID, press [¥] or [a ] to display
the desired Department ID = select the
Department ID = press [Clear].

Press [Yes].

If you do not want to clear the page totals,
press [No].

The message <Erased.> appears for
approximately two seconds on the touch
panel display.

The page totals are cleared.

Press [Donel].
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6 T s o moe rois e Press [OK].

< [Department 10 Management]

Hefqister Page Totals
1D/ Password

Cmiliow D Unknown Printer Jobs

= illow I Unknown Remote Scan Jobs
On Off

(E——)

m System Management Mods

System Monitor

7 Press (Reset) to return to the top screen.

Accepting Print and Scan Jobs with Unknown IDs

You can specify whether to accept or reject print and network scan jobs that do not
correspond to any registered Department ID.

> NOTE

The default settings are as follows:
- Allow ID Unknown Printer Jobs: On
- Allow ID Unknown Remote Scan Jobs: On

1 Press @ (Additional Functions) — [System Settings] —
[Department ID Management].

For help, see step 1 in “Registering the Department ID, Password, and Page Limit,” on
p. 6-4.

2 [ R T — Press [On].

[Department 1D Management]

Renister Page Totals
1D/ Password

Cmiliow D Unknown Printer Jol

= illow I Unknown Remote Scan Jobs
On Off

m System Management Mods

System Monitor
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3 Press [On] or [Off] for <Allow ID

(2] [Department 1D Management ] Unknown Printer JObS> and
= ,g <Allow ID Unknown Remote Scan
ort | mAllow D Unknown Prinfer_iohe Jobs> — [OK].

Ot

millow 1D Unknown Remgte Scan lohe
1 0Ff

Cancel

m System Managemsnt Mode System Manitor

<Allow ID Unknown Printer Jobs>

[On]: The machine accepts print jobs that do not correspond with a registered
Department ID.

[Off]: The machine does not accept print jobs that do not correspond with a registered
Department ID, and you must enter a Department ID and password to operate
the machine.

<Allow ID Unknown Remote Scan Jobs>

[On]: The machine accepts remote scan jobs that do not correspond with a registered
Department ID.

[Off]: The machine does not accept remote scan jobs that do not correspond with a
registered Department ID.

4 press (Reset) to return to the top screen.
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Sew' User ID Management

You can set whether or not to use the User ID Management.

The User ID Management function enables you to register up to 1,000 User IDs to
manage the use of the machine by registered users.

@ MPORTANT

¢ The User ID and password can be registered only from the Remote Ul. For more
information on the User ID Management, see Chapter 3, “Specifying Department ID
and User Management,” in the Remote Ul Guide.

* Be sure to register the User ID and password before you set this mode to ‘On’.

o If User ID Management is enabled, only users registered as “System Manager” can
change the System Settings by logging in to the machine with their User ID and
password. In this case, you cannot log in as the System Manager by entering the
System Manager ID and System Password.

&> NOTE

One Department ID can be registered for each User ID.

[5] Select the System Setting features. Press @ (Addltlonal FunCtions)
gystem Warager ’g Device Info ’g - [SVStem SettlngS] - [User ID

ettings Settings
2 Management].
Department ’g User 1D >§
I Management Management
Communications Forwarding
Settings Settings
1/ ~ g - g Done J|
m System Management Mods Sys 3
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2 BN Clcct lr Cricbss O fomdiaene

[ [User 1D Managemert]

‘Dn

= Addd user name to Send
Nincument  Wame

Cancel

m System Managemsnt Mode

System Monitor

Select whether or not to use the
User ID Management.

@ If you want to use the User ID
Management:

QO Press [On].

U If the Send function (optional for the
imageRUNNER 2545/2535/2530/2525/
2520) is activated and you want to add
the User ID to the name of the sending
document, press [On] for <Add user
name to Send Document Name>.

U Press [OK].

@ If you do not want to use the User ID Management:

4 Press [Off] = [OK].

3 Press (Reset) to return to the top screen.
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Rest-l_'l’cting Access from Computers on the Network

Restricting unauthorized access to the machine is highly important for enhanced
information security in a digitalized office. To protect the machine from
unauthorized access, you can use IP addresses and/or MAC addresses.

(M MPORTANT
Changes made to IP Address Range Settings and Receiving MAC Address Settings
become effective when the machine is restarted. To restart the machine, turn it OFF,
wait at least 10 seconds, and then turn it ON. For instructions on how to turn the
machine ON and OFF, see Chapter 2, “Before You Start Using the Machine,” in the
User’s Guide.

Setting the IP Address Range

You can control access to the machine by specifying (a range of) IP addresses. The
machine can be set to filter access by either accepting or rejecting the set (range
of) IP addresses.

@ MPORTANT
» Once you specify the IP addresses or IP address ranges with access permission, you
can set or browse machine settings using the Remote Ul only from the computers
whose IP addresses are permitted.
* Once you specify the IP addresses or IP address ranges with access permission, the
machine receives the print, fax, and remote scan jobs only from the computers with
the allowed IP addresses.

Setting IPv4 Address Range

1 Press @ (Additional Functions)

[e5] Select the System Setting features.

Systen Manager Device Info - [SVStem settlngs] - [Network
Sattings »5 Settings >§ Settings]

User 1D
Management H

Department
I Managemert

Communications ’g Forwarding
Settings Settings L

s [ ila] Coe

m System Management Mode

System Monitor
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2 L [T S = S e T Tt

(3 [IPv4 Settings]

IF Address Settings

PING Command

IF Address Range Settings
» OFF

]
-
|:mgl

m System Managemsnt Mode

System Monitor

Press [TCP/IP Settings] — [IPv4
Settings] — [IP Address Range
Settings].

3 Select whether or not to restrict IP addresses.

@ If you want to restrict the access (such as print or fax jobs) from
computers by specifying an IP address or a range of IP addresses:

P bl e Db bicar ] Tffmmbivim mfbmne ORLAACT

(2] [P &ddress Range Settings]

Settings

;

P

m System Management Mode

Sy=tem Monitor

U Press [On] = [Settings].
U Proceed to step 4.

@ If you do not want to restrict the access (such as print jobs) from
computers by specifying an IP address or a range of IP addresses:

O Press [Off] = [OK].
U1 Proceed to step 8.

[Z] [F sddress Range Settings]

IP Address

E ‘Hegister é ’g ‘Eis'%#

:

P

m System Management Mode

Sy=tem Monitor

Press [Register].
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5 Specify the IP address (or the IP address range) to be permitted or
rejected.

@ If you want to permit or reject a single IPv4 address:

—_— U Press [Single Address] = enter the

[ #\[Resister] Use the numeric keys. desired IPv4 address using @ - @
' ' (numeric keys) — press [OK].

[ 1oz 1681 250 |
4 gm Backspace g
C
Z

m System Management Mode System Monitor

@ If you want to permit or reject a range of IPv4 addresses:

—_ O Press [Multiple Addresses] = press
5] &% [Redister] Use the numeric keys. [First Address] — enter the first IPv4
Single ddress | ({0 address in the range using © - ®
; (numeric keys) — press [Last Address]
— enter the last IPv4 address in the
range — press [OK].

[First dodress 1] 19z 168.1 . 128 |

|4 P ] [packspace I

[E——
————————J|

m System Management Mode System Monitor

(M wPoRTANT
e You can register up to 10 IPv4 addresses or IPv4 address ranges.
¢ An IPv4 address of <0.0.0.0> cannot be specified.
o The value of [First Address] for [Multiple Addresses] should be smaller than or equal to
that of [Last Address].
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2l [P Address Fange Settings]

[P Address
Fermit/ E Fiegister é‘Edit

121,260

e ject 192.
Reject 168,

>§ Erase g
Reject

System Monitor

m System Managemsnt Mode

IMPORTANT

Select the IP address or the

range of IP addresses that is to
be permitted or rejected — press
[Permit/Reject].
[Permit]: Allows the access to the machine

from the specified IPv4 addresses or IPv4
address ranges.

[Reject]: Rejects the access to the machine

from the specified IPv4 addresses or IPv4
address ranges.

If the usage of an application protocol is not permitted on your device, it cannot be
used even after its IPv4 address is permitted on the machine. On your device,
configure the settings to permit the protocol.

NOTE

o If you want to delete an IPv4 address or IPv4 address range, select the address or
address range on the IP Address Range Settings screen — press [Erase] — press

[Yes] to delete.

o If you want to edit an IPv4 address or IPv4 address range, select the address or
address range on the IP Address Range Settings screen — press [Edit] = edit the
address or address range in the same manner as to register them — press [OK].

Press [OK] — [OK].

Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

6-24

Restricting Access from Computers on the Network



Setting IPv6 Address Range

1 Press @ (Additional Functions) — [System Settings] — [Network

Settings].

For help, see step 1 in “Setting IPv4 Address Range,” on p. 6-21.

[TCRAIP Settings]

Mobanmel e Cobebivin ] Cffmmdbisin cofboe OO

IPvd Settings

-

Pvé Settings

|:m.j§

WINS Configuration

[

1/6

m System Management Mods

System Monitor

3 0=

R T e

) [Py Settings]

Use DHCPwa
w Off

PING Command

IF Address Range Settings
w OFf

m System Management Mode

System Monitor

Press [TCP/IP Settings] — [IPv6
Settings].

Press [¥] or [A] until [IP
Address Range Settings]
appears — press [IP Address
Range Settings].

Restricting Access from Computers on the Network

6-25

Protecting the Machine from Unauthorized Access E



Protecting the Machine from Unauthorized Access H

4 Select whether or not to restrict IP addresses.

@ If you want to restrict the access (such as print or fax jobs) from
computers by specifying an IP address or a range of IP addresses:

P bl e Db bicar ] Tffmmbivim mfbmne ORLAACT

[IF &ddress Range Settings]

=

«J

m System Management Mode

System Monitor

U Press [On] = [Settings].
U Proceed to step 5.

@ If you do not want to restrict the access (such as print jobs) from
computers by specifying an IP address or a range of IP addresses:

U Press [Off] = [OK].
U Proceed to step 9.

[IF &ddress Range Settings]

IP Address

‘—E‘Heg. »g

=

m System Management Mode

System Monitor

Press [Reg.].
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6 Specify the IP address, IP addr
permitted or rejected.

ess range, or prefix address to be

@ If you want to permit or reject a single IPv6 address:

2] [Fedister]

Multiple g Prefi g
Arddresses Aidress
e

| Address

Cancel

U Press [Single Address].

U Press [Address] = enter the desired
IPv6 address — press [OK].

4 Press [OK].

System Monitor

m System Management Mode

@ If you want to permit or reject a ra

nge of IPv6 addresses:

) Prefix
Address

Cancel

O Press [Multiple Addresses].
U Press [First Address] — enter the first

U Press [Last Address] — enter the last

U Press [OK].

m System Management Mode System Monitor

@ If you want to specify the prefix and prefix length for the IPv6 address:

(2] [Fegister]
Single
Address

IPvE Prefix

g Multiple [ o,
Addresses p

mPrefix Length
(0-1283

Cancel

U Press [Prefix Address].
U Press [IPv6 Prefix] = enter the prefix

U Enter the prefix length = press [OK].

m System Management Mods

System Monitor

IPv6 address in the range — press [OK].

IPv6 address in the range — press [OK].

value for the IPv6 address — press [OK].

Restricting Access from Computers on the Network
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@ wPORTANT

o A total of 10 IPv6 addresses, address ranges, or address prefixes can be set.

« You cannot specify a multicast address or an address composed entirely of zeros for
an IPv6 address.

o If you enter ‘0’ in [Prefix Length], no IPv6 addresses are permitted.

o If you enter ‘128’ in [Prefix Length], the IPv6 addresses of the machine are not
permitted.

o If you want to enter a range of addresses, make sure that the number entered in [First
Address] is less than the number entered in [Last Address].

= F ; Select the IP address or the

H ress Range Settings] .

[ Address (|| range of IP addresses that is to
J :;; be permitted or rejected — press

Feject 11223344 5566 abcd

| [Permit/Reject].

[Permit]: Allows the access to the machine
from the specified IPv4 addresses
or IPv4 address ranges.

L — [Reject]: Rejects the access to the

[iD] System Management Mode machine from the specified IPv4
addresses or IPv4 address
ranges.

permity 1) Feg. Edit Erase
Fe ject

System Monitor

@ wPORTANT
If the usage of an application protocol is not permitted on your device, it cannot be
used even if its IPv6 address is permitted on the machine. Configure the settings of
the device to permit the protocol.

> NOTE

o If you want to delete an IPv6 address or IPv6 address range, select the address or
address range on the IP Address Range Settings screen — press [Erase] — press
[Yes] to delete.

o If you want to edit an IPv6 address or IPv6 address range, select the address or
address range on the IP Address Range Settings screen — press [Edit] — edit the
address or address range in the same manner as to register them — press [OK].

8 Press [0K] - [OKI.

9 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Setting the MAC Address Filter

If the machine is connected to an IPv4 network, you can use the MAC Address
Filter function to protect the machine from unauthorized access.

(M MPORTANT

A total of 10 MAC addresses can be set for this function.

1 Press @ (Additional Functions) — [System Settings] — [Network

Settings].

For help, see step 1 in “Setting IPv4 Address Range,” on p. 6-21.

PRl Network Settings] Effective after OMSOFF

TCR/IP Settings

SME Settings

SHMP Settings

Enable Dedicated Port
= On

1/2

m System Management Mode

[&] [TCPAIP Settings]

Mobanmel e Cobebivin ] Cffmmdbisin cofboe OO

Port Mumber Settings

[

Receiving MAC Address Settings

(-

Prosy Settings

[

5/6 (|~ ))

Done uJ

m System Management Mode

System Monitor

Press [TCP/IP Settings].

Press [¥] or [ A ] until [Receiving
MAC Address Settings] appears
— press [Receiving MAC
Address Settings].
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4 Select whether or not to use the MAC address filter.

@ If you want to enable a MAC address filter:

U Press [On] for <Apply Settings>.
U Press [Register].

minnly Settings
[ Mac address

O Proceed to step 5.

‘Hegister é

m System Management Mode

System Monitor

@ wPORTANT
If you select [On] for <Apply Settings>, the machine can be accessed only from MAC
addresses specified later in step 5. Be sure to have the correct MAC addresses with
you before specifying them on the machine. If an incorrect MAC address is entered,
you will be unable to access the machine via the network.

@ If you want to disable the MAC address filter:
U Press [Off] for <Apply Settings>.
U1 Proceed to step 6.

Press [C] — specify the MAC
addresses to allow access to —
press [OK].

1]
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minnly Settings

7] [Feceiving MAC Address Settings]

Press [OK].

MAC Address

112233445566

‘Hegister j ‘

j ‘szs-;‘.\;\,;.

Cancel

m System Management Mods

System Monitor

&> NOTE

o If you want to delete a MAC address, select the MAC address on the Receiving MAC
Address Settings screen — press [Erase] — press [Yes] to delete.

o If you want to edit a MAC address, select the MAC address on the Receiving MAC
Address Settings screen — press [Edit] — edit the address in the same manner as to
register them — press [OK].

7 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Authenticating Users Before Sending Documents
(Authorized Send)

If your network uses directory services such as Active Directory, we recommend
that you use also Authorized Send. Authorized Send is an authentication feature
that enables you to prevent unauthorized users from sending documents from the
machine. With this feature activated, any user who wants to send documents needs
to enter a valid user name and password.

B Flow of Sending Documents with Authorized Send

Authentication Server
ED

Q%
4

3
—

N
)
V)

0
[

I
4

<)
-4'

&) [

User Name: XXX
Password: YYY

Machine \ )
Destinations

1. A user who attempts to send documents is prompted to enter a valid user name
and password.

2. Entered information is checked in the authentication server against the directory
database to authenticate the user.

3. The machine receives the authentication results from the authentication server.

4. Once authenticated, the authorized user can send documents to the specified
destination.
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B What you can do with Authorized Send

In addition to authenticating users, Authorized Send enables you to do the

following:

¢ Carry over the login information (both user name and password, or user name only) from
Authorized Send to other authentication systems such as SMTP authentication

e Restrict the destinations of sending documents to the e-mail address and folder of a
logged on user

« Enable/disable sending functionalities

To use Authorized Send, specify authentication server settings and other settings in
the machine beforehand. (See Chapter 4, “Customizing Settings,” in the Remote Ul
Guide.)

&> NOTE

* The following server software can be used as an authentication server:
- Windows 2003 Server with Active Directory
- Windows 2008 Server with Active Directory
- Lotus Domino 5 or later
- Novell eDirectory 8.8 or later
- OpenLDAP 2.4.17 (Windows)
o Supported LDAP version is 3.
¢ |Pv6 is not supported.
o For instructions on how to use Authorized Send, see Chapter 2, “Sending Documents,”
in the Sending and Facsimile Guide.
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Reslrcting the Use of Remote Ul

You can set whether to enable the Remote Ul to operate the machine and change
settings. If you want to access the machine more securely from a web browser,
enable SSL (Secure Sockets Layer) for encrypted communications.

(M MPORTANT
Changes made to Remote Ul On/Off become effective when the machine is restarted.
To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start
Using the Machine,” in the User’s Guide.

&> NOTE

¢ For more information on the Remote Ul, see the Remote Ul Guide.

« To use the Remote Ul, it is necessary to set up the communication environment. For
help, see “Communication Environment Settings,” on p. 2-5.

¢ The default settings are as follows:
- Remote Ul On/Off: On
- Use SSL: Off

Press @ (Additional Functions)

[zl Select an Additional Functions feature.

‘Common Settings >§ ‘Cupy Settings »g d [System SettlngS].
Timer Settings Cammunications

Settings
ad justment Printer Settings
Cleaning
Report Settings Address Book

Settings
System Settings

Dione uJ

System Monitor
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Press [V ] or [ A ] until [Remote
Ul On/Off] appears — press
[Remote Ul On/Off].

[5] Select the System Setting features.

StoredPrint When ’g Remote Ul
Forwarding OnfOff

Restrict the ’g huto Onlines
Send Function 01Tline

Register LDOP ’E ‘Job Log Display j

Server

Memory Media License
Send Log Registration

System Monitor

m System Management Mods

3 Select whether or not to enable the Remote Ul and SSL
communication.

@ If you want to enable the Remote Ul and access the machine using SSL:
4 Press [On].

B rrlmmd dlom Ciimcbmm ok fomm e nme

& (Renate UI On/0f7] U Press [On] for <Use SSL>.
Changes effective after the main power switch
is turned NFF & Nh. 4 Press [OK]

(M MPORTANT

ALie 55 . To enable SSL communication for the
: Remote Ul, an SSL key pair must be
generated and set as the default key.
(See “Generating a Key Pair for SSL
Communications,” on p. 3-21, and
“Setting the Default Key for SSL
Communications,” on p. 3-35.)

Cancel

m System Management Mode

System Monitor

@ If you want to enable the Remote Ul and access the machine without
using SSL:
O Press [On].
U Press [Off] for <Use SSL>.
Q Press [OK].

@ If you want to disable the Remote Ul:
O Press [Off] = [OK].
(M wPoRTANT
Enabling the Remote Ul opens the machine’s http/https port. If the port is left open, an

unauthorized user may try to access the machine from the open port. Disabling the
Remote Ul is recommended if you do not plan to use it.

4 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Reslrcting the Display of Job Log

You can specify whether or not to display the job log on the touch panel display.
When you set [Job Log Display] to ‘On’, you can check the job log using the System
Monitor screen. When you set [Job Log Display] to ‘Off’, the job log does not
appear on the System Monitor screen.

&> NOTE

¢ For more information on the System Monitor screen, see Chapter 2, “Basic
Operations,” in the Reference Guide, and Chapter 6, “Checking/Changing the Status
of Documents in Memory,” in the Sending and Facsimile Guide.

¢ When you set [Job Log Display] to ‘Off’, [Activity Reports] and [Fax Activity Reports] in
Settings in Report Settings (from the Additional Functions screen) are not displayed.

¢ When you set [Job Log Display] to ‘Off’, Activity Reports and Fax Activity Reports will

not be printed automatically.
¢ The default setting is ‘On’.

[zl Select an Additional Functions feature.

‘Common Settings >§ ‘Cupy Settings

J

‘ Timer Settings ’E Communications

J

Settings
ad justment Printer Settings
Cleaning
Report Settings Address Book
Settings
System Settings
Dione uJ

System Monitor

23] Select the System Setting features.

Store/Print When ’E Femote Ul

J

Forwarding on/Off

Restrict the ’g uto nline/ >§
Send Function Offline

Register LDAP >§ ‘Job Log Display >§
Server

Memary Media ’g License ’g
Send Log Registration

25w i - [ vore

m System Management Mode

System Monitor

Press @ (Additional Functions)
— [System Settings].

Press [¥] or [A] until [Job Log
Display] appears — press [Job
Log Display].
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3 e e e Press [On] or [Off] — press [OK].

[&] [Job Loy Display]

[On]: The job log is displayed on the
System Monitor screen.

[Off]: The job log is not displayed on the
System Monitor screen.

Cancel

m System Management Mods

System Monitor

4 Ppress (Reset) to return to the top screen.
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Di;pl_ﬁying the Current Department ID/User Name

You can set whether or not to display the Department ID or the user name at the
lower left corner of the touch panel display.

&> NOTE

¢ For more information on the Department ID Management, see “Setting Department ID
Management,” on p. 6-2.
¢ The default setting is ‘On’.

Press @ (Additional Functions)

(] Select an Additional Functions Teature.

‘Common Settings é ‘Copy Settings ’g s [System SettlngS].
Timer Settings Cammunications

Settings
b justment, Printer Settings
Cleaning
Feport Settings Address Book

Settings
System Settings

[ pore

Sy=tem Monitor

Press [V ] or [ A] until [Display
Dept. ID/User Name] appears —

(5] Select the System Setting features.

‘Use II5E Device é ‘Display Dept. IDJf

o b press [Display Dept. ID/User
PDL Selection Use Inner Zway 3
FlurPlay) v |Tra Name].
‘Update Firmware >§ Memory Media »g
Settings
Secure Print é Hem. Used When g
Settings Warning Displayed
3/3( w1 - [ pare 4

System Monitor

m System Management Mode
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3 T — Select [On] or [Off] — press [OK].

[ [Display Dept. ID/User Mame]

[On]: The Department ID or the user name
is displayed at the lower left corner of
the touch panel display.

[Off]: The Department ID or the user name
is not displayed at the lower left
corner of the touch panel display.

Cancel

m System Management Mods

System Monitor

4 Ppress (Reset) to return to the top screen.
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CHAPTER

This chapter describes how to specify device information, startup time, and automatic online/
offline, as well as how to set to store the log of send jobs to memory media, how to turn on/off
use of the USB interface port and optional Inner 2 Way Tray-G1, how to restrict printing images
from a USB memory media device, and how to detect and install necessary drivers using Plug
and Play.

@ MPORTANT
To make changes to the System Settings, enter the System Management mode. For
details, see “Operating the Machine in System Management Mode,” on p. 1-7.

Specifying Device Information .. .......... .. . 7-2
Setting Startup Time. . . ... .o e 7-3
Setting Auto Online/Offline . . . ... ... 7-5

AUtO ONlINE. . oo 7-5

AUto OffliNe. . oo 7-6
Retaining Send Logto Memory Media. . .. ... 7-8
Restricting the USB Interface Port .. ... ... . 7-10
Installing Drivers with Plugand Play. ... ... ... .. . . i 7-12
Using the Inner2 Way Tray-G1. . .. ...t e 7-14
Restricting Printing Images from a USB Memory Media Device .................. 7-16
Setting the Secure Printing Function . .......... ... .. . i 7-18
Displaying an Alert Message When the Available Memory GetsLow .............. 7-21
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Sp

ing Device Information

Device Information Settings enables you to set a name for the machine, and enter

information regarding its location.

[zl Select the System Setting features.

Device Info >§
Settings

System Manager ’g
Settings

Department

ID Manacement

Farwarding

Communications
Settings

Settings

v (W L] [

m System Managemsnt Mode

System Monitor

2 [P et i covcbcon Coddive frcdiwenn

(3] [Device Information Settings]

|Dev ice Name E I
Location E I

——

m System Management Mode

System Monitor

(M MPORTANT

Press @ (Additional Functions)
— [System Settings] — [Device
Info Settings].

Enter the name and location of

the machine.

U Press [Device Name] — enter the name
of the machine — press [OK].

U Press [Location] = enter the place
where the machine is located — press
[OKI.

U Press [OK].

You can enter up to 32 characters for
both [Device Name] and [Location].

If the Language Switch setting is set to ‘On’, some characters are restricted and
cannot be entered. To enter all characters, set the Language Switch setting to ‘Off’.
(See Chapter 3, “Configuring the Machine’s Basic Settings,” in the Reference Guide.)

&> NOTE

For instructions on how to enter characters using the on-screen keyboard, see
Chapter 2, “Basic Operations,” in the Reference Guide.

3 Press (Reset) to return to the top screen.
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Se@ Startup Time

If you connect the machine to a switching hub, it may not be able to connect to a
network even though your network settings are set correctly.

This occurs because the spanning tree process performed between switching hubs
prevents them from communicating with each other immediately after the machine
connects to a switching hub.

In this case, use the procedure below to delay the start of communication.

(M wPORTANT
Changes made to Startup Time Settings become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘0 sec(s)’.

Press @ (Additional Functions)
— [System Settings] — [Network

[ Select the System Setting features.

System Manager Device Info

settings SIS ; Sett in g s]
Department 4 User D
I Management Management

Network

Settings

Communications Forwarding E
Settings Settings
1/3 ~ g il g Daone Jl

m System Management Mode

System Monitor
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[ (Network Settings] Effective after ON/OFF

Ethernet Driver Settings m
E-mailf I-Fax m
Startup Time Settings

»  Osecis) |Ww§
[EEES0Z.1% Settings m
22 (= ][~ ]

System Monitor

m Systen Management Mode

| T T e e

& &5 [Startup Time Settings]

Sec

(0-300}

=]

——

m System Management Mode System Manitor

4 Restart the machine.

Press [V ] or [ A ] until [Startup
Time Settings] appears — press
[Startup Time Settings].

Set the time period required to
delay the startup of network
communications for the machine
— press [OK].

Use [-] or [+] to set the time period.

&> NOTE

You can also enter values using (0) -
(® (numeric keys).

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.
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Se@' Auto Online/Offline

To use the Network Scan function, the machine must be connected to a network
and separately switched online to the network. This section explains how to switch
the machine online and offline to use the Network Scan function.

&> NOTE

Color Network ScanGear, the application software for remote scanning, is compatible
with the Windows operating systems only. For more information, see the Network
ScanGear Guide.

Auto Online

If Auto Online is set to ‘On’, the machine automatically goes online when you press
(SCAN/OPTIONS) — [Remote Scan] on the machine’s control panel.

&> NOTE

The default setting is ‘Off’.

Press @ (Additional Functions)

(& Select an Additional Functions feature.

Common Settings ’g ‘Copy Settings >§ - [System SettlngS].
Timer Settings Communications
Settings
b justment/ Printer Settings
Cleaning
Report Settings Address Book
[ Settings

System Monitor
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[zl Select the System Setting features.

Stare/Print When é
Foryarding

Femate U ’g
On/0Ff

Restrict the
Send Function

’g ﬁg#ﬂngnlineaIf 3

Register LDAP
Server

’E ‘Job Log Display ’g

Memory Media
Send Log

License
Registration

3w ] [Coe_J)

m System Managemsnt Mode

System Monitor

E(Auto Online/0ffline]

Auto Online
» OFF

)

Auta Offline
» OFf

[

m System Management Mode

System Monitor

1 | T TR T

[ [iuto Onlinel

Cancel

m System Management Mode

> J
Zl

System Monitor

Press [V ] or [A] until [Auto
Online/Offline] appears — press
[Auto Online/Offline].

Press [Auto Online].

Press [On] or [Off] — [OK].

5 Press (Reset) to return to the top screen.

Auto Offline

If the machine is connected to a network that is online, scanning may not be
possible. By setting Auto Offline to ‘On’, the machine automatically goes offline
when the Auto Clear mode initiates, or when two minutes have passed if the Auto

Clear time is not set.
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&> NOTE

The default setting is ‘Off’.

1 Press @ (Additional Functions) — [System Settings].

For help, see step 1 in “Auto Online,” on p. 7-5.

2 Press [V ] or [ A ] until [Auto Online/Offline] appears — press [Auto

Online/Offline].

For help, see step 2 in “Auto Online,” on p. 7-5.

P it Online /0 fline]

Auto Online

Auto Offline
w0 | b
Done uJ

m System Management Mode

System Monitor

1 | - [P O P TS P Ty |

@3l [auto OFfline]

Cancel

m System Management Mods

System Monitor

Press [Auto Offline].

Select [On] or [Off] — press [OK].
&> NOTE

If Auto Offline is set to ‘On’, the
machine automatically goes offline
once the Auto Clear mode initiates. If
the Auto Clear mode is not set (the
Auto Clear Time is set to ‘0’), the
machine automatically goes offline
after approximately two minutes. (See
Chapter 3, “Configuring the Machine’s
Basic Settings,” in the Reference
Guide.)

5 Press (Reset) to return to the top screen.
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Rela;m |:ng Send Log to Memory Media

You can set whether to record the job log when storing scanned documents in USB
memory media.

(M MPORTANT
This setting is available only when the Send function (optional for the imageRUNNER
2545/2535/2530/2525/2520) is activated.

&> NOTE

¢ The default setting is ‘Do Not Retain’.

¢ When [Memory Media Send Log] is set to [Do Not Retain], the TX Report or Error TX
Report for send jobs to USB memory media is not printed, and such jobs are not
recorded on the Activity Report.

Press @ (Additional Functions)

[&2] Select an Additional Functions Teature.

‘Common Settings ’E ‘Cupy Settings ’E d [System Settlngs].
Timer Settings Cammunications
Settings
ad justments Printer Settings
Cleaning

Repart Settings Address Book
Settings

Dione uJ

System Monitor

‘ System Settings >§

Press [V ] or [ A ] until [Memory
Media Send Log] appears —

23] Select the System Setting features.

Store/Print $hen ’E Remote Ul j

ouuarng /a1t press [Memory Media Send Log].
Restrict the ’g duto Online/ >§

Send Function Offline

Fegister LDAP é ‘Job Log Display >§

Server
Memary Media >§ License ’g
Send Log Registration

sl v J ) o )

System Monitor

m System Management Mode
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[E] [Memory Media Send Log]

‘ Retain

Cancel

m System Management Mods

System Monitor

Press [Retain] or [Do Not Retain]
— [OK].

[Retain]: Records the log of send jobs to
USB memory media.

[Do Not Retain]: Does not record the log of
send jobs to USB memory
media.

4 Ppress (Reset) to return to the top screen.

Retaining Send Log to Memory Media 7-9
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Re;lrcting the USB Interface Port

You can specify whether to restrict jobs through the USB port.

(M MPORTANT

¢ The Use USB Device setting restricts the jobs from the devices (such as computers)
connected to the USB port of the machine, but does not affect the use of the USB
memory media.

¢ Changes made to Use USB Device become effective when the machine is restarted.
To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it ON. For
instructions on how to turn the machine ON and OFF, see Chapter 2, “Before You Start
Using the Machine,” in the User’s Guide.

&> NOTE

The default setting is ‘On’.

Press @ (Additional Functions)

[5] Select an Additional Functions feature.

‘Common settings ’E ‘Cupy settings ’g - [System SettlngS].
Timer Settings Communications

Settings
b justment, Printer Settings
Cleaning
Report Settings Address Book

Settings
System Settings

[ Done

System Monitor

Press [¥] or [A] until [Use USB

‘Use USE Device >§ ‘Display Dept. IS DeVice] appears - press [Use
act tane USB Device].

[PDL Selection E Use Inner 2way

(Plug-n—F lay ) Tray 3

Update Firmware >§ Memory Media »g
Settings

Secure Print >§ Hem. Used When
Settings Warning Displayed

[zl Select the System Setting features.

m System Management Mode System Manitor
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3 Press [On] or [Off] — [OK].

[Z] [Uze USE Devical

[On]: The machine accepts jobs through
the USB port.

[Off]: The machine does not accept jobs
through the USB port.

Changes effective after the main power switch
i turned OFF & ON.

(——
Zl
m System Management Mode System Monitor

4 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Restricting the USB Interface Port 7-11
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Insﬂmg Drivers with Plug and Play

You can specify functions suitable for the print and fax options installed in the
machine, so your computer detects and installs drivers that are compatible with the
specified functions.

(M MPORTANT
Changes made to PDL Selection (Plug-n-Play) become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

&> NOTE

If the desired driver does not exist in your computer, it cannot be detected or installed.

Press @ (Additional Functions)

[&2] Select an Additional Functions Teature.

‘Common Settings ’E ‘Cupy Settings ’E d [System Settlngs].
Timer Settings Cammunications
Settings
ad justments Printer Settings
Cleaning

Repart Settings Address Book
Settings

Dione uJ

System Monitor

‘ System Settings >§

Press [¥] or [A] until [PDL

‘USB USE Device ’E ‘Display Dept. D/ Selection (Plug-n-Play)] appears
— — press [PDL Selection

PDL Selection >§ Uze Inner Zway ’g

(Plug-n—Flay) Tra (PIug-n-PIay)].

[Update Firmware E ggﬁirggsrdedia E

Secure Print ’g Mem. Used When
Settings Warning Displayed

23] Select the System Setting features.

System Monitor

m System Management Mode
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[&] [FOL Selection (PrP)]

‘PCLSE

§

‘PCLE

‘ Fi g ‘ P53

E

Cancel

K

m System Management Mods

System Monitor

4 Restart the machine.

Select [UFRII LT], [PCL5¢],
[PCL6], [FAX] or [PS3] — press
[OK].

The screen shot on the left may differ from

the actual display depending on the
machine configurations.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Installing Drivers with Plug and Play 7-13
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Us'ﬂhe Inner 2 Way Tray-G1

You can specify whether or not to use the Inner 2 Way Tray-G1.

(M MPORTANT

e This setting is available only when the optional Inner 2 Way Tray-G1 is attached.

¢ Changes made to Use Inner 2way Tray become effective when the machine is
restarted. To restart the machine, turn it OFF, wait at least 10 seconds, and then turn it
ON. For instructions on how to turn the machine ON and OFF, see Chapter 2, “Before
You Start Using the Machine,” in the User’s Guide.

¢ Be sure to designate the output trays to be used for specific job types. For help, see
Chapter 3, “Configuring the Machine’s Basic Settings,” in the Reference Guide.

&> NOTE

The default setting is ‘Off’.

[zl Select an Additional Functions feature.

‘Common Settings >§ ‘Cupy Settings

J

Timer Settings Cammunications
Settings

J

ad justment Printer Settings
Cleaning
Report Settings Address Book
Settings
System Settings
Dione uJ

System Monitor

[zl Select the System Setting features.

lUse USE Device ’g Display Dept. D/
User MName

POL Selection ’g Use Inner Zway
(Plug-n-Flay Tray

J

Update Firmware Memaory Media
Settings

J

Secure Print é Mem. Used When
Settings Warning Displayed

m System Managemsnt Mode

System Monitor

Press @ (Additional Functions)
— [System Settings].

Press [V ] or [A ] until [Use Inner
2way Tray] appears — press [Use
Inner 2way Tray].

7-14
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(&1 [Use nner 2way Tray]

Changes effective after the main power switch
is turned OFF & OMW.

Cancel

m System Management Mods

M Check that the inner Zway tray is
attached correctly.
Changes effective after the main
power switch is turned OFF & ON.

0K J

m System Management Mode System Monitor

Restart the machine.

Press [On] or [Off] — [OK].
[On]: Uses the Inner 2 Way Tray-G1.

[Off]: Does not use the Inner 2 Way
Tray-G1.

If you have pressed [On] on step
3, read the confirmation message

— press [OK].

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Using the Inner 2 Way Tray-G1
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Restricting Printing Images from a USB Memory Media

DeE

This mode enables you to restrict printing images from a USB memory media
device.

&> NOTE

The default setting is ‘On’.

Press @ (Additional Functions)

Select an Additional Functions feature.

‘Common settings é ‘Copy settings ’g b [System Settlngs].
Timer Settings Communications

Settings
& justment,/ Printer Settings
Cleaning
Report Settings Address Book

Settings
System Settings

Done )

System Monitor

Press [V ] or [ A ] until [Memory
‘USE USE Device é ‘Display Dept. If Media Settings] appears — press
oL e [Memory Media Settings].
'EI[J)IL Selection ’g LLljzlnner way ’g
ug-n-Play | Tra

‘Update Firmware ’E Memary Media ’g

23 Select the System Setting features.

Settings
Secure Print E [Mem. Used then g
Settings Warning Displayed
3/3 [ o ]| ] [ oore 4

m System Management Mode System Monitor
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[ Hemory Media Settings] Press [Use MEdla Prlnt]'

Use Scan to Memory Media

o L
lUse Media Print

o .

System Monitor

m System Management Mods

4 [ e— Press [On] or [Off] — [OK].

& [Use Media Print]

[On]: You can print images from a USB
memory media device.

[Off]: You cannot print images from a USB
memory media device.

Changes effective after the main power switch
is turned OFF & OM.

m System Management Mods

5 Restart the machine.

Turn OFF the machine, wait at least 10 seconds, and then turn it ON.

Restricting Printing Images from a USB Memory Media Device 7-17
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Se@ the Secure Printing Function

Secure Printing enables you to hold your print jobs until the appropriate password is
entered at the machine. This way, confidential documents are not left lying on the
machine’s output tray.

Set the timeout period (or hold time) for the secure print jobs so that they can be
automatically discarded from the machine’s memory after the timeout period
elapses. You can also set the machine to accept only the secure print jobs when
documents are printed from a computer.

@ MPORTANT
To make changes to the System Settings, enter the System Management mode. For
details, see “Operating the Machine in System Management Mode,” on p. 1-7.

&> NOTE

The default settings are as follows:
- Delete Timeout: 60 minutes
- Only allow secure print jobs: Off

1 Press @ (Additional Functions) — [System Settings].

2

Press [¥] or [A] until [Secure
Print Settings] appears — press
[Secure Print Settings].

[5] Select the System Setting features.

lUse USE Device ’g Display Dept. 1D/ ’g
User Mame

FOL Selection >§ lza Inrer 2way >§
(Plug-n-Play ) Tray

Update Firmware é Wemory Media >§
Settings

Secure Print

Hem. Used Yhen
Settings i

m System Management Mode System Monitor
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3 Select the function.

® To change the timeout setting:

o U Press [Delete Timeout].

Delete Timeout
» Bomin(s) |mm,§
Only allow secure print jobs

System Monitor

m System Management Mode

—_— U Press [-] or [+] to enter the desired
B4 [Delete Timeout] timeout period — press [OK].

(10-240 mins)

=1 +]

m System Management Mode System Monitor

You can also enter values using (© - (® (numeric keys).
The timeout period can be set from 10 to 240 minutes in one minute increments.

The selected mode is set.

Setting the Secure Printing Function 7-19
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® To set the machine to accept only the secure print jobs when documents
are printed from a computer:

U Press [Only allow secure print jobs].

Pl Secure Print Settings]
Delete Timeout

s T
Only allow secure print jobs

» Off |wm§§

m System Management Mode System Manitor

U Press [On] = [OK]

| T |

(2] [Only allow secure print jobs]

Cancel

m System Management Mode System Manitor

&> NOTE

To disable the setting, press [Off] = [OK].

4 press (Reset) to return to the top screen.

&> NOTE

For instructions on how to perform Secure Printing see “Printing from a Computer,” in
Chapter 1 of the Printer Guide.
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Displaying an Alert Message When the Available

Mglﬂ’ry Gets Low

This mode shows you an alert message on the touch panel display when the
memory consumption of all jobs such as printing, copying, and sending reaches a
certain level. The memory consumption level that triggers an alert message can be
specified to your preference, in units of percentage. This helps you confirm the
amount of memory consumed when the message appears and avoid using up
memory unnecessarily.

(M MPORTANT

This setting is available only when <Only allow secure print jobs> in <Secure Print
Settings> is set to ‘On’. (See “Setting the Secure Printing Function,” on p. 7-18.)

> NOTE

The default setting is ‘80%’.

1 Press @ (Additional Functions) — [System Settings].

2

Press [V ] or [A ] until [Mem.
.§ Used When Warning Displayed]
appears — press [Mem. Used
oL seeeton ] fhee e by When Warning Displayed].
)

‘Update Firmware ’g lh'lemory Media

[ Select the System Setting features.

lse USE Device >§ Display Dept. 1D/
Uzer Mame

Settings

Secure Print ’E Hem. Used Yhen
Settings Warning Displayed
373 A g . g Daone J

m System Management Mode

System Monitor

Displaying an Alert Message When the Available Memory Gets Low 7-21
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3 Press [On] or [Off].

[ [Mem. Used Yhen Warning]

[On]: Displays an alert message when
the memory consumption reaches the
level to be specified in the next step.

mDizplay Warning Message

(§) Press [OK] = go to the next step.
BE [Off ]: Does not display an alert
message even if the available memory

gets low. Press [OK] to complete the

procedure.

m System Managemsnt Mode

System Monitor

4 ST T Press [¥] or [A]to decide the
| Men. Used Hhen Harning] memory consumption level for
an alert message — press [OK].

mDisplay Yarning Message

Press [ ¥ ] to decrease the memory

fE_AF_ consumption level (minimum: 60%) or
- gm press [a]to increase it (maximum:
95%). Each press of [w] or [a]
o S decreasgs or increases the level in five
4 percent increments.
m System Management Mode System Monitor 3

(M MPORTANT
The setting values (60 to 95%) are a rough indication and do not always correspond to
the actual memory consumption; even if an alert message appears, there may be
enough memory left to be used.
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CHAPTER

This chapter describes how to resolve problems related to network settings.
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E Troubleshooting

Id

ying and Isolating Problems

You may experience problems while operating the machine. Take a minute to see if
you have a simple solution to your problem before contacting your local authorized
Canon dealer.

Network Connection Problems

<Check the network connection.> is displayed on the touch panel
display.

Cause The machine and cable are not properly connected.

Remedy  Turn OFF the machine’s power switches, check that the machine is connected
to the network using the proper cable, and then turn the power switches back
ON. (See Chapter 2, “Before You Start Using the Machine,” in the User’s Guide.)

The machine automatically connects to a destination other than the
intended destination via its dial-up access (when a dial-up router is
connected to your network).

Cause The machine periodically or temporarily communicates with devices on your
network. If a dial-up router is on the same network as the machine, the machine
may connect to a destination other than the intended destination, depending on
the settings of the machine or dial-up router. This may result in subscriber line
charges and call charges.

Examples:

e The file or mail server’s host name or IP address set on the machine does not
exist on the network.

e The DNS server exists on an external network.

¢ You attempt to access a device connected to an external network, if the
device’s information is set on the DNS server on the network to which the
machine is connected.

8-2
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Remedy

Check the following:

o If the dial-up router does not have to send packets via broadcast, change the
router settings to ensure that it sends packets via a method other than
broadcast. If dial-up router has to send packets via broadcast, check that the
settings are correct.

o Check that the file or mail server’s host name or IP address set on the
machine is correct.

o |f you attempt to use a DNS server on an external network to access a device
on the network to which the machine is connected, set the destination using
an |IP address, not a host name.

o |f information about a device on an external network is set on the DNS server
on the network to which the machine is connected, check the settings.

Detailed information concerning the machine cannot be set or
browsed using the Remote Ul or utility.

Cause 1

Remedy

Cause 2

Remedy

Cause 3

Remedy

Cause 4
Remedy
Cause 5

Remedy

The IP addresses of computers on which the Remote Ul or utility is used are not
allowed by the machine.

Check the settings for <IP Address Range>. If the machine is set to restrict
access from the IP address of a computer, you cannot browse the machine’s
information from the computer using the Remote Ul. (See “Setting the IP
Address Range,” on p. 6-21.)

HTTP is disabled.

Set Use HTTP to ‘On’, and make sure that the same port number set in the
machine is used on the browser. (See “Setting the Use of HTTP on p. 3-33.)

The Remote Ul is disabled.

Set Remote Ul On/Off to ‘On’. (See “Restricting the Use of Remote Ul,” on
p. 6-34.)

SNMP is disabled.
Enable SNMP. (See “Communication Environment Settings,” on p. 2-5.)
The SNMP community name does not match.

Check that the correct SNMP community name is used. If the SNMP community
name set for your utility is different from the one set for the machine, the utility
will not detect the machine. (See “Communication Environment Settings,” on

p. 2-5.)

Identifying and Isolating Problems 8-3
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<IEEE802.1X Error Set the correct certificate information.> or
<IEEE802.1X error. Set the correct Cert. info.> is displayed.

Cause The correct client authentication information (the key pair and certificate, user
name and password, and the CA certificate) is not set.

Remedy  Check for incorrect settings in the authentication method and authentication
information (the key pair and certificate, user name and password, and the CA
certificate). (See “IEEE802.1X Authentication Settings,” on p. 2-9.)

<IEEE802.1X Error Change the password.> or <IEEE802.1X error.
Change the password.> is displayed.

Cause The password has expired.

Remedy  Set a new password. (See “Selecting the IEEE802.1X Authentication Method,”
on p. 2-10.)

<IEEE802.1X Error Check authentication settings.> or <IEEE802.1X
error. Check authentication settings.> is displayed.

Cause The specified authentication method of the machine does not match the
authentication method of the RADIUS server.

Remedy  Make sure that the correct authentication method is specified on the machine. If
the information set on the machine is inconsistent with that of the RADIUS
server, specify the correct authentication method. (See “Selecting the
IEEE802.1X Authentication Method,” on p. 2-10.)

<IEEE802.1X Error The Certificate has expired.> or <IEEE802.1X error.
The Certificate has expired.> is displayed.

Cause The server certificate sent from the RADIUS server has expired.

Remedy  Check the expiration date of the server certificate on the RADIUS server.

<IEEE802.1X Error The Certificate is incorrect.> or <IEEE802.1X error.
The Cert. is incorrect.> is displayed.

Cause An error occurred when verifying the server certificate sent from the RADIUS
server using the CA certificate.

Remedy  Check for any errors in the server certificate on the RADIUS server, as well as
the CA certificate registered on the machine. (See “Checking/Deleting a CA
Certificate,” on p. 3-31.)

Identifying and Isolating Problems



<IEEE802.1X Error Cannot analyze the Certificate.> or <IEEE802.1X
error. Cannot analyze the Certificate.> is displayed.

Cause The machine failed to analyze the server certificate sent from the RADIUS
server.

Remedy  Check for any errors in the server certificate on the RADIUS server.

<IEEE802.1X Error No reply from the destination.> or <IEEE802.1X
error. No reply from the dest.> is displayed.

Cause An error occurred when communicating with the authenticator.

Remedy Check for any errors in the authenticator (LAN switch) settings, as well as the
RADIUS server settings.

<IEEE802.1X Error Unknown error has occurred.> or <IEEE802.1X err.
Unknown err. has occurred.> is displayed.

Cause An unknown error occurred.

Remedy  Check for any errors in the settings of the supplicant machine, authenticator
(LAN switch), as well as the RADIUS server.

Printing Problems

You cannot install drivers.

Cause The IP address of the computer in which a driver is to be installed is not
permitted by the settings for [IP Address Range Settings] on the IPv4 or IPv6
Settings screen.

Remedy If the IP address of the computer in which a driver is to be installed is not
permitted by the settings for [IP Address Range Settings] on the IPv4 or IPv6
Settings screen, the driver cannot be installed successfully. Check the settings
for [IP Address Range Settings] on the IPv4 or IPv6 Settings screen. (See
“Setting the IP Address Range,” on p. 6-21.)

You cannot print from a computer on the network.

Cause 1  The machine and cable are not properly connected.

Remedy  Turn OFF the machine’s power switches, check that the machine is connected
to the network using the proper cable, and then turn the power switches back
ON. (See Chapter 2, “Before You Start Using the Machine,” in the User’s Guide.)

Identifying and Isolating Problems 8-5
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Cause 2

Remedy

&> NOTE

TCP/IP network is not properly set up.

Check the following:

¢ Confirm that the IPv4 addresses are properly set up. If the IPv4 addresses
were set using DHCP, BOOTP, or RARP, confirm that they are operating.

¢ Confirm that the IPv6 addresses are properly set up. After checking the
settings of the router, set <Use Stateless Address> to ‘On’ to confirm whether
you can obtain an address. If the IPv6 addresses were set using DHCPV®,
confirm that DHCPV® is operating.

Your computer may not be able to recognize the machine even though the IP address
settings are appropriate. This problem may be resolved by delaying the startup of
network communications for the machine. (See “Setting Startup Time,” on p. 7-3.)

Cause 3

Remedy

Cause 4

Remedy

Cause 5

Remedy

Cause 6

Remedy

The computer that is printing is not properly set up.

Check the following:

» Confirm that the proper printer driver is installed. If you are printing from
Windows, each computer must have a printer driver installed. For instructions
on how to install printer drivers, see the Printer Driver Installation Guide or
Mac Printer Driver Installation Guide. (See Chapter 3, “Accompanying
CD-ROMSs,” in the User’s Guide.)

¢ Confirm that the correct printer is set as the output destination for the
computer that is printing. Check the output destination in [Control Panel]
(Windows) or [System Preferences] (Macintosh). For more information, see
the Windows Printer Driver Guide or the Mac Printer Driver Guide.

The name of the file being printed is too long.

Normally LPR (or the Microsoft TCP/IP Printer, if you are using Windows 2000/
XP/Vista/7/Server 2003/Server 2008) sends jobs either under the name of the
application software used for printing or under the file name. However, a job
name longer than 255 characters cannot be sent to the machine. To correct this
problem, rename the file with a shorter name.

The IP address of the computer sending data (print or fax jobs) to the machine
is not permitted by the settings for [IP Address Range Settings] on the IPv4 or
IPv6 Settings screen.

Check the settings for [IP Address Range Settings] on the IPv4 or IPv6 Settings
screen. (See “Setting the IP Address Range,” on p. 6-21.)

An error message is displayed on the touch panel display of the machine.

After confirming the error message, see Chapter 6, “Troubleshooting,” in the
Reference Guide and perform the necessary operations according to the error
message displayed.

8-6
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The Printer Port Name is not displayed in [Print to the following port].

Cause 1  The machine and the cable are not properly connected.

Remedy  Check that the machine is connected to the network using the proper cable, and
then restart the machine. (See Chapter 2, “Before You Start Using the Machine,”
in the User’s Guide.)

Cause 2 The computer that is printing is not properly set up.

Remedy  Check the following:
¢ Confirm that the proper printer driver is installed in each computer. For
instructions on installing the printer driver, see the Printer Driver Installation
Guide. (See Chapter 3, “Accompanying CD-ROMSs,” in the User’s Guide.)

» Confirm that the correct printer is set as the output destination for the
computer which is printing, and that the spool is properly set.

Data Sending/File Sharing Problems

You cannot send data to an FTP server.

Cause 1 | The FTP server is not set correctly.

Remedy Perform the following to check the server status. (If you are using Windows,
perform these from the MS-DOS prompt.)
o Example using UNIX, where the FTP server has the |IP address:
192.168.1.195
U:>ftp 192.168.1.195  *Connect to server
Connected to 192.168.37.195.
220 canmfs FTP server (UNIX(r) System V Release 4.0) ready.
User (192.168.37.195:(none)): user_name  *User login
331 Password required for user_name.
Password:  *Enter password
230 User user_name logged in.
ftp> cd /export/share ~ *Move to data destination directory
250 CWD command successful.
ftp> bin  *Set data transfer type (binary)
200 Type set to I.
ftp> put sample.tif ~ *Set transfer file name for verification
ftp> bye  *Cut off server connection
221 Goodbye

H Troubleshooting

&> NOTE

If the above are confirmed and file sharing still does not operate normally, consult the
network administrator for the environment you are using.
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Cause 2

Remedy

Cause 3

Remedy

Cause 4

Remedy

The machine’s address [User] setting contains one or more spaces after the
user name.

Ensure that the machine’s address [User] setting does not contain spaces after
the user name.

The machine was turned OFF while sending data to the FTP server, and when
the machine was turned back ON, it attempted to resend the data. (If a
Windows 2000/XP/Vista/7/Server 2003/Server 2008 FTP server is being used.)

If power to the machine is turned OFF while data is being sent to the FTP
server, the FTP server may hold the data in a writing-in-progress state.
Therefore, this data cannot be overwritten even when the machine reconnects
and sends the same data again. Stop the FTP server temporarily and delete the
held data so that it can be sent again.

An error message is displayed on the touch panel display of the machine.

After confirming the error message, see Chapter 6, “Troubleshooting,” in the
Reference Guide and perform the necessary operations according to the error
message displayed.

You cannot send data to a shared folder (Windows and Samba file

sharing).

Cause 1

Remedy

Cause 2

Remedy

File sharing settings for the shared folder are incorrect.

Check the following settings:

¢ On the computer you are using, go into Windows Explorer = double-click
[Entire Network] — check that the computer you want to share is listed there.
You can also check for the computer as follows: On the [Start] menu, point to
[Find] — click [Computer] = enter the name of the computer you want to
share — check that the computer is on the network.

o If the computer you want to share is listed, double-click its icon to see whether
the name of the folder you want to share is listed.

o If the shared folder name does not appear, see “Setting File Server (File
Sharing),” on p. 5-18, and then check the shared folder settings.

An error message is displayed on the touch panel display of the machine.

After confirming the error message, see Chapter 6, “Troubleshooting,” in the
Reference Guide and perform the necessary operations according to the error
message displayed.
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u Appendix

Sy Setting Items

Item Settings Apg:;:ble
System Manager Settings
System Manager 32 characters maximum 0. 14
System Manager ID Seven digit number maximum, 7654321
System Password Seven digit number maximum, 7654321
Department ID Management
e Jonom
Register ID/Password Ezgiestl_ei;ﬁ;jit, Erase, Turn Limits On/Off and Set
Page Totals Clear, Clear All Totals, Print List P 6-2
Slrlflivr:olvlan Printer Jobs On, Off
Communications Settings*!
Maximum TX Data Size: 0 to 99 MB, in one MB
increments, 3 MB
E-mail/l-Fax Settings p. 4-2

Divided TX over Max. Data Size: On, Off

Default Subject: 40 characters maximum

Send Start Speed: 33600 bps, 14400 bps, 9600
bps, 7200 bps, 4800 bps, 2400 bps

Fax Settings Receive Start Speed: 33600 bps, 14400 bps, p. 4-4
9600 bps, 7200 bps, 4800 bps, 2400 bps
R-Key Settings: PSTN/PBX

Memory Lock Settings | On, Off p. 4-8
Select Country/Region | Australia (AU), New Zealand (NZ), Other p. 4-12
Device Info Settings
Device Name 32 characters maximum p.7-2
Location 32 characters maximum

On, Off

User ID Management p.6-19

Add user name to Send Document Name: On, Off
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Item

Settings

Applicable
Page

Network Settings

TCP/IP Settings

IPv4 Settings

IP Address Settings: IP Address, Subnet Mask,
Gateway Address, DHCP, RARP, BOOTP

p. 2-15

PING Command: Enter an IP address and press
[Start].

p. 2-22

IP Address Range Settings: On, Off
Up to 10 IPv4 addresses can be stored.

p. 6-21

DNS Server:

DNS Server Address Settings: Primary DNS
Server, Secondary DNS Server

DNS Host Name/Domain Name Settings: Host
Name (47 Characters maximum), Domain Name
(47 Characters maximum)

DNS Dynamic Update Settings: On, Off

p. 3-2

IPv6 Settings

Use IPv6: On, Off

Stateless Address Settings:
Use Stateless Address: On, Off

Manual Address Settings:
Use Manual Address: On, Off
Manual Address: 39 Characters maximum
Prefix Length: 0 to 128 (64)
Default Router Addr.: 39 Characters maximum

Use DHCPv6: On, Off

p. 2-18

PING Command: Enter an IP address or host
name and press [Start].

p. 2-23

IP Address Range Settings: On, Off Up to 10 IPv6
addresses can be stored.

p. 6-25

DNS Server:
DNS Server Address Settings: Primary DNS
Server, Secondary DNS Server
DNS Host Name/Domain Name Settings: Use
Same Host Name/ Domain Name as IPv4 (On,
Off), Host Name (47 Characters maximum),
Domain Name (47 Characters maximum)
DNS Dynamic Update Settings: On, Off
Register Manual Address: On, Off
Register Stateful Address: On, Off

p. 3-6

WINS Configuration

WINS Resolution: On, Off
WINS Server: IP address of the WINS server

p. 3-11

LPD Settings

On, Off

p. 3-45
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Applicable

Item Settings Page
. Use RAW: On, Off
RAW Settings Use Bidirectional: On, Off p.3-45
Use WSD: On, Off
WSD Print Settings Use WSD Browsing: On, Off p. 3-45
Use Multicast Discovery: On, Off
Use SNTP: On, Off
Polling Interval: Interval for performing time
SNTP Settings synchronization (1 to 48 hours, 24) p. 3-13
NTP Server Address: IP address or host name
NTP Server Check
Use PASV Mode for FTP | On, Off p. 3-16
FTP Extension On, Off p. 3-18

9-4
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Item

Settings

Applicable
Page

Certificate Settings

Generate Key: Generate a key pair by specifying
the following:
Key Name: 24 Characters maximum
Signature Algorithm: SHA1, SHA256, SHA384,
SHA512
Key Length (bit): 512, 1024, 2048, 4096
Validity Start Date: Enter <DD/MM YYYY>.
Validity End Date: Enter <DD/MM YYYY>.
Country/Region: Australia (AU), China (CN),
Czech Republic (CZ), Germany (DE), Denmark
(DK), Estonia (EE), Spain (ES), Finland (FI),
France (FR), United Kingdom (GB), Greece
(GR), Hungary (HU), ltaly (IT), Japan (JP),
Korea (KR), Netherlands (NL), Norway (NO),
Poland (PL), Portugal (PT), Russia (RU),
Sweden (SE), Singapore (SG), Slovenia (Sl),
Taiwan (TW), United States (US), Other
(two-letter Internet country code)
State: 24 Characters maximum
City: 24 Characters maximum
Organization: 24 Characters maximum
Organization unit: 24 Characters maximum
Common Name: 48 Characters maximum
Key and Certificate List: Show certificate details,
erase a key and certificate, or display what the
certificate is used for.
CA Certificate List: Show certificate details or
erase a CA certificate.
Register Key and Certificate: Keys and
Certificates (a maximum of three key pairs can be
registered)
Register CA Certificate: CA Certificates (a
maximum of 10 CA certificates can be registered)

p. 3-20

Use HTTP

On, Off

p. 3-33

SSL Settings

Functions using SSL are listed. Press [Key and
Cert.] for setting the default key.

Key and Certificate List: Show certificate details,
erase a key and certificate, or display what the
certificate is used for.

p. 3-35

Port Number Settings

LPD (515), RAW (9100), HTTP (80), SMTP Receive
(25), POP3 Receive (110), FTP Sending (21),
SMTP Sending (25), SNMP (161), WSD (3702),
HTTPS (443)

p. 3-38
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Applicable

Ethernet Type

10 Base-T, 100 Base-TX

MAC Address

Display only

Item Settings Page
Receiving MAC Apply Settings: On, Off.
. MAC addresses (a maximum of 10 addresses can p. 6-29
Address Settings .
be registered)
Use Proxy: On, Off
Server Address: Server name or IP address (128
Characters maximum)
Port Number: 1 to 65535 (80)
Proxy Settings Use Proxy within the Same Domain: On, Off p. 3-41
Authentication Settings
Use Proxy Authentication: On, Off
User: 24 Characters maximum
Password: 24 Characters maximum
Confirm Dept. ID
Management Password On, Off p.3-43
SMB Settings
Use SMB Client On, Off
Server 15 Characters maximum
- p. 3-49
Workgroup 15 Characters maximum
Comment 48 Characters maximum
LM Announce On, Off
SNMP Settings
Use SNMP v. 1 On, Off o
Community Name 1, 2 | 15 Characters maximum b
Writable SNMP 1, 2 On, Off
Use SNMP v. 3 On, Off -
User Settings The settings for SNMPv3 can be specifieldl only on (See the
- the Remote Ul. See Chapter 4, “Customizing Remote Ul
Context Settings Settings,” in the Remote Ul Guide. Guide.)
Get Printer
Management On, Off p. 2-5
Information from Host
Enable Dedicated Port o5
Enable Dedicated Port | On, OFf b
Ethernet Driver Settings
Auto Detect On, Off
Communication Mode | Half Duplex, Full Duplex p.2-2

9-6
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Item

Settings

Applicable
Page

E-mail/l-Fax

SMTP Receive

On, Off

POP

On, Off

Authentication/
Encryption

POP Authentication before Send: On, Off
SMTP Authentication (SMTP AUTH): On, Off
Disp Auth Screen When Sending*4: On, Off
Carry Over Authentication*4: On, Off

User: User name for SMTP authentication (64
Characters maximum)

Password: Password for SMTP authentication (32
Characters maximum)

Allow SSL (POP): On, Off

Allow SSL (SMTP Send): On, Off

Allow SSL (SMTP Receive): SSL, On, Off

The settings to verify the SSL server certificates
for POP/SMTP are available on the Remote Ul.
See Chapter 4, “Customizing Settings,” in the
Remote Ul Guide.

SMTP Server

Server name or IP address (47 Characters
maximum)

E-mail Address

64 Characters maximum

POP Server

Server name or IP address (47 Characters
maximum)

POP Address

32 Characters maximum

POP Password

32 Characters maximum

POP Interval

0 (Off) to 99

p. 3-52

Startup Time Settings

Startup Time Settings ‘ 0 to 300 seconds, 0 sec(s)

p.7-3

IEEE802.1X Settings

IEEE802.1X Settings

On, Off
Login Name: 24 characters maximum
Use TLS: On, Off
Key and Cert.: Select the default key and
certificate from the list
Use TTLS: On, Off
TTLS Internal Protocol: MSCHAPvV2, PAP
Use PEAP: On, Off
User: 24 characters maximum
Password: 24 characters maximum
Login Name as User Name: On, Off

p. 2-10
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Item

Settings

Applicable
Page

Forwarding Settings

Receive Type*!

All, Fax, |-Fax

Validate/Invalidate

On, Off

Register

Condition Name: 50 characters maximum

Forwarding Conditions

Receive Type*!: Fax, |-Fax

disregarded, does not exist*, equals, differs

from, begins with, ends with, contains, does

not contain

* Only when <Fax> is selected in <Receive
Type>.

Forwarding Destination: Select from the list of
registered addresses

File Format:

When <Fax> is selected in <Receive Type>: TIFF,
PDF

When <lI-Fax> is selected in <Receive Type>:
PDF (B&W)/JPEG (Color), TIFF (B&W)/JPEG
(Color), PDF, TIFF (B&W)/PDF (Color)

Divide into Pages: Off, On

Forward w/o Cond.

Receive Type*!: Fax, |-Fax

Forwarding Destination: Select from the list of
registered addresses

File Format:

When <Fax> is selected in <Receive Type>: TIFF,
PDF

When <I-Fax> is selected in <Receive Type>:
PDF (B&W)/JPEG (Color), TIFF (B&W)/JPEG
(Color), PDF, TIFF (B&W)/PDF (Color)

Divide into Pages: Off, On

Detail/Edit

See “Register”.

Erase

Yes, No

Print List

Yes, No

p. 4-14

Store/Print When
Forwarding*!

Print Image:On, For Error Only, Off

Store Image to Memory:For Error Only, Do Not
Store

p. 4-32
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ltem Settings Apg:;:ble

Restrict the Send Function*1
Address Book L .
Password 7 digits maximum p. 4-35
Restrict New Addresses | On, Off p. 4-37
Allow Fax Driver TX On, Off p. 4-38
Restrict Recall On, Off p. 4-40
Confirm Entered Fax On, Off 0. 4-41
Numbers
Restrict Sequential Broadcast Confirmation, Prohibit Broadcast, Off p. 4-42
Broadcast
Register LDAP Server*1

Server: 24 characters maximum

Server Address: 47 characters maximum

Location to Start Search: 120 characters

maximum

Port Number: 1 to 65535, 389

Max No. of Addresses: 1 to 1000, 100

Search Timeout: 30 to 300, 60
Register Login Information: Do not use, Use, Use (security 0. 3-63

authent.)

Server LDAP version and character code: Select

the appropriate LDAP version and character code

Carry Over Send Auth. Info.*4: On, Off

User*2: 120 characters maximum

Password*2: 24 characters maximum

Domain Name*3: 120 characters maximum

Display authentication screen*2: On, Off

Server: 24 characters maximum

Server Address: 47 characters maximum

Location to Start Search: 120 characters

maximum

Port Number: 1 to 65535, 389

Max No. of Addresses: 1 to 1000, 100

Search Timeout: 30 to 300, 60
Detail/Edit Login Information: Do not use, Use, Use (security 0.3-70

authent.)

Server LDAP version and character code: Select

the appropriate LDAP version and character code

Carry Over Send Auth. Info.*4: On, Off

User*2: 120 characters maximum

Password*2: 24 characters maximum

Domain Name*3: 120 characters maximum

Display authentication screen*2: On, Off

System Setting ltems

9-9

E Appendix



u Appendix

Applicable

Warning Displayed

60 to 95% in five percent increments, 80%

Item Settings Page
Erase Yes, No p. 3-71
Print List Yes, No p. 3-74
Reg./Edit LDAP Search Register LDAP sef’:lrch attributes, or edit/erase the 0. 372
stored search attributes.
Memory Media Send | o..in Do Not Retain p.7-8
Log*
On, Off
Remote Ul On/Off Use SSL: On, Off p. 6-34
Auto Online: On, Off
Auto Online/Offline p.7-5
Auto Offline: On, Off
Job Log Display On, Off p. 6-36
License Registration |Enter a license key using the numeric keys. p. 1-12
Use USB Device On, Off p.7-10
PDL Selection UFRII LT, PCL5e, PCL6, FAX, PS3
(Plug-n-Play)*1 p. 7-12
Update Firmware Yes, No
Secure Print Settings
) 10 to 240 minutes in one minute increments,
Delete Timeout .
60min
o . p.7-18
Qn y allow secure print On, Off
jobs
Display Dept. ID/User On, Off 0. 6-38
Name
Use Inner 2Way Tray*! | On, Off p.7-14
Memory Media Use Scan to Memory Media: On, Off p. 4-43
Settings Use Media Print: On, Off p.7-16
Mem. Used When On, Off 0. 7-21

The default settings are indicated in bold.

*1 Indicates items whose availability may vary depending on the machine configuration.

*2 Indicates items that appear only when ‘Use’ or ‘Use (security authent.)’ is selected for Login Information.
*3 Indicates items that appear only when ‘Use (security authent.)’ is selected for Login Information.

*4 Indicates items that appear only when Authorized Send is activated.

(M MPORTANT

If User ID Management is enabled, only users registered as “System Manager” can
change the System Settings by logging in to the machine with their User ID and
password. In this case, you cannot log in as the System Manager by entering the
System Manager ID and System Password.

System Setting ltems




Mg&ﬁing the Machine

You can use the Remote Ul installed in the machine to manage it on a web browser.
For more information on the Remote Ul, see the Remote Ul Guide.

&> NOTE

You can use NetSpot Device Installer, Canon utility software downloadable from the
Canon web site, for the initial settings of the machine connected to a network. For
instructions on how to use NetSpot Device Installer, see Online Help for NetSpot
Device Installer.

Managing the Machine 9-11
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Gl

ry

Numerics

10BASE-T

The Ethernet standard supporting data transfer rates up to 10 Mbps, which utilizes a
twisted-pair cable.

100BASE-TX

The Ethernet standard supporting data transfer rates up to 100 Mbps, which utilizes
two pairs of high grade twisted-pair cables.

A

Authentication

A system process which validates a user’s logon information. The user’'s name and
password must be registered in the system beforehand, and if the system detects a
match, access is granted, depending on the user’s access rights and permissions.

BOOTP

BOOTstrap Protocol. A protocol that enables a client machine to automatically obtain
network setup information from a server over a TCP/IP network. BOOTP enables a
client to automatically locate such information as the host name, domain name, and
IP address, so that it is not necessary to enter these items manually.

bps
Stands for bits per second. The measure of transmission speed used in relationship
to networks and communication lines.

Broadcasting
Transmitting documents to more than one location (through the machine’s memory).

C

CA certificate

A digital certificate issued by a third party CA (Certificate Authority), to be used for
identification purposes in digital business transactions.

9-12
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Community Name
An identification keyword for SNMP (Simple Network Management Protocol).

Cursor

The underline symbol you see on the touch panel display when you register numbers
and names in the machine.

D

Daemon

A process that runs in the background and performs a specified operation, at
predefined times or in response to certain events. Typical daemons include print
spoolers and automated network information system protocols.

Default

The machine is configured at the factory with settings that we recommend. These are
known as factory default settings. You can customize your machine by re-configuring
these settings.

DHCP

Dynamic Host Configuration Protocol. A protocol which automatically specifies the
network settings of a client on a TCP/IP network. Many of the settings required to set
up TCP/IP, which is the standard protocol of the Internet, can be made automatically
using DHCP.

DNS

Domain Name System. The system that associates the IP address assigned to a
computer with the domain name.

E Appendix

DNS server

Domain Name System server. A server which maintains a database that translates
the domain names of Internet servers, such as www.w3.org, into Internet Protocol
(IP) addresses, such as “18.176.0.26”. This enables clients to connect to a server
with a host name rather than a numeric IP address.

Domain

A management concept that divides large scale networks into groups for identifying
individual computers and users. The Internet is managed by classifying domains
according to geographical location or type (business, organization, educational
institution, etc.).
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E

Ethernet

An industry standard LAN (Local Area Network) system for connecting multiple
computers. Data is sent from one computer to another by dividing it into packets, and
the packets reach their destinations smoothly without any collision with other packets.

F

File server

A personal computer or workstation to which two or more users on client personal
computers can gain access via a LAN (Local Area Network), to share and use its hard
disk drive.

Forwarding

The process of sending a received fax/I-fax document to another destination. For
example, if your machine at work receives a document, you can have the machine
forward the document to a machine at your home.

FQDN

Fully Qualified Domain Name. A full domain name, consisting of its local host name
and its domain name. An FQDN is sufficient to ascertain a specific Internet address
for any host on the Internet. This (name resolution) process uses DNS (Domain
Name System).

FTP

File Transfer Protocol. A client-server protocol enabling a user to transfer files on one
computer to and from another computer over a TCP/IP network. The File Transfer
Protocol also governs the client program with which the user transfers files.

G

Gateway Address

The default address of a network or Web site. It provides a single domain name and
point of entry to the site.

H

HTTP

Hypertext Transfer Protocol. The client-server TCP/IP protocol used on the World
Wide Web for the transfer of HTML (Hyper Text Mark-up Language) documents
across the Internet.
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IEEE802.1X authentication

An authentication method that permits only supplicants (devices) authenticated by a
RADIUS (Remote Authentication Dial-In User Service) server to connect to the
network via an authenticator.

|-fax

I-fax (Internet fax) enables you to send and receive a scanned original converted to
image data as an e-mail attachment to/from any I-fax compatible facsimile or personal
computer with Internet e-mail functionality.

Interface

The connection between two devices that makes it possible for them to communicate
with each other. The machine features a USB interface, which makes it compatible
with IBM and similar personal computers.

Interface cable
The cable used to create the interface between a printer and a computer.

Internet Protocol (IP)
The underlying set of networking rules that describes how data is transmitted across

the Internet. Internet Protocol enables data from one computer to be split into
packets, and sent to another computer with a specific IP address.

IP address

Internet Protocol address. A network address used by IP (Internet Protocol) to specify
a computer or device on the Internet. Currently, two versions of IP are in use: IPv4
and |IPv6.

IPv4

Internet Protocol version 4. An IPv4 address is a 32-bit numeric address, usually
written as four numbers delimited by periods. For example, ‘128.121.4.5’.

IPv6

Internet Protocol version 6. An IPv6 address is 128-bit long and consists of eight
groups of four hexadecimal digits delimited by colons. For example,
2002:0db6:58b1:02¢3:3308:7a2€:6309:2665'. In an IPv6 network, a computer or
device can use multiple addresses, as represented by link local address, stateless
address, etc.

Glossary 9-15
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K

Key pair
In SSL security, the key pair consists of a public key and a private key. A public key is
known to “everyone,” and a private or secret key is known only to the recipient of the
message.

LAN
Local Area Network. A network system formed by linking a server, workstations,
devices, and computers, which are all located in the same building or some other
relatively limited area.

LDAP

Lightweight Directory Access Protocol. A network protocol that enables you to locate
organizations, individuals, and other resources, such as files and printers on a
network, whether on the public Internet or on a corporate intranet.

Login Service

A service for performing user authentication for a machine. To identify a certified user,
a user name and password are required for authentication. Login services for
machine include Department ID Management.

LPD
Line Printer Daemon. A daemon is a program that runs, without human intervention,
to accomplish a given task. The Line Printer Daemon controls the flow of print jobs to
a printer.

LPR

Line Printer Remote. A UNIX command used to print a file via a TCP/IP network.

M

MAC address

Media Access Control address. The hardware address of the network adapter of a
computer connected to a local area network.

Memory Lock

Usually a document is printed as soon as it is received; but with Memory Lock, all
documents received are stored in memory until you enter a password to print them.
This enables you to attend to the documents at your own leisure, and prevents printed
documents from piling up in the output tray.
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N

NetBIOS

NTFS

P

PASV

PBX

PCL

PDF

Network Basic Input Output System. A program that enables applications on different
computers to communicate within a LAN (Local Area Network). NetBIOS is used in
Ethernet, and Windows 2000/XP/Vista/7/Server 2003/Server 2008 networks.

NT File System. A native file system of Windows NT, offering a higher level of security
through a file encryption system, as well as native support for file compression. NTFS
is also used in Windows 2000/XP/Vista/7/Server 2003/Server 2008 operating
systems.

mode

Passive FTP mode. An alternative mode for initiating FTP connections. In this mode,
data transfer is initiated by the FTP client, rather than the FTP server. As corporate
firewalls generally reject external data requests from FTP servers, the PASV mode
may allow FTP to be used with NAT (Network Address Translation) and with clients
behind firewalls, depending on the environment. The PASV mode also ensures that
all data flow requests come from inside the network where the client is located.

Private Branch eXchange. An in-house telephone switching system that
interconnects telephone extensions to each other, as well as to the external
telephone network. A PBX controls the flow of telephone traffic through instruments,
such as paging systems, and automatic callback and dialing.

Printer Control Language. A protocol originally designed by Hewlett-Packard,
enabling PCs to communicate with printers. PCL has become a standard for laser
and ink jet printers, and is now supported by most printer manufacturers.

Portable Document Format. The page description language used in Adobe Systems’
Acrobat document exchange system, which is restricted neither by device nor
resolution. PDF displays documents in a way that is independent of the original
application software, hardware, and operating system used to create those
documents. A PDF document can contain any combination of text, graphics, and
images.
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PING

PING is a command line utility that allows you to send a request to another machine
on the network which hopefully then replies. This action sends Internet Control
Message Protocol (ICMP) Echo Request messages to verify IP-level connectivity to
another TCP/IP computer. The action prompts the receipt of corresponding Echo
Reply messages, along with the round-trip times. Ping Host is based on the Ping
command, the primary TCP/IP command used to troubleshoot connectivity,
reachability, and name resolution.

Protocol

A set of rules that govern the transmission of data across a network. Examples of
protocols are DHCP, BOOTP, RARP, and TCP/IP.

R

RARP

Reverse Address Resolution Protocol. A protocol which associates a network adapter
address (MAC address) with an IP (Internet Protocol) address.

Raw

A printing protocol used with Windows 2000/XP/Vista/7/Server 2003/Server 2008. It
can print at higher speeds than LPD (Line Printer Daemon).

Remote Ul

Remote User Interface. The Remote Ul is software that enables you to perform
operations, which are usually performed on the machine’s control panel, using a Web
browser (such as Microsoft Internet Explorer or Safari) over a network.

S

SMB

Server Message Block. A protocol that provides file and printer sharing over a
network for Windows computers.

SMB server
Server Message Block server. A server running the SMB protocol.

SMTP

Simple Mail Transfer Protocol. A TCP/IP protocol for sending messages from one
computer to another on a network.
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SNTP

Simple Network Time Protocol. A simplified version of NTP. This protocol enables
computers in a network to synchronize their system times with a public time server
used around the world. The time public NTP servers provide is generally accurate to
within milliseconds.

Spool
Simultaneous Peripheral Operations On-Line. “Spooling” means putting jobs in a
buffer, which is a special area in memory or on a disk. Devices access data at
different rates. The buffer provides a holding area where the data is held until the
device for which it is meant is ready to access it.

SSL

Secure Sockets Layer. A protocol that ensures security and privacy when transmitting
private documents over the Internet.

SSL encryption

SSL uses two keys to encrypt data: a public key, which is known to “everyone,” and a
private or secret key, which is known only to the recipient of the message.

Startup time

If the machine is connected to a switching hub, it may not be able to connect to a
network when it is powering ON. This occurs because the spanning tree process,
performed between switching hubs, prevents them from communicating with each
other immediately after the machine connects to the network. A delay in the startup
time is necessary for the machine to connect to the network properly.

Subnet

A portion of a network, which may be a physically independent network segment, that
shares a network address with other portions of the network, and is distinguished by
a subnet number. For example, all devices with |IP addresses that start with
100.100.100. would be part of the same subnet.
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Subnet Mask

The method used to determine to which subgroup, or subnet, an IP address belongs.
On TCP/IP networks, all devices whose IP addresses have the same prefix would
belong to the same subnet. Dividing a network into subnets is useful for both security
and performance reasons.

Switching hub
A network connection box to which a number of computers can be connected.
Conventional hubs send each data packet to every connected computer on the
network, whereas a switching hub forwards data packets from the network to the
appropriate computer, according to the packet’s address. Since a switching hub
forwards packets only to their intended recipients, it provides greater efficiency.

Glossary 9-19



E Appendix

T

TCP/IP

Transmission Control Protocol/Internet Protocol. The protocol used to connect to the
Internet and wide area networks.

UFRII

Ultra Fast Rendering Il. A printing algorithm for realizing high speed monochrome
rendering. UFR Il enables processing tasks to be executed and divided appropriately
between the host PC and the printer to greatly reduce overall printing time. The UFR
Il printer driver supports only monochrome printers.

URL

Uniform Resource Locator. A standard way of specifying the location of an object,
usually a Web page on the Internet. The URL for a Web page would look something
like this: “http://www.w3.org/default.ntm”. Here, “http:” indicates that a Web page is
being accessed, “www.w3.org” is the address of the server containing the Web page,
and “default.htm” is the file name under which the Web page is stored on the server.

W

WINS

Windows Internet Name Service. A service for associating a NetBIOS name, which is
a computer name or printer name on a NetBIOS network, with an IP address. To use
WINS, a WINS server is required.

WSD

Web Services on Devices. A protocol that enables the Windows computers (with
Windows Vista/7/Server 2008) to detect and connect devices such as printers and
scanners on a TCP/IP network.
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Numerics

100BASE-TX, 9-12
10BASE-T, 9-12

A

Access restriction from computers on the
network, 6-21

Address Book Password, setting, 4-35

Allow Fax Driver TX, setting, 4-38

Authentication, 9-12

Authorized Send, 6-32

Auto Online/Offline, 7-5, 9-10

BOOTP, 9-12
bps, 9-12
Broadcasting, 9-12

C

CA certificate, 3-20, 9-12
Checking network connection

IPv4, 2-22

IPv6, 2-23
Communication environment settings, 2-5
Communications Settings, 9-2
Communications Settings, specifying, 4-2
Community Name, 9-13

Computer name and necessary components,

confirming
Windows 2000/XP/Vista/7/Server 2003/
Server 2008, 5-19

Computer settings for printing/sending a fax, 5-2

Confirm Dept. ID Management Password,
setting, 3-43

Confirm Entered Fax Numbers, setting, 4-41

Cursor, 9-13

D

Daemon, 9-13
Data sending and file sharing problems, 8-7
Default, 9-13
Department ID Management, 6-2, 9-2
Accepting print/scan jobs with
unknown IDs, 6-17
Changing password and page limit, 6-8
Checking and printing counter information, 6-12
Clearing page totals, 6-15
Erasing Department ID and password, 6-11
Registering the Department ID, password, and
page limit, 6-4
Device Info Settings, 9-2
Device information, setting, 7-2
DHCP, 9-13
Display Dept. ID/User Name, 9-10
Display Dept. ID/User Name, setting, 6-38
DNS, 9-13
DNS server, 9-13
DNS Server Settings, 3-2
IPv4, 3-2
IPv6, 3-6
Domain, 9-13
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E

E-mail/l-Fax Settings
(Communications Settings), 4-2

E-mail/l-Fax settings (Network Settings), 3-52

Enable Dedicated Port, 2-5
Ethernet, 9-14
Ethernet Driver Settings, 2-2

F

Fax Settings, 4-4
File server, 9-14
File server setting
File sharing, 5-18
FTP, 5-7
Forwarding, 4-14, 9-14
Checking and changing settings, 4-28
Erasing settings, 4-30
Handling documents, 4-32
Printing settings list, 4-31
Storing forwarding settings, 4-15
Turning on/off, 4-29
Without conditions, setting, 4-23
Forwarding Settings, 9-8
FQDN, 9-14
FTP, 9-14
FTP Extension,setting, 3-18
FTP server setting
iW Gateway, 5-16
Mac OS X, 5-14
UNIX/Linux, 5-12
Windows 2000/XP/Vista/7/Server 2003/
Server 2008, 5-8

G

Gateway address, 9-14

H

HTTP, 9-14

Identifying and isolating problems, 8-2
IEEE802.1X authentication, 2-9, 9-15
|-fax, 9-15
Inner 2Way Tray, setting the use of, 7-14
Interface, 9-15
Interface cable, 9-15
Interface settings, 2-2
Internet Protocol (IP), 9-15
IP address
IPv4, 9-15
IPv6, 9-15
IP Address Range Settings, 6-21
IPv4, 6-21
IPv6, 6-25
IPv4 address
checking network connection, 2-22
setting, 2-15
IPv6 address
checking network connection, 2-23
setting, 2-18

J

Job Log Display, 6-36, 9-10

K

Key and certificate, 3-20
Key pair, 9-16
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LAN, 9-16
LDAP search attributes,
registering and editing, 3-72

LDAP server
Changing settings, 3-70
Deleting registration, 3-71
Printing settings, 3-74
Registering, 3-63
Registering/editing search attributes, 3-72
Setting, 3-62

License key
Obtaining, 1-11
Registering, 1-12

License Registration, 1-12, 9-10

License registration, 1-11

Login service, 9-16

LPD, 9-16

LPD Settings, 3-45

LPR, 9-16

M

MAC address, 2-3, 9-16

MAC address filter, setting, 6-29
Managing the machine, 9-11
Memory Lock, 9-16

Memory Lock Settings, 4-8
Memory Media Send Log, 7-8, 9-10

N

NetBIOS, 9-17

Network connection problems, 8-2
Network connection, checking, 2-22
Network environment, checking, 1-18
Network Settings, 9-3

NTFS, 9-17

P

PASV mode, 9-17

PBX, 9-17

PCL, 9-17

PDF, 9-17

PDL Selection (Plug-n-Play), 7-12, 9-10

PING, 9-18

Port Number Settings, 3-38

Printer connection method
Changing port settings, 5-3

Printing problems, 8-5

Problems
Data sending and file sharing, 8-7
Identifying and isolating, 8-2
Network connection, 8-2
Printing, 8-5

Protocol, 9-18

R

RARP, 9-18
Raw, 9-18
RAW Settings, 3-45
Receive Start Speed, setting, 4-4
Receiving MAC Address Filter Settings, 6-29
Register LDAP Server, 9-9
Remote Ul, 9-18
Remote Ul On/Off, 6-34, 9-10
Remote UI, restricting the use of, 6-34
Restrict the Send Function, 9-9
Restrict the Send Function, setting, 4-35
Restricting

New addresses, 4-37

Recall, 4-40

Sequential Broadcast, 4-42, 4-43
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S

Secure Printing, 7-18
Send function
Restricting, 4-35
Send Start Speed, setting, 4-4
Shared folder
Mac OS X, 5-34
Setting, 5-22
Specifying destinations, 5-36
UNIX/Linux, 5-35
With access restriction (Windows 2000/XP/
Server 2003), 5-28
With access restriction (Windows Vista/7/
Server 2008), 5-32

Without access restriction (Windows 2000/XP/

Server 2003), 5-23

Without access restriction (Windows Vista/7/

Server 2008), 5-25
SMB, 9-18
SMB server, 9-18
SMB Settings, 3-49
SMTP, 9-18
SNMP Settings, 2-5
SNTP, 9-19
SNTP Settings, 3-13
Spool, 9-19
SSL, 3-21, 3-35, 3-52, 6-34, 9-19
SSL encryption, 9-19
Startup time, 9-19
Startup time, setting, 7-3
Store/Print When Forwarding, 9-8
Subnet, 9-19
Subnet Mask, 9-19
Switching hub, 9-19
System management mode
Operating the machine with Department ID
Management OFF, 1-8
Operating the machine with Department ID
Management ON, 1-7
Setting, 1-4

System Manager Settings, 1-4, 9-2

System requirements, 1-14
Printing of sending a PC-Fax, 1-14
Sending data to a file server, 1-16
Using E-mail/l-fax, 1-15

System Setting items, 9-2

System Settings, 1-2

T

TCP/IP, 9-20
TCP/IP network setup procedures, 1-19
Troubleshooting, 8-1

U

UFRII, 9-20

Update Firmware, 9-10

URL, 9-20

USB interface port, restricting the use of, 7-10
Use HTTP, setting, 3-33

Use Inner 2Way Tray, 7-14, 9-10

Use PASV Mode for FTP,setting, 3-16

Use USB Device, 7-10, 9-10

User ID Management, 9-2

User ID Management, setting, 6-19

w

WINS, 9-20

WINS Settings, 3-11
WSD, 9-20

WSD Print Settings, 3-45
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